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Abstract. Recently, wireless sensor devices
have been widely deployed in various ap-
plication settings (including environmental
research, control systems, etc.). Because of
the inherent unreliability of sensor readings,
any kind of reasoning in sensor environ-
ments needs to carefully account for noise.
The key goal of pcet is to build an in-
frastructure that can automatically infer and
reason about the probabilities of triggered
events, using a principled probabilistic model
for the underlying sensor data. Through such
probabilistic reasoning, pcet can incorpo-
rate uncertainly factors and make finer –
grain decisions on event occurrences. This
is achieved through the use of a Bayesian
Network to directly model and exploit cor-
relations across different sensors and the
definition of a complex – event language,
which allows users / applications to create
hierarchies of higher-level events. As exper-
imental results verify, pcet simplifies the
development process and boosts the effi-
ciency of any system dealing with inher-
ently uncertain data streams.

1 Introduction

Recently, the research community has become a wit-
ness of the rising interest for the efficient monitoring
and analysis of data that arrive continuously in high
speed streams. This tension gave birth to the field of
Data Stream Management, which incorporates tech-
niques from traditional Database Management Sys-
tems and Data Mining, in order to efficiently process
streaming data. Event monitoring and triggering sys-
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tems were quite thoroughly studied for over a decade
now, mostly in the field of Active Databases [32],
aiming in providing applications the necessary means
for automatic reaction in presence of certain events.
Transferring the notion of events to the data stream-
ing paradigm, it is not surprising that recent efforts
tried to apply the ideas of complex event triggering to
data streaming applications, while at the same time
recognizing the peculiarities of the latter systems,
such as scalability issues and the expressiveness of
the event algebras to be used in order to provide the
semantics that a streaming application would require
from the event triggering system [6].

A rather important issue that so far has escaped
the immediate attention of the event monitoring sys-
tems community is that of the inherent uncertainty
that data (and in particular events) are character-
ized from. Especially for data streaming systems, for
which a large class of applications is fed by data com-
ing from unreliable sensor readings, the need to in-
corporate this notion of uncertainty into the event
processing engine seems quite important, as it would
allow for more realistic inference mechanisms that
could identify the subset of events that seem more
likely to have occurred, given a set of noisy readings.
Obviously, noisy or missed sensor readings may mis-
takenly trigger events, and the impact of such false
positives / negatives could be high, depending on the
application.

This probabilistic interpretation of data has at-
tracted recently the interest of the Database com-
munity [8, 14, 25]. The real problem to face is how
can we, as realistically as possible, model the corre-
lation of the data objects (or in the case of a com-
plex event monitoring system - events) of our world.
One of the most common approaches is to ignore the
problem in its entirety and assume complete indepen-
dence between the data. Other approaches model the
data objects as random variables obeying a proba-
bility distribution (with the most prominent example
of bbq [8], where the readings coming from the sen-
sornet are assumed to follow a multivariate Gaussian
distribution, the parameters of which are subject to



be learned from the data). In a more realistic setting,
we would expect to be able to identify the correlations
between the objects of our data model, by making as
few independence assumptions as possible, in order to
increase our confidence on the probabilistic inference
we would like to perform on them.

Another very important requirement that event
monitoring systems have to satisfy, in an effort to ease
the development of applications that are the final re-
cipients of the triggered events, is the expressiveness
of the language constructs with which events can be
specified. A common approach that is followed to in-
crease the expressiveness of the language semantics is
the definition of events in a hierarchical manner. The
way that a so called complex event is comprised of
its constituent, or base–level events, is formalized by
the event algebra used. For an event triggering sys-
tem based on a streaming data model, the base events
coincide with tuples from the streams that feed the
system (in a sensornet environment these correspond
to the actual sensor readings). For an illustration of
a complex event architecture see [27].

This paper describes an approach that attempts
to resolve the problem of robust event detection and
triggering in the presence of noisy inputs, while at the
same time offering an expressive language through
which probabilistic event hierarchies can be easily
specified. The end result of this effort is “pcet”, a
prototype of an event processing system, able of per-
forming probabilistic inference on complex events de-
fined in its context. To the best of our knowledge,
exploitation of probabilistic models for use in event
processing systems has not been sofar explored in the
relative literature.

To support probabilistic inference, pcet main-
tains a graphical model, namely a Bayesian Network
that is derived from noisy sensor outputs, collected
over a period of time, and from information about
the sensitivity of the sensors, provided by the manu-
facturer. Thus, guided by the sensing quality of the
nodes in a sensornet deployment, the system can infer
correlations between them by directly observing their
output. By using this model, our confidence on the
occurrence of an event in a given point in time can
be increased or decreased, based on the observation
of the events that are correlated to it, thus enhancing
the robustness of the monitoring process with respect
to the noise induced in the raw data readings.

To address the expressiveness issue, pcet pro-
vides a language that enables the end user to formu-
late hierarchies of event definitions, augmented with
probability predicates that control the triggering of

those events to the application layer. Therefore, for
a higher level event to be triggered it is not enough
that the streamed values from the sensors simply ver-
ify equality or membership predicates on their con-
stituent lower level events; it is also required that the
probabilities of those events occurring accord with
the probability thresholds associated with them. This
approach enables the specification of events at differ-
ent abstraction layers, thus providing the attractive
modularity property of encapsulating the details of
the “probabilistic event streams” flowing through the
system into lower building blocks, which drastically
simplifies application development.

We evaluate our system in the context of the Dig-
ital Home (dh) effort at Intel Research Berkeley.
We define the event hierarchy of an example applica-
tion that keeps track the whereabouts of the tenants
of a Digital Home, on a small scale sensor network
deployment. The experimental results indicate that
the task of complex event processing can be signifi-
cantly improved by the modeling of correlations be-
tween the participating sensors, as opposed to the
naive approaches of regarding each sensor indepen-
dent of its peers, especially in an unreliable or noisy
environment.

The paper is organized as follows. Section 2 gives
a brief overview of the related work on the areas of
probabilistic data management and event processing.
Section 3 introduces the main architecture of pcet,
along with the graphical modeling that enables prob-
ability inferencing and the complex event definition
language. A brief introduction to Bayesian Network
learning and inferencing methods is provided at sec-
tion 4. Section 5 assesses the implementation issues
regarding the prototype of the system. Section 6 de-
scribes the use case scenario in which pcet was eval-
uated and reports the experimental results which we
collected, while section 7 concludes, with references
to future directions.

2 Related Work

In this section we provide a brief overview of the pub-
lished work, closely related to our approach. We will
discuss the course that event processing followed dur-
ing the last fifteen years and its emergence in mod-
ern application scenarios. Then, we will go through
the most important advances in Probabilistic Data
Management, a field that made its first appearance
during the early nineties, but recently has attracted
a lot of attention by the community. Finally we will
mention a couple of approaches that lie in the realm



of probabilistic data management, which use proba-
bilistic models to infer activities in the context of the
”Digital Home” vision.

2.1 Complex Event Processing

Many research initiatives have looked in the past at
the development of systems able to respond on the oc-
currence of certain events in a timely manner. In the
context of Data Management systems, this idea was
explored particularly by the Active Database commu-
nity [31]. Unlike traditional databases, that are used
only for storing and processing of historical data, thus
displaying a passive behaviour, Active Database Sys-
tems support triggering to the application level of cer-
tain events, that can be either simple data insertion,
modification, transaction commit and failure opera-
tions, or more complex events based on a set of more
simple event definitions as the ones described above,
using event algebras. The most commonly used form
of triggers (or rules) are the so called eca (Event-
Condition-Action) Rules. For a comprehensive analy-
sis of the semantics of complex event algebras in the
context of the Active Database literature, the reader
is referred to [32].

The recent interest of the research community in
efficient data streams management and the broaden-
ing of our understanding in distributed systems has
very naturally led to the emersion of applications that
monitor high speed streams, in order to be able to
react in real-time, whenever certain patterns in data
emerge. The need of event triggering support in these
systems was evident from the very early stages of
their development, and the maturity of the complex
event algebras at the time assisted in combining those
two worlds. Of the most recent contributions in this
field, Demers et al. [6] propose ceasar, an event alge-
bra for the data streaming paradigm, which has well-
defined semantics and provides support for parame-
terization and aggregation. Their approach is tested
on cayuga, a prototype event stream processing sys-
tem, which enables high-speed processing of large sets
of queries expressed in the ceasar algebra. In the
context of sensor networks and the HiFi project in
particular [11], Rizvi et al. [27] propose a novel ar-
chitecture for processing complex high level events,
defined on the basis of data outputted by receptor
devices at the edges of High Fan-In systems.

2.2 Probabilistic Data Management

Probabilistic database systems, along with proposals
for new data models - extensions to the dominant

Relational Model, able to capture incomplete or im-
precise data, came into the foreground since the early
nineties. [19] is a rather simplistic example of such a
system. As the work in this field draw attention, more
sophisticated models were appearing, that associated
probabilities with values of attributes and proposed
ways to perform inference on them [1]. More recently,
Siciu in [4] and in a series of papers that followed,
studies the problem of efficiently answering queries
on probabilistic databases, returning a list of ranked
tuples by their probabilities. A systematic effort is
made to revisit the semantics of traditional relational
operators, in order to enable them to handle values
with probabilities. A more theoretical approach is fol-
lowed by the trio project [29], where two layers for
managing uncertain data are defined: a complete log-
ical model, and one or more incomplete views of it,
theworking models, that may lose some information,
but are easier to understand and query.

Our effort has been mainly inspired by the line
of work done in [10, 8]. Faradjian et al. ([10]) intro-
duce gadt (the Gaussian Abstract Data Type), a
new object-relational data type that models physi-
cal (continuous) data coming from unreliable sensors
as gaussian probability distributions. They propose
a theoretical framework for studying the probability
space of abstract data types and they describe a pro-
totypical implementation of gadt as an extension to
the Cornel Predator object relational DBMS.

On a more applied ground, Deshpande et al. pro-
pose in [8] a robust sensornet query processing ar-
chitecture (bbq) that uses statistical models (specif-
ically a multivariate gaussian distribution) to han-
dle imprecisions in sensor readings and approximate
query answering within certain probabilistic confi-
dences. The main difference with our approach is that
we try to capture the correlation between different
sensors using a more robust and intuitively reason-
able model (a Bayesian Network). We expect that
modeling the correlation of a large number of ran-
dom variables through a single multivariate distrib-
ution imposes a lot of restrictions on the relations
of those variables, both semantic (the physical qual-
ities to which they correspond) and representational
(discrete and continuous-valued sensors could coex-
ist in the same sensornet deployment), and thus it
loses somehow in generality. Furthermore, bbq is ori-
ented in answering one-shot queries over the network,
while the event monitoring framework we are exam-
ining corresponds to continuous query processing.

pcet does not represent the first effort of employ-
ing graphical models in data management research.



Literature that lies in the intersection of AI and the-
oretical data management is rich in publications that
borrow such notions from the Statistical Learning
theory (e.g. [14, 28]). The most notable example is
perhaps the work on Probabilistic Relational Mod-
els (prm’s) [14]. These models capture the uncer-
tainty over attributes of objects in a domain and the
[in]dependence of different level of classes of objects.
The means to achieve that is by performing Bayesian
Network inference. The above paper describes how
can a prm be learned from an existing relational data-
base, using structure and parameter learning tech-
niques in a similar fashion as the one introduced in
this paper. Our system extends this approach and
specializes it for the complex event processing para-
digm. For a comprehensive overview of the merging
of AI modeling techniques, learning and probabilistic
inference, the reader is referred to [25].

2.3 Applications

The “Digital Home” vision that powered our efforts in
the context of this project is becoming recently an in-
creasingly active research topic, as it merges interest-
ing material from various disciplines (Human Com-
puter Interaction, Pervasive Computing, Machine Learn-
ing, Statistical Modeling, Sensor Networks, Data Man-
agement to name a few). Below we present a small
number of projects that explore this agenda. The Uni-
versity of Texas at Arlington, through the MavHome
project, attempts to predict the actions of the home’s
inhabitants by using a variation of Hidden Markov
Models which is based on unsupervised learning tech-
niques [26]. Intel Research Seattle [24] runs a simi-
lar project that attempts to infer human activities
from the home occupants interactions with objects.
With the help of NLP techniques and the web as
a secondary source of information, they create ac-
tivity models which are associated with the prob-
abilities of certain objects being involved in those
activities. At Georgia Institute of Technology, the
Aware Home project [18] proposes various tracks
of ubiquitous sensing and inferencing applications in
the home environment; as an example, the “Smart
Floor” initiative tries to recognize the individuals in
the house by the pattern of their footsteps, using Hid-
den Markov Models to create ground reaction force
profiles for each occupant.

3 Architecture

In this section we will describe the general architec-
tural components of pcet, emphasizing on the func-
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Fig. 1. The general architecture of pcet.

tionality that a probabilistic complex event proces-
sor should export to the application layer. We will
address the expressiveness characteristic that such a
system should support, by elaborating on the specifics
of an event language designed for our system, to en-
able the efficient definition of probabilistic events hi-
erarchies. Finally we will present the probabilistic
framework of our approach, namely a Bayesian Net-
work topology, suitable for the context of event mon-
itoring for sensor network deployments.

3.1 General Architecture

The general architecture of pcet is illustrated in fig-
ure 1. As indicated, it is composed of four basic ele-
ments: an Application Layer Interface, a Sensor Layer
Interface, an Event Processing Engine, and a Proba-
bilistic Inference Engine. In the following paragraphs
we provide a detailed description of these components
and the interactions that occur between them.

Application Layer Interface The Application Layer
Interface allows pcet to communicate with the user
applications written ”on top” of it. Through this in-
terface, applications can define new high-level events
based on sensor readings and / or simpler events that
are already in the system (the definition language is
fully described in section 3.2). Applications can also
subscribe to events of interest, providing pcet with
a notification threshold. pcet continuously evaluates
the probabilities for all events of interest and when-
ever the probability of such an event exceeds the



threshold provided by an application, that applica-
tion is notified of the (probable) occurrence of the
event through an asynchronous message containing
the event name and the computed probability. Nat-
urally, applications can also unsubscribe from events
that are no longer interesting, or even delete them.

Sensor Layer Interface The input of pcet is com-
prised of data streams generated by sensors. However,
due to the heterogeneity of sensor interfaces, we can-
not connect pcet directly to the raw data streams.
Instead, we require the addition of an external data
processing layer that gathers data from the hardware
devices and converts it into the format that pcet
expects (probability distributions). This sensor layer
must be able to service data requests (pulls) made
by our system at any time, possibly having to esti-
mate readings for sensors that cannot provide data at
that moment. It could also perform a number of other
useful operations such as data cleaning and data ag-
gregation.

Event Processing Engine The Event Processing
Engine is responsible for compiling the definitions of
events of interest into a set of machine level constructs
that are continuously executed to evaluate the prob-
abilities of the events (and notify applications if nec-
essary). In a sense, its operation resembles that of
a DBMS query execution engine, but in a different
context.

The Event Processing Engine handles application
requests using an Input Processor, which sends new
event definitions to the parser and subscribe / un-
subscribe requests to the event output (threshold-
ing) unit. The parser validates event definitions and
converts them into some internal representation. The
Query Plan Generator takes the parsed event defin-
itions and breaks them down into base events (i.e.
expressions on the incoming sensor data), assembling
a plan for evaluating the high level event probabili-
ties. The Query Execution unit then follows the plan,
computing joint probabilities for the sensor readings
involved in the query (with assistance from the Prob-
abilistic Inference Engine) and marginalizing them
according to the logical predicates in the event defin-
ition. The result of execution is a set of (event name,
probability) tuples, which are sent to the threshold-
ing output filter (which may in turn forward them to
applications).

In order to support the time sequencing predi-
cates of the Simple Event Language (see section

3.2), we also capture the history of certain queries
through a Probabilistic Finite Automaton that coop-
erates with the Query Execution component.

Probabilistic Inference Engine The main goal
of the Probabilistic Inference Engine is to accurately
compute joint probability distributions of several sen-
sor readings using the correlation information stored
in a probabilistic model of the sensors. It is also re-
sponsible for transforming observed values (sensor
readings) into estimates of the real values measured.
Sofar, the model that enables both of these tasks is
induced by the data in an off-line manner. A more
detailed description of the graphical model used is
provided in section 3.3.

3.2 Event Definition Language

Applications can define complex events for pcet to
monitor using the Simple Event Language (sel).
sel has very few constructs (see figure 2 for the com-
plete grammar), which makes it easy to learn, but is
expressive enough to allow the specification of many
interesting events. The features of the language are
discussed in the following subsections.

Sensor readings The simplest event that one can
write involves comparing the output of a sensor with
some value, using standard arithmetic comparators
(e.g. Sensor1>0). It is also possible to compare two
sensor readings (e.g. Sensor1=Sensor2) or two con-
stant values, though the latter has little usefulness.
Certain sensors have labels (value aliases) associated
with them. These labels can be used instead of con-
stants in a comparison expressions and their mean-
ing depends on the sensor involved in the comparison
(e.g. IDSensor=Alice is equivalent to IDSensor=1 if
IDSensor exports a label ’Alice’ with value 1).

The semantics of “sensor comp value”1 is sim-
ply an event with probability P (sensor comp value),
where sensor is the actual value of the Sensor RV.

Boolean Expressions As is common in most lan-
guages, sel allows basic expressions to be combined
logically using Boolean operators (conjunction and
disjunction). However, unlike most languages, the value
of a Boolean expression is not computed by evaluat-
ing the parts first. The semantics of “(S1 comp v1)

1 comp corresponds to a comparison operator (<, >, =,

!=)



(Event) E ::= event_id = e

(Expression) e ::= E | e ’&’ e | e ’|’ e | ’!’ e | e ’;’ e | e ’;;’ e |

’{’ e ’}’ time | v (’<’ | ’>’ | ’=’ | ’!=’) v

(Random Variable) v ::= const | label | sensor_id | v (’+’ | ’-’) v

Fig. 2. The grammar of sel in EBNF format.

op (S2 comp v2)” is an event with probability P (s1
comp v1 ∧ s2 comp v2). Generally speaking, this re-
quires the evaluation of the joint probability distrib-
ution of S1 and S2, and the summation of probabil-
ities corresponding to all tuples (s1,s2) that satisfy
the boolean expression. This argument extends to an
arbitrarily long concatenation of logical expressions.

Hierarchical Events An event definition can refer
to previously defined events, treating them as expres-
sions (e.g. Intruder = Entry & !ConfirmedID). The
semantics of higher level events are defined in terms of
substitution, i.e. recursively inlining the definitions of
lower level events wherever their name appears until
the only identifiers that appear in the definition are
sensor names.

Time bracket The definitions described up to now
deal only with current events, i.e. events that oc-
cur at the time when the query is evaluated. The
time bracket construct allows us to specify events
that may have occurred at some time in the past,
within a given time frame that ends in the present.
For example, “{DoorBell=1}5min” is an event that
indicates whether the doorbell rang during the last 5
minutes (from the time of execution). When a time
bracket surrounds a logical expression such as “{A &
B}1min”, the meaning is “A and B occurred simulta-
neously at some point in the last minute”. To spec-
ify that A and B both happened in the last minute
but not necessarily at the same time, one can write
“{A}1min & {B}1min”.

Sequencing It is often necessary to express that cer-
tain events occurred in a certain order, which the
time bracket does not handle. This is accomplished
in sel using the sequence operator (;), as in “A ; B”.
The sequence operator uses an implicit time window,
which could be a system-wide or application-specific
parameter. To override the default time window, one
can use the time bracket, as in “{A;B}30sec”. The
semantics of a “A;B” is an event with the proba-
bility that A happened at some time and B hap-
pened some time later. If temporal independence is

assumed, this can be computed by summing the prob-
abilities P (a@t1 ∧ b@t2) for all t1 < t2 in the time
frame.

Stride While the sequence operator does convey the
meaning of one event happening after another, it does
not allow us to specify how far apart in time they
were. “A;B” implies that the timing difference of the
to event could be as small as the sampling period
or as large as the time frame. In contrast, by using
the stride operator we can define a sequence “A;;B”
in which the events happen precisely one time frame
apart. As before, the time frame can be made explicit
or it will default to some value. This allows us to de-
fine an event such as “{BobEnters ;; TV=off}2min”
which will trigger if the TV is (still) off 2 minutes af-
ter Bob entered the house. Note that the sequence
and stride operators can be combined in order to
specify more general timing constraints, such as “Al-
ice brushed her teeth 3-5 minutes after waking up”:
“{{AliceWake;true}2min;;ToothbrushNoise}3min”.
Here we had to introduce the dummy event “true”,
which has probability 1 at all times; it could also be
encoded as “1=1”.

By combining the above constructs, we believe
that one can encode a great variety of events that
refer to both space (inherent in the sensor locations)
and time (with variable time frames and sequencing
operators). The main challenge is in evaluating them
in a realistic way, taking into account correlations.
The rest of the paper provides the theoretical back-
ground and our design decisions in terms of imple-
menting the framework we have thus far described.

3.3 Probabilistic Models

In this section we present the graphical model on
which our approach is based. Our effort has been to
capture in a unified way both the correlations among
the sensor data and the sensors’ noise patterns, which
we regard as an external parameter of our system.
Following, we examine these two modeling decisions
separately.



Modeling Sensor Noise As pointed out in sec-
tion 1, sensors, especially wireless ones, are subject
to high levels of noise, which could be attributed to
various reasons (e.g. device’s sensitivity, electromag-
netic interference, fluctuations in the power levels,
environmental conditions in general, etc.). In reality,
noise patterns on different sensors might be corre-
lated; however, for the sake of simplicity, we assume
that noise patterns on different sensors are indepen-
dent with each other. Thus, each sensor’s output can
be modeled as a random variable, which is been di-
luted by the presence of noise.

Let X be a random variable, corresponding to
the real value of the measured physical quantity by
a specific sensor, taking values by some distribution
that governs that physical quantity, N(X) the in-
duced noise and X ′ a random variable corresponding
to the sensed quantity. Then, the following relation-
ships hold:

X ′ = X + N(X) (1)

E(X ′) = X + E(N(X)) (2)

V ar(X ′) = V ar(N(X)) (3)

Thus, given the real value, the distribution of the
sensor reading is shifted by the amount of noise for
that particular value of X, N(X). We model noise
as a the conditional probability p(X ′|X), where X is
the real value and X ′ is the sensed value. We expect
that this conditional distribution will be provided by
the sensor manufacturer as part of device’s specifi-
cations. For example, a motion sensor manufacturer
can experiment on the number of times the sensor re-
ports correctly or incorrectly movement in its range,
being therefore able to synthesize, after a statistically
sufficient number of the experiments, the conditional
probability table discussed above.

For the current implementation of pcet, we as-
sume this conditional distribution to be fixed. How-
ever, we are aware that in reality, the reliability of
the readings varies with respect to the environmen-
tal conditions under which the sensor operates. We
expect that in the future, as more sophisticated ap-
plications come into the foreground that require reli-
ability of the sensor readings, this issue of reliability
guarantees will have to be addressed. The Database
group of the University of California at Berkeley has
already started the development of an abstraction
layer, that is tuned to a specific sensor like a vir-
tual device driver, and filters its output, in order to
provide confidence levels of the sensed values to the

end user. Preliminary results of this effort seem quite
encouraging ([16]).

Modeling Correlations In practical situations, one
would expect that the data collected from a sensor
network deployment to be often correlated. Many rea-
sons can contribute to this phenomenon, among which
the locality of the sensors – sensors in close proxim-
ity to each other could capture the same event at a
specific point in time.

Previous work [8] has exploited the spatial cor-
relations between the sensors in a sensornet deploy-
ment, to answer approximate queries without having
to consult all the sensors. However, noisy or missed
sensor readings may mistakenly trigger events, and
the impact of such false positives / negatives could
be high, depending on the application. Therefore, an
application could react differently if it knew the con-
fidence of the occurrence of an event being reported
by a complex event triggering engine. In addition,
if the existing correlations between the sensors were
to be exploited, the confidence of an event could be
enhanced or lowered, based on the confidence values
of the other sensors in the deployment. In order to
achieve the these goals, we need a model to capture
the correlations between the sensors and output the
probability of certain events happening (probabilistic
queries or high level event definitions), while at the
same time interpreting the sensed values (X ′) accord-
ing to the noise model the sensors obey.

Bayesian (or Belief) Networks can be regarded
as a natural choice for this task, as they have been
widely used for modeling uncertainty in knowledge
representation. This approach uses probability the-
ory to reason with uncertainty, by explicitly repre-
senting the conditional dependencies (correlations)
between the different entities, while providing an in-
tuitive graphical representation of the mathematical
model.

By using the assumptions regarding the noise model
that we described in the previous paragraph, we pro-
pose a bn model that combines the conditional de-
pendencies of the real data values, along with the
noise patterns that are inflicted on the sensors’ out-
puts. The product of this combination is illustrated
in figure 3. This example represents a model of four
sensors in a particular deployment scenario. Nodes
X1 through X4 correspond to the real values of the
measured physical quantities and nodes X ′

1 through
X ′

4 to the sensed (noisy) readings. As we stated in
the previous paragraph, we assume that X ′

i are in-
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Fig. 3. An example bn for a particular deployment that
involves four sensors. Nodes X1 through X4 correspond
to the real values of the measured physical quantities and
nodes X ′

1 through X ′
4 to the sensed (noisy) readings.

dependent of all other nodes in the network, given
Xi.

The correlations between the variables (Xi) need
to be learned from observations of the real values of
the sensed quantities. Since the set of observations
usually available contains only the sensors readings
and not the actual values, we have to use learning
techniques, able to infer both the structure and the
parameters of the bn from those incomplete obser-
vations. Thus, nodes Xi are in essence hidden, while
X ′

i are observed. To address this problem, we experi-
mented with two approaches.

The first makes use of structure learning algo-
rithms for complete data, to learn the correlations
between the random variables that correspond to the
actual values (Xi’s), by using as input the noisy sen-
sor readings. Then, the structure of this partial in-
ferred network (dotted edges in figure 3) is enriched
by adding the nodes corresponding to the sensed read-
ings (X ′

i’s), with the edges that correlate each Xi with
its noisy counterpart (X ′

i). After that, the parameters
of the network are learned using the em algorithm.
The second approach uses sem, an algorithm capable
of inferring both the structure and the parameters of
a bn, using partial observations. For a brief overview
of the learning algorithms used, see section 4.

4 Bayesian Network Learning and
Inferencing

In this section we will attempt a brief overview of
Bayesian Network (bn) learning and inferencing algo-
rithms, with more emphasis to those that were used
in this project. Specifically, we will go through the

learning tasks that comprise the inference of a bn
from a training data set, namely structure and pa-
rameter learning (sections 4.1 and 4.2) and we will
describe the inference algorithm we chose to use (sec-
tion 4.3), explaining the reasons for this particular
choice.

4.1 Parameter Learning

The task of parameter learning involves the estima-
tion of the parameters of the graphical model (i.e.
the conditional distribution of a node with respect
to its parents), from a number of observations that
correspond to a subset of the model’s nodes. For the
purposes of this project we are experimenting with
models with discrete random variables.

Let G = (V,E) be a directed graph. We asso-
ciate a random vector of discrete valued variables X,
where its components are indexed by the nodes in the
graph. Thus, Xu denotes the random variable associ-
ated with node u ∈ V , and xu denotes a realization
of Xu. By taking advantage of the conditional inde-
pendence assumptions encoded in the graph’s struc-
ture, we can factorize the overall probability associ-
ated with G, as a product of local conditional prob-
abilities of the nodes of the G given their parents.
Thus, we can write:

p(xV |θ) =
∏
u∈V

p(xu|xπu , θu), (4)

where θu is the parameter vector associated with vari-
able Xu and πu is the set of parental nodes of Xu. By
using a tabular joint probability distribution repre-
sentation, we associate a separate parameter for each
possible joint configuration of a node and its parents.
Thus, we define θu(xφu

) to be the local conditional
probability table of node u, where φu denotes the
family of nodes associated with u. Therefore, equa-
tion (4) can be written as a product of potentials:

p(xV |θ) =
∏
u∈V

θu(xφu), (5)

In the case that learning is performed on a com-
plete set of independent and identically distributed
(iid) observations, that is sample values for all Xu, u ∈
V are present, the set of parameters θ̂ can be learned
by computing maximum likelihood estimates from
the training data. We can calculate then the com-
plete log likelihood of the data as:



log p(D|θ) = log

(∏
n

p(xV , n|θ)

)

=
∑

n

log

(∏
xV

p(xV |θ)δ(xV ,xVn )

)
=
∑
xV

m(xV ) log p(xV |θ)

= ... =

=
∑
u∈V

∑
xφu

m(xφu
) log θu(xφu

),

(6)

where δ(xV , xVn
) is the indicator function and m(xV ) =∑

n δ(xV , xVn) denotes the number of times xV was
encountered in the dataset D. For the complete deriva-
tion of the log likelihood the interested reader is re-
ferred to [17], as it is omitted to preserve space. Tak-
ing exponentials to both sides of equation (6), we ef-
fectively express the probability distribution for D in
the exponential family, with the counts m(xφu) be-
ing the sufficient statistics and log θu(xφu) the nat-
ural parameters. By maximizing (6) with respect to
θu(xφu

), we derive the maximum likelihood estimate:

θ̂u,ML(xφu
) =

m(xφu)
m(xπu

)
(7)

In the presence of hidden variables in the graph-
ical model (as it is the case with our approach – see
section 3.3) or when we have incomplete observations
(to account for the case of missing data values), we
cannot use the maximum likelihood estimate directly
to learn the conditional probability tables of the hid-
den variables. For that purpose we use the EM algo-
rithm [7].

The algorithm performs a gradient ascent on the
parameter space Θ, by alternating between the equa-
tions:

p(t+1) = arg max
p

L(p, θ(t)) (8)

θ(t+1) = arg max
θ

L(p(t+1), θ) (9)

a maximum number of times or until convergence.
Here, equation (8) corresponds to the Expectation
step of the algorithm, equation (9) to the Maximiza-
tion step, and L(.) the utility function defined as:

L(p, θ) =< lc(θ;x, z) >p −
∑

z

p(z|x) log p(z|x),

(10)

with < lc(θ;x, z) >p denoting the expectation of the
complete log likelihood with respect to the distribu-
tion p, and with z iterating over the hidden random
variables.

We should note that, as it has been pointed out at
section 3.3, we regard the conditional probability ta-
bles of the observed nodes given their corresponding
hidden parent, p(xO|x), as known quantities, which
remain unaltered between the EM iterations.

4.2 Structure Learning

Although it would seem that our overview of bn learn-
ing is presented in an unorthodox manner, as the or-
der between the two tasks of structure and parameter
learning is reversed in this section, it is often the case,
as we shall see in the description of the sem algorithm
(paragraph 4.2), that a parameter estimation step is
implied for the approximation of the optimal struc-
ture of the network, given the observed data. In the
literature we can find two families of structure learn-
ing algorithms for bn’s. The Constraint-Based family
directs an iterative procedure of edge removals from a
fully connected directed acyclic graph, whenever cer-
tain conditional independencies are measured in the
data. A representative of this family is the pc algo-
rithm [30]. According to the more popular Search-
and-Score approach, a search in the space of all pos-
sible directed acyclic graphs is taking place, with the
goal to find one that maximizes a criterion over the
training data.

For the purposes of our work, we experimented
with three algorithms of the latter family, which are
presented in the following paragraphs. As an evalua-
tion metric for the quality of the learned graphs, we
used the Bayesian Information Criterion (bic). Let
G be the structure of a bn and D a training dataset.
The bic score of G with respect to D is given by:

BIC(G, D) = log P (D|G, θ̂ML)− 1
2
Dim(G) log |D|,

(11)
where Dim(G) is the network’s dimension. For a de-
finition of Dim(G) see [21]. If we were to attempt a
quick interpretation of the bic score, we notice that it
is based on the likelihood of the derived bn given the
training data. The second term penalizes the score,
encouraging the selection of “simpler” graphical mod-
els, in an attempt to limit overfitting phenomena. In
that sense, it is equivalent to the Minimum Descrip-
tion Length (mdl) principle [22].



Exhaustive Search A relatively straightforward idea
to implement the Search-and-Score methodology in
the presence of complete observations is to perform
an exhaustive search in the space of directed acyclic
graphs (dag’s). This brute force approach, although
it guarantees that it will find the best dag to fit the
training data, has a prohibitive (super-exponential)
computational complexity for graphs with many nodes,
and therefore it is not practically viable for |V | > 5.
As Leray et al. suggest in [21], the number of dag’s
to be evaluated as a function of the number of nodes
is given by:

r(n) =
n∑

i=1

(−1)i+1

(
n

i

)
2i(n−i)r(n− i) = n2O(n)

(12)

K2 [3]. K2 implements a greedy search in the space
of dag’s. Initially, all the nodes are disconnected. The
search space is traversed by connecting each node u
to the parent node that its addition to the family
of u increases the score of the resulting structure.
When the addition of no single parent can increase
the score, the family for that node is fixed and the
additions stop.

The algorithm is based on the assumptions that it
is run on a complete dataset, the samples provided are
iid, the prior probability of all structures is the same
and that a specific node ordering has been provided
as an input to speed up its convergence. Since pcet
is agnostic of any heuristics or hints that might indi-
cate conditional independence assumptions between
the sensors which are modeled as random variables
in the bn, we have no reason to favor any particular
node ordering for K2’s initialization. Therefore, we
implemented a slight modification of the algorithm
that executes it for user provided number of times,
where at each execution we initialize it with a ran-
dom node ordering. Finally, we pick the dag with the
highest score.

In the original publication of K2 [3], Cooper and
Herskovits propose as an evaluation metric of a dag’s
quality its probability over the training data:

P (D|G) =
n∏

i=1

qi∏
j=1

(ri − 1)!
(m(x{ij}) + ri − 1)!

ri∏
k=1

m(x{ijk})!

(13)
where n = |V |, ri = |xi|, qi = |xπi

| - that is qi

corresponds to the number of unique instantiations
of the parent set of node i, and m(x{ijk}) the num-
ber of times the corresponding instantiation of node i

and its parent set occur in the data. Equation (13) is
called the Bayesian Measure of the network. In [15],
it has been proved that the Bayesian Measure is not
likelihood-equivalent. Therefore, as a scoring metric,
we use bic score, as it is the score with which we eval-
uate both the exhaustive and the sem algorithms.

Structural EM So far we have presented methods
that elicit the bn’s structure from complete training
data sets. When we attempt to do so from incomplete
observations, either because of missing data values
for some observations or because of the existence of
hidden random variables in the bn, the above ap-
proaches seize to apply. The main difficulties one has
to face come from the fact that in order to evaluate
a candidate bn, the necessary scoring metrics (usu-
ally variants of the log likelihood of the model, as the
bic criterion we use) do not decompose easily com-
pared to the completely observed case, and therefore
approximations of the parameters of the hidden vari-
ables have to be calculated, which imply the need
of performing inference on the candidate bn (as the
em algorithm requires for parameter estimation). Sec-
ondly, a local change in one part of the network may
affect the evaluation of a change in another part of
it. Thus, a naive approach should need to perform an
em-style parameter estimation for each neighbouring
network structure in the search space, leading to com-
putationally expensive algorithmic solutions.

Friedman, in [12, 13] suggests an algorithm, namely
Structural em (sem), that reduces this problem to
the complete observations case. Instead of approach-
ing the problem in the naive manner mentioned above,
sem moves the traversal of the search space of the
possible structures inside the E-step of the em pro-
cedure, where it operates on the expected complete
log likelihood setting. A pseudocode for the sem al-
gorithm follows:

Choose M0 and Θ0 randomly
Iterate until convergence

Find a model Mn+1 that maximizes Q(·|Mn, Θn)
Let Θn+1 = arg maxΘ Q(Mn+1, Θ|Mn, Θn)

where M is a model belonging to the class of models
in which we are searching for the optimal with respect
to the data and Θ is a parameter vector, such that
each legal choice of values defines a probability dis-
tribution P (·|M,Θ) over the set of random variables
modeled in the bn. Finally, Q stands for a network’s



score metric. For a more theoretical presentation of
the algorithm and proofs of convergence, see [12].

As expected, sem’s sensitivity to local maxima
and initial conditions is more pronounced as opposed
to the simple em version for parameter estimation. In
[13] several heuristics are discussed (various random
initializations, perturbations of the learned structure
at each step, associations of hidden nodes to all the
observed ones, etc.) to help the algorithm converge
to a more global solution. In our implementation, we
repeat the procedure a user-defined number of times,
picking different random network structure initializa-
tions each time. We have also slightly modified the al-
gorithm to learn bn’s that follow the model presented
in section 3.3. Therefore, we preserve the connections
between the observed and their corresponding hidden
variables, thus limiting the local search steps of the
algorithm only between the various interconnections
of the hidden nodes with each other.

4.3 Inference

The general problem that inference algorithms on
bn’s try to solve is the calculation of the conditional
probability of a node or a set of nodes, given the
observed values of another set of nodes. These al-
gorithms have been extensively reviewed in the lit-
erature. Roughly, they can be categorized into those
that focus on algebraic operations, such as Variable
Elimination and the relatively more sophisticated
Bucket Elimination [5], and those that focus on
the graphical properties of bn’s. A very efficient algo-
rithm of the second category is the Junction Tree
algorithm [20], highly valued in the Statistical Learn-
ing community, since it enables the calculation of the
requested conditional probabilities for all nodes si-
multaneously.

Despite its advantages in computational efficiency,
the Junction Tree algorithm cannot be considered
as a generally applicable solution to the inference
problem, as it is viable only for graphs with small
treewidth2. Moreover, it is not clear from the Junc-
tion Tree framework how to extend this technique
in order to support the efficient conditional probabil-
ity calculation of an arbitrary subset of nodes and not
just of single or pairs of adjacent nodes in the graph.

Since in pcet the generated bn’s structure can-
not be controlled and since the user can pose queries
(high-level events) that will eventually be mapped

2 The treewidth of a graph G is defined as the size of
the maximum clique in the optimal triangulation of G,
minus 1.

to arbitrary subsets of nodes, the advantages of the
Junction Tree can’t be exploited. Instead, we chose
the Bucket Elimination algorithm, which has higher
computational complexity with respect to the num-
ber of nodes, but it is general enough to suffice for
our needs. For more details on the specifics of this
algorithm, see [5].

5 Implementation

As described in section 3.1, pcet is composed of
two fundamental architectural elements: the Event
Processing Engine (epe), responsible for the genera-
tion of an query plan, based on the high level event
definitions and its execution, and the Probabilistic
Inferencing Engine (pie), which calculates the prob-
abilities of the events contained in a query occur-
ring, based on the graphical model it maintains and
the noisy sensor readings at that particular point
in time. pie has been implemented in Matlab. It
uses Kevin Murphy’s Bayes Net Toolbox (bnt)
[23], an open-source library that supports construc-
tion and inference over a large variety of static and
dynamic Bayesian Networks. We experimented with
the various structure, parameter learning and infer-
ence algorithms provided, and we extended the ones
that we ended up using, namely Exhaustive Search,
k2 and sem, in order to learn the type of the bn
described in section 3.3. epe has been implemented
in Java. It uses antlr (http://www.antlr.org/), a
language recognition tool for generating the parser
for pcet’s Simple Event Language (see section
3.2).

Since pie’s operation is based on bnt, we had to
resolve the problem of remote code execution in the
Matlab environment. Up to the latest version, Mat-
lab does not support a fully functional interface with
Java applications which are executing in Java Run-
time Environments other than the one Matlab pro-
vides. In order to bridge this connectivity “chasm”
with the rest of our system (namely with the epe
component), we resorted to the client-server commu-
nication model. We built a server program in Java,
able to accept certain classes of Matlab commands,
execute them in Matlab and return the result to
the caller via sockets. This server java process “lives”
inside the jre that Matlab hosts, and thus it can
interact with its environment through a primitive and
totally undocumented api. On the other side, a client
class was written to pose commands and intercept re-
sults, which are forwarded to the epe component.



Another difficulty we had to overcome was that
the marshalling between Matlab and Java complex
data types (e.g. arrays, tables, etc.) is virtually non
existent. That limited the flexibility of the pie com-
ponent to return only primitive data types. As a con-
sequence, a large part of the inference engine’s state
had to be cached inside the Matlab environment,
while being controlled by the part of pie residing in
the client side. This design decision resulted in an
inevitable increase of the communication overhead,
since a lot of small transfers have to take place be-
tween these two runtime environments. We are still
investigating alternative ways of using Matlab’s Java
api, but since there is no documentation provided, we
expect to progress at a relatively slow pace.

Overall, the system works as follows: Probabilistic
queries (that is high level event definitions) are bulk
loaded to generate an execution plan that translates
them to operations between base-level events, which
in turn correspond to instances of the schema asso-
ciated with the sensors (the measured quantities of
our world). These queries are registered to the pie
component, which is responsible of calculating their
probabilities whenever new sensor readings arrive to
the system. Since pcet is not fed by a continuous
queries processing engine, we use a data abstraction
layer, which pie polls periodically to receive “fresh”
data values. After the calculation of a query’s proba-
bility, the result is pushed to the epe component, to
decide, based on the event’s definition, if it has to be
triggered to the application layer or not.

The training of the graphical model is currently
performed off-line, with data generated by a simula-
tor we developed for evaluation purposes. A descrip-
tion of the simulation component we used is provided
in section 6.1. We expect that if we integrate at some
point our system with a Continuous Query Processor
(a quite natural extension to think about), we will
be able to maintain the graphical model periodically,
in a dynamic fashion, as data are fed into the event
processing engine.

As far as the support we currently provide for
the Simple Event Language is concerned, time
constraints did not allow us to implement the aggre-
gation operators and the time sequencing predicates,
which we hope to support in a future version of our
system.

6 Evaluation

In order to evaluate the robustness of our system with
respect to the noise induced at the sensor readings,

and to verify our assertions about the enhanced qual-
ity of the probabilistic inference we support by using
the proposed graphical model, we performed a series
of experiments, based on a particular application sce-
nario in the context of the Digital Home project.
In section 6.1 we describe the application scenario
and the data generator we developed that simulates
the sensor readings we would expect to accommodate
it. Section 6.2 describes our experimental set-up and
discusses the results of our evaluation.

6.1 Simulator

The data used to evaluate our system was produced
using a simulator written for this purpose. We made
this decision for a number of reasons:

– Real sensor data is generally difficult to obtain;
– A real data set contains only observed values, not

actual values;
– A simulator allows us to examine scenarios that

are as simple or as complicated as we want;
– In a simulator we can tweak various environmen-

tal parameters such as the amount of noise.

The simulator tries to reproduce with some de-
gree of accuracy the interactions between people and
the sensors found in a digital home. Source of our in-
spiration was the Digital Home project, currently
under development at the Intel Research laboratory
at Berkeley. Its main goal is to produce a useful, ex-
tensible software platform (“Home OS”) for the effi-
cient management of data streams coming from var-
ious sensing devices in the home environment; such
a platform can, in turn, enable intelligent learning
applications, e.g., for automated actuator control.

The input to the simulator is a scenario consisting
of the layout of a house, a number of sensors, a num-
ber of people, and behavioral models for those people.
The output is a set of sensor readings taken at regular
intervals as the simulation is carried out and the vir-
tual people move about. These sensor readings, which
are 100% accurate with respect to the simulated en-
vironment, are then passed through a noise inducer
that adds a variable amount of noise to the data. The
noise inducer is modeled as a standard noisy channel
in which the probability of interference is set accord-
ing to a parameter defined by the scenario.

In order to understand how readings are gener-
ated, we must first introduce the basic framework
upon which scenarios are constructed. Its components
are described below.



Tiles Tiles are square regions of space that make
up the simulated world. They are 2-dimensional only
and have size but no position (or placement). Tiles
are connected to each other forming undirected con-
nected graphs. In order to model tiles that are mounted
diagonally with respect to each other, each edge in the
graph stores a factor (typically either 1 or

√
2). The

distance between the centers of two adjacent tiles is
proportional to the sum of their sizes and the edge
factor. Tiles are usually used to model rooms by plac-
ing several in a grid where each inner tile connects to
its 8 neighbors. Tiles are also used to model doorways
and the space in front/behind the house. Certain tiles
can also contain objects (TV, stove, etc.).

Sensors There are currently three types of sensors:
motion, presence, and identification. A more compli-
cated simulator would contain other types of sensors,
such as audio, video, and thermal. Motion and pres-
ence sensors have a binary output (0 or 1), while ID
sensors output the identifier of the person they de-
tect (by RFID, visual, audio, or other means) or 0
if nobody is detected. Each sensor is hooked up to
one or more tiles, which is a simple way of modeling
the detection range of that sensor. A motion sensor is
triggered when someone moves across one of the tiles
it monitors at least once during a sampling interval.
Similar rules apply to presence and ID sensors, with
the exception that an ID sensor has to randomly pick
a person if more than one are detected in a sampling
period.

People People are modeled as point-like entities in
our 2D world. Each person has its own average speed
but it can move a bit slower or faster (at random).
There are currently only two actions a person can
perform: walk to a given location or stand still. When
walking to a destination tile, people always use the
shortest path according to the tile graph. Every time
they walk across a tile, they will trigger any sensors
attached to it. In contrast, when standing still only
presence and ID sensors are triggered.

Tasks Tasks encapsulate the behavioral model of a
person. They are roughly equivalent to procedures in
a program and can be arranged in a tree, with the
main task at the root. Tasks correspond to the mo-
tivations of individuals, and they prompt people to
perform specific actions. Whenever a person finishes
an action, the root task is consulted to get the next
action to perform (during this process a subtask may
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Fig. 4. The sensor deployment of the “Simple Scenario”.
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Fig. 5. The sensor deployment of the “Four Corners Sce-
nario”.

be consulted). The only task implemented in our sim-
ulator is the random action task. As the name implies,
it causes the individual to either stand still or walk
to a random location of interest. Locations of interest
are defined by the scenario (the center of each room,
for instance) and the random choice is done using
a weighted lottery algorithm. In a more complicated
simulator, people would have state (such as hunger,
boredom, energy) and there would be subtasks aimed
at “optimizing” their state (e.g. by making them go
to the kitchen to eat when hungry).

We have implemented two scenarios to generate
data for our system. The first that we call “Simple
Scenario” contains a one-room house, a person, and
four sensors of different kinds rigged to detect com-
ings and goings, namely two motion sensors, one in-
side and the other outside the room, a pressure sen-
sor at the doorstep inside the room and an RFID tag
reader inside the room also (see figure 4). The second
one, named “Four Corners”, contains a room with no
doors, 4 motion sensors mounted in the corners, and
a lone occupant (see figure 5). In both scenarios it
is possible to adjust the amount of expected correla-
tion among the sensor readings via a tunable parame-
ter. In “Simple Scenario”, the parameter controls the
anxiety of the simulated people; turning it up makes
them pause less often and causes them to pace back
and forth between outside and inside. In “Four Cor-
ners”, the parameter controls the range of the motion
detectors, which can be increased from one tile until



each sensor covers the entire room (complete correla-
tion).

6.2 Experimental Results

Model Evaluation In order to evaluate the differ-
ent structures we obtained from the various structure
learning algorithms we experimented with (Exhaus-
tive Search, k2 and sem), we run a series of experi-
ments, with generated training data from the simula-
tor of the “Simple Scenario” described in the previous
section (4 discrete-valued sensors which are modeled
by an 8-node bn– see section 3.3 for the specifics of
the model used), varying the noise level and the train-
ing set size. To evaluate the inferred networks from
the training data, we used the bic score, described in
section 4.2.

Due to time constraints, we were unable to pro-
duce an indicative set of results, as the amount of
training time for k2 and sem, especially with reason-
able training set sizes of more than 100 samples, was
prohibitive. As we mentioned in section 4.2, both k2
and sem require random initializations in order to
learn a good structure. k2 depends on the elimina-
tion ordering specified. To break this dependence, for
each experiment we were learning 10 different bn’s,
each time by invoking k2 with a random elimination
ordering and keeping the one with the highest bic
score.

This problem was exaggerated with sem, since it
is particularly sensitive to initial conditions also. As
its creator suggests [12], the combined space of pa-
rameters and structure on which we perform the em
algorithm is filled with local maxima, thus finding
the global maximum requires a lot of invocations of
sem with different random initial bn structures. Fur-
thermore, in [12, 13] it is also suggested that in order
to hinder sem from returning as an optimal struc-
ture a network with the hidden nodes disconnected
from all the rest, one has to initialize the bn by con-
necting each hidden node with all the observed ones,
so as to increase the coupling between these nodes
and the rest of the network, effectively forming a bi-
partite graph. While we followed the first suggestion
(multiple invocations of the algorithm with random
initializations), the special form of our model (each
hidden node connected only to its corresponding ob-
served node) did not permit us experimenting with
the effects of the second one. Thus, we realized that
when the sample size used was fairly small (under
30 instances), sem would favor bn’s with the hidden
nodes disconnected from its other. The situation was
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Fig. 6. The “All Independent” model, which follows
the simplifying assumption that the sensor readings are
independent of each other.

ameliorated when we increased the sample size, with
the trade-off of a multiplicative increase in training
time.

Overall, for one particularly meaningful experi-
ment with 500 samples and for two different noise
levels, we found both k2 and Exhaustive Search to
produce very similar results, a phenomenon which
was attributed to the fact that for such a simple net-
work (only 4 sensors), both algorithms converged to
the same structure, with sem slightly outperforming
the former two. This result was to be expected, since
the technique we used to employ k2 and Exhaustive
Search in an incomplete data training setting (see sec-
tion 4.2 for further details) was only an approxima-
tion, compared to sem, which despite its long train-
ing time and variability, can effectively learn a better
structure from incomplete observations.

System Evaluation pcet was evaluated in terms
of the “Simple Scenario” (section 6.1). We defined
some high-level events comprised by logical opera-
tions on the readings of the four sensors of the sim-
ulated scenario, which we fed into the system. Each
event was accompanied by a probabilistic threshold,
according to which a notification should be triggered
if the probability of that event happening, given the
current sensor readings, exceeded that threshold.

Due to time constraints, we used only k2 to infer
the structure of the bn model, which we compared
to the “All Independent” model, representing the
simplistic approach followed to date in the relative
literature (see figure 6). sem was excluded from these
experiments due to its large training time, and so
was Exhaustive Search, not only because it produced
similar graph structures with k2, but also because
of its exponential computational complexity, which
makes it impractical for larger networks. To evaluate
the robustness of our model towards noise, we varied
the noise level induced to the sensors, from 0.1 up to
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an extend that it would still be meaningful to rely on
the sensors’ readings (0.5)3. The training set size for
all the experiments was fixed at 100 samples.

The evaluation metrics used were Precision, Re-
call and Accuracy, well respected inside the Informa-
tion Retrieval community. Precision

(
Pr = TP

TP+FP

)
serves as a degree of “soundness” of the system, cor-
responding to the conditional probability of the oc-
currence of an event, given that it has been trig-
gered by pcet. Recall

(
Re = TP

TP+FN

)
, a degree of

“completeness”, corresponds to the conditional of an
event being triggered by pcet given that it actu-
ally occurred, reflecting the fraction of the actual
events pcet managed to identify. Finally, Accuracy(
Acc = TP+TN

TP+TN+FP+FN

)
tries to combine the above

measures, giving a unified view of the performance of
the system.

In figures 7 through 9 we present the experimen-
tal results, for the five different noise levels used.
As noise levels increase, performance deteriorates for
both models, with the model inferred by k2 always
outperforming the independent one. While Precision
seems to degrade at an equivalent rate for both, Re-
call of the independent model is severely affected by
the presence of noise. This is not the case for the k2
model, since the correlations of the various sensors en-
coded by the graphical model’s structure help pcet
recognize more actually occurring events, despite the
fair amount of noise that distorts the sensors’ read-

3 In the noise scale we used, 1.0 corresponds to the point
where half of the times the sensor returns the actual
value of the sensed quality, while the rest of the read-
ings are distorted with noise.
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Fig. 9. The Accuracy of the Independent vs. the Inferred
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ings. Thus, through the bn we minimize the number
of False Negative results we obtain, which are directly
associated with the Recall measure, a phenomenon
which is intuitively reasonable. On the other hand,
by increasing the noise levels, we make both mod-
els vulnerable to False Positive identifications of non
occurring events, which explains why the Precision
measure deteriorates more rapidly.

These encouraging results confirm our assertions
about the beneficial effect of modeling the correla-
tions of readings observed in a sensornet deployment,
stimulating various interesting research directions. As
it was mentioned often within this section, time was
our biggest enemy. Nevertheless, we plan to continue
evaluating our infrastructure, by testing it on larger
scale scenarios, by evaluating the performance of sem
and by investigating the effect of varying the correla-
tions between the different sensors. Some first steps



towards the later goal have already been achieved (see
section 6.1), but considerable amount of work needs
to still be done in order to support this extension.

7 Conclusions - Future Work

In this paper we presented pcet, an infrastructure
that attempts to resolve the problem of robust event
detection and triggering in the presence of noisy in-
puts, while at the same time offering an expressive
language through which probabilistic event hierar-
chies can be easily specified. The end result of this
effort is a prototype of an event processing system,
able of performing probabilistic inference on complex
events provided as input.

We evaluated pcet in the context of the Digital
Home project, currently under development at the
Intel Research laboratory at Berkeley, arguing that
it can serve as a “central nervous system”, a core
processing unit, through which the event flow of all
the sensing devices in the home will be processed and
the necessary stimuli will be dispatched to the cor-
responding applications. The results from the sim-
ple people tracking application scenario we experi-
mented with confirm that a probabilistic framework
can greatly enhance the robustness of an event process-
ing system towards noisy data input, and that the
latter goal can be achieved without sacrificing the ex-
pressiveness which the hierarchical structure of event
definition and processing gives to the application de-
veloper.

This paper represents our initial work in the field
of probabilistic event processing, and as such it intro-
duces a number of interesting, worth exploring future
directions. These can be categorized in the terms of
further enhancing the functionality, the efficiency and
the expressiveness of our system:

Functionality – Due to time constraints, we lim-
ited the probabilistic modeling and inferenc-
ing of the correlations among the sensors to
exploring the discrete data case only. An in-
teresting direction would be to extend our
modeling framework in order to support con-
tinuous data as well. This raises the chal-
lenges of incorporating both discrete and con-
tinuous data in the same bn and of choosing
(or inferring) the appropriate continuous dis-
tribution that fits the data.

– A shortcoming of our implementation is the
simulation of a data layer that feeds the sys-
tem with the raw event streams, as they are

generated from the sensors. An interesting ex-
tension would be the integration of pcet’s
engine with an existing continuous query proces-
sor [2].

Efficiency – One part of our system that deems
for further work is the statistical learning com-
ponent. The Bucket Elimination inference
algorithm we use, although general enough,
exhibits prohibitive computational overhead
to be of practical use. Furthermore, of par-
ticular interest is the problem of efficient bn
structure inference from incomplete data. The
sem algorithm, although being computation-
ally expensive, represents a pioneering approach
in this intriguing line of research, upon which
fresher ideas are currently built [9]. A closer
investigation of those approaches could be ben-
eficial for both the quality of the inferred mod-
els and their generation time.

– Clearly, the redirection of all the queries re-
ferring to the probability of a complex event
down to the probabilistic model for the base
events is expected to become a serious bot-
tleneck of our system. A possible scheme we
could use to address this problem is the con-
struction of a probabilistic model for the events
of each layer in the hierarchy. This approach
is inspired from the view materialization lit-
erature, and thus it shares the same trade-offs
(efficiency vs view updating).

– Another consideration involves multi-query op-
timization issues. Since at each level a number
of queries are generated for the calculation of
the joint probability of a subsets of random
variables, such calculations might be shared
among probabilistic queries.

Expressiveness – Our current implementation sup-
ports only a subset of the expressiveness of
the language described in section 3.2, namely
basic logical operators and their counterparts
that support probabilistic calculus over them.
The implementation of the aggregation oper-
ator could enhance the expressiveness of the
high level event definitions, as it would give
our system the total of the expressive power
and flexibility that other event processors known
to date [32, 6] share. Furthermore, a very use-
ful extension would be the implementation of
the time sequencing operator, which will en-
able the end-users to pose queries that asso-
ciate a temporal ordering on the events to be
monitored.



– Taking this idea a step further, once could
argue that the incorporation of time into the
definition of an event seems a rather com-
plicated issue, since it will involve the learn-
ing of associations not only among different
events but between the occurrence of specific
event patterns in time. For instance, although
it seems perfectly natural to correlate tem-
perature readings with respect to the time of
day they occur and upon those to form events
with temporal constraints, the probabilistic
models that will have to be maintained, if im-
plemented naively, will grow exponentially in
number. The relative literature has to show
a number of interesting approaches on Dy-
namic Bayesian Networks, some of which are
located in the relational context (see [28]),
that deserves a more thorough investigation,
as to how they can help extend the graphical
model we are currently using.
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