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Abstract

In this survey article we describe the roots of IP Multi-
cast in the Internet, the evolution of the Internet Multi-
cast Backbone or “MBone,” and the technologies that
have risen around the MBone to support large-scale
Internet-based multimedia conferencing. We develop
the technical rationale for the design decisions that un-
derly the MBone tools, describe the evolution of this
work from early prototypes into Internet standards, and
outline the open challenges that remain and must be
overcome to realize a ubiquitous multicast infrastruc-
ture.

We1 and others in the MBone research community
have implemented our protocols and methods in “real”
applications and have deployed a fully operational sys-
tem on a very large scale over the MBone. This infras-
tructure — including our audio, video, shared white-
board tools and protocols — is now in daily use by the
large and growing MBone user and research communi-
ties and the success and utility of this approach has re-
sulted in commercialization of many of the underlying
technologies.

1 Introduction

The Internet Multicast Service [27, 29], a fledging but
promising new network technology, extends the tradi-
tional, best-effortunicastdelivery model of the Internet
Protocol (IP) with efficient multi-point packet transmis-
sion. With Internet multicast, a single packet is sent
to an arbitrary number of receivers by replicating the
packet within the network at fan-out points along a dis-
tribution tree rooted at the packet’s source. This ex-
tension to IP, often calledIP Multicast, is now widely
supported in commercial routers and is undergoing in-
cremental deployment in the Internet. Because Internet

1Our work on the MBone tools was carried out in collaboration
with Van Jacobson at the Lawrence Berkeley National Laboratory un-
der the support of the Director, Office of Energy Research, Scientific
Computing Staff, of the U.S. Department of Energy under Contract
No. DE-AC03-76SF00098 and of the National Science Foundation
under grant MIP-93-21302.

multicast requires new routing protocols and forwarding
algorithms but not all routers can be upgraded simulta-
neously, requisite infrastructure has been incrementally
put in place as a virtual multicast network embedded
within the traditional unicast-only Internet called the In-
ternet Multicast Backbone, orMBone.

In addition to offering an efficient multipoint deliv-
ery mechanism, IP Multicast has a number of other at-
tractive properties that make it especially well suited for
large-scale applications of multimedia communication.
First, IP Multicast is both efficient (in terms of network
utilization) and scalable (in terms of control overhead).
There are no centralized points of failure and protocol
control messages are distributed across receivers. Group
maintenance messages flow from the leaves toward the
source and are coalesced within the network to facilitate
scaling to arbitrarily large groups. Second, IP Multicast
offers a rich range of scope-control mechanisms. Appli-
cations can limit the “distance” with which a multicast
packet travels and the network can be configured with
hierarchical “administrative scope” boundaries to local-
ize the reach of a multicast transmission in accordance
with administrative policies. Finally, IP Multicast pro-
vides a flexible, dynamic, and “anonymous” model for
group membership. Senders need not explicitly know
about every receiver and receivers need not know an
individual sender’s identity to receive its traffic. In-
stead, sources simply send packets destined to a mul-
ticastgroupand receivers “tune in” to the transmission
by subscribing to that group.

These three properties — scalable protocol perfor-
mance, user-defined scope-controls, and flexible group
membership — combine to make IP Multicast an excel-
lent building block for robust and scalable application-
level protocols. Consequently, IP Multicast and its scal-
ability have been heavily exploited in the design of a
number of end-to-end protocols and multicast applica-
tions such as real-time media transport of audio and
video with accompanying control information (e.g.,vat
[57], rat [48], vic [69], nv [40] and ivs [101]); reli-
able multicast transport of persistent data that underlies
shared tools like whiteboards and text editors (e.g.,wb
[68] andnte [46]) and session directories to create and
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announce the existence of multicast sessions (e.g.,sdr
[44]). Over the past few years, these applications — col-
lectively referred to as the “MBone tools” — and their
protocols were developed by the MBone research com-
munity and fielded at large scale over the MBone itself.

The resulting network architecture, where “thin”
application-level protocols are built on top of IP Multi-
cast and its powerful “group concept”, has been dubbed
the “Light-weight Sessions” (LWS) architecture to em-
phasize its light-weight, loosely-coupled, and decentral-
ized communication model [55]. In LWS, the collec-
tion of multicast senders and receivers, communicating
within one or more interdependent multicast groups, and
their respective protocols and protocol instances are col-
lectively called asession.

An important design goal that has consistently un-
derscored the development of the LWS architecture is
an explicit attempt to accommodate the highly hetero-
geneous and loosely-controlled nature of the Internet.
The Internet is large, complex, and composed of het-
erogeneous components with diverse failure modes and
mixed levels of reliability. To account for this, LWS
protocols are deliberately designed to be robust and for-
giving. For example, if a network link outage causes a
temporary network partition, then the higher-level LWS
protocols do not “reset” or terminate the session. In-
stead, the session continues its existence as a set of par-
titioned sub-sessions. Later, when the network re-forms,
the session gracefully recovers and integrates indepen-
dently generated activity and state across the healed par-
tition. LWS achieves this “robustness” to network fail-
ures by exploiting receiver-driven, “soft-state” protocols
that treat recovery from such failures as part of normal
protocol function.

The robustness and scalability of the LWS architec-
ture are embodied in several design principles that are
exploited consistently across the protocols and applica-
tions in this framework:

� Shared Multicast Control. The LWS framework
exploits the multicast service extensively to share
information across the session. By multicasting
control information in addition to data, hosts can
intelligently share information to improve the scal-
ability and robustness of their underlying proto-
cols. Though the use of unicast in place of mul-
ticast often appears as an attractive means to save
bandwidth by reducing traffic overhead, the overall
advantages of employing multicast often amortize
the overhead because distributed knowledge gained
through the multicast primitive can be exploited to
scale higher-level protocols gracefully.

� Adaptation. A key tenet in LWS is to adapt the
application to the network rather than the network

to the application. LWS applications are typically
delay-adaptive, load-adaptive, loss-adaptive, or a
combination thereof. They make no a priori as-
sumption about the underlying network’s quality
of service and instead adapt to the available net-
work resources through dynamic measurements.
Provisioning real-time network service can then
be viewed as an incremental optimization that is
deployed in the network only when and where
needed.

� Soft State. Many LWS applications, appli-
cation protocols, and network protocols exploit
“soft state” [18] based on the “announce/listen”
metaphor [93]. In this model, each session member
periodically announces its presence and/or a “state
binding” by multicasting a message to the group.
In turn, receivers tune into the group, listen to the
announcements, and assemble the announced state.
Each piece of state eventually times out unless re-
freshed by a subsequent announcement. With soft
state, error recovery is “designed into” the pro-
tocol and need not be treated as a special case.
This leads to highly robust distributed systems that
gracefully accommodate network partitions, partial
system failures, misbehaving implementations, and
so forth.

� Receiver-driven Design. If a multicast protocol
makes decisions or carries out actions at the source
on behalf of its receivers, then the scalability of
that protocol is immediately constrained because
the source must explicitly interact with an arbitrary
number of receivers. Instead, in a receiver-driven
design, heterogeneity and scalability are simulta-
neously tackled by distributing application or pro-
tocol decisions across the receivers. To maximize
scalability, the sender’s protocol should be as “re-
ceiver ignorant” as possible.

In this paper, we attempt to articulate these principles
in detail and develop the rationale for why IP Multicast
and LWS are powerful building blocks for large-scale
multimedia communication. We first provide a brief
overview and history of the deployment of IP Multi-
cast in the Internet and the development of a number
of applications that exploit multicast. Once this histori-
cal context is set, we survey the current state of the art
and ongoing work in Internet multicast. In particular,
we describe:

� the details of the LWS architecture and the de-
velopment of the Real-time Transport Protocol
(RTP) within LWS from prototype protocols in the
MBone tools;
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� the advent of announce/listen protocols for the cre-
ation and advertisement of public multicast ses-
sions;

� the emergence of reliable-multicast applications
whose semantics are reflected directly into the de-
sign of their underlying network protocols;

� the development of a particular scalable reliable-
multicast framework that underlies the MBone
whiteboard toolwb;

� the design of a layered transmission system and
adaptation protocol for heterogeneous transmission
of video; and finally,

� the widely-used, albeit preliminary, security model
for LWS, based on end-to-end symmetric-key cryp-
tography.

1.1 MBone History

The design of the LWS architecture and MBone tools
was an evolutionary process that has deep roots in two
earlier and important developments. First, LWS builds
heavily upon the Internet architecture and the IP Mul-
ticast delivery model. Much of the IP Multicast de-
sign philosophy (e.g., its soft-state, receiver-driven ar-
chitecture and light-weight group membership model) is
echoed in the multicast applications and their protocols.
Second, extensive experience and experiments with uni-
cast packet audio in the late seventies and early eight-
ies offered an “existence proof” that packet audio was
both feasible and practical. This earlier work demon-
strated that packet-switched networks in tandem with
delay-adaptive applications could deliver a reasonable
quality voice service [21, 20, 94]. The MBone research
community built on this existent packet audio technol-
ogy by extending and enhancing it for large-scale multi-
cast transmission. To motivate these developments and
provide context for our later discussions, we now de-
scribe the history of the MBone and the evolution of the
MBone tools from prototype applications into Internet
standards.

Figure 1 depicts a timeline of the MBone, which
originated from a collaborative project that was con-
ceived to carry out joint network research among a num-
ber of institutions including the University of South-
ern California’s Information Sciences Institute (ISI),
the Massachusetts Institute of Technology, the Xerox
Palo Alto Research Center, the Lawrence Berkeley Na-
tional Laboratory, and a number of other sites. The
project was sponsored by the Defense Advanced Re-
search Projects Agency (DARPA) and a wide-area re-
search network called the “DARPA Research Testbed
Network” (DARTNet) was created to interconnect the

sites and serve as the principal research testbed. By
1990, the infrastructure, composed of Unix workstations
serving as programmable routers and interconnected via
T1 links, was in place.

Early in the project, the research community de-
ployed a preliminary version of IP Multicast over
DARTNet, which provided the first opportunity to study
and experiment with wide-area network-layer multicast
on a non-trivial scale. In support of one of its key re-
search charters, the DARTNet community developed a
number of real-time, interactive multimedia applications
that exploited IP Multicast to study the problem of mul-
tiparty remote-conferencing over packet-switched net-
works. Building on their pioneering packet audio work
from the seventies [21] and on earlier work at Bolt, Be-
ranek, and Newman Inc., researchers at ISI crafted an
audio conferencing application called the Voice Termi-
nal, or vt. In February of 1991, the first packet audio
conference was held over DARTNet using the Network
Voice Protocol (NVP) [20] implemented withinvt. By
June, weekly research meetings among the DARTNet
participants were held using NVP audio and the DART-
Net multicast infrastructure.

Becausevt was a pioneering research prototype that
focused principally on network research issues, little
effort went into developing its user interface. Conse-
quently,vt’s text-based interface was cumbersome and
provided limited user control and feedback. To improve
uponvt, we elaborated ISI’s work with new algorithms
for counteracting network packet jitter through receiver
buffering and “playback point” estimation [55] and en-
hanced the tool with a graphical user interface. Our new
application became the LBL Visual Audio Tool,vat,
and the DARTNet community gradually began using our
new tool upon its release in the fall of 19912.

The success and utility of the weekly DARTNet
meetings generated interest in extending the multicast
infrastructure beyond the reaches of the testbed and into
other segments of the Internet. However, at that time,
production Internet routers could not carry multicast
traffic. In anticipation of this problem, the IP Multicast
designers enabled multicast routers not only to commu-
nicate with other routers over physical links, but also
to forward packets and exchange routing messages over
virtual links using IP-in-IP encapsulation3. In effect, a
multicast router at the edge of a multicast-capable sub-
networktunnelsthrough the non-multicast capable por-
tion of the Internet to another router on an otherwise
disjoint multicast-capable subnetwork.

2To ease the transition,vat supported NVP for backward compati-
bility and for some time, conferences were held using a mixture ofvt
andvat.

3IP source-routing was used originally as the mechanism for tun-
neling through non-multicast capable networks.
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Figure 1:MBone Timeline.

The ability to bridge together multicast subnets us-
ing tunnels prompted an ambitious experiment in March
of 1992. Thirty-two isolated multicast sites spread over
four countries were configured into a large virtual mul-
ticast network, which in turn was used toaudiocastthe
23rd Internet Engineering Task Force (IETF) meeting.
The virtual network backbone used to glue together the
multicast-capable subnetworks was dubbed the “Multi-
cast Backbone”, or MBone [13]. For the first time, IETF
participants were able to attend working group meetings
and participate in the conference from a distance. De-
spite a few technical difficulties, the experiment proved
enormously successful.

This success prompted continued work on remote
collaboration tools likevat and many new pieces came
together in 1992. INRIA released their video conferenc-
ing tool,ivs, an integrated audio/video conferencing sys-
tem that relies exclusively on H.261 [1] for video com-
pression. In the fall of 1992, Schulzrinne released an
MBone audio tool similar tovatcallednevot[95]. This
tool was the principal development vehicle for the earli-
est versions of the Real-time Transport Protocol (RTP)
[97], now the IETF standard for Internet packet audio.
RTP and thevat audio protocol were eventually com-
bined, culminating in a revamped version of the RTP
specification in 1995.

In the spring of 1992, we begun work on a shared
whiteboard application,wb, that augments audio and
video channels with a medium for shared graphical an-
notation and presentation of on-line documents. Un-
like audio and video streams, which can continue in
the presence of packet loss through momentary degra-
dation in quality,wb requires reliable transport since
drawing state is persistent and a lost drawing update
should eventually be retransmitted and delivered to all
of the affected participants. But the design of a proto-
col that meets this requirement is a fundamentally diffi-
cult problem because the loss recovery algorithms must
scale to very large numbers of receivers in an environ-
ment like the Internet where network partitions are com-
mon and packet loss rates are highly variable. Inwb, we
prototyped a new approach to reliable multicast based
on transport semantics that are much more relaxed than

those of traditional reliable multicast protocols. Our ap-
proach calledScalable Reliable Multicast (SRM)is de-
tailed inx5.

In December 1992, Frederick released the Xerox
PARC “Network Video” tool,nv, a “video only” ap-
plication that utilizes a custom coding scheme tailored
specifically for the Internet and targeted for efficient
software implementation [40].Nv quickly became the
de facto standard for MBone video. About the same
time, Jacobson created the Session Directory tool,sd
[53]. A user creates and advertises a conference or “ses-
sion” with sd. In turn, each participant usessd to au-
tomatically launch all the media tools pertaining to that
session, freeing the user from burdensome configuration
of multicast addresses, ports, and scopes. This work was
refined by Handley and Jacobson into the Session De-
scription Protocol (SDP) [47] and Handley developed a
much improved SDP-based session directory tool called
sdr [44] first released in late 1995.

In winter 1993, we started work on the UCB/LBL
video conferencing application,vic, which we con-
ceived to simultaneously demonstrate the Tenet real-
time networking protocols [36] and support the evolving
LWS architecture. Work onvic has since driven the evo-
lution of RTP. As RTP evolved, we tracked and imple-
mented protocol changes, and fed back implementation
experience to the design process. Moreover, our expe-
rience implementing the RTP payload specification for
H.261 led to an improved scheme based on macroblock-
level fragmentation, which resulted in a revised protocol
[104]. Finally, the RTP payload specification for JPEG
[11] evolved from avic implementation.

More recent additions to the MBone application suite
include the Network Text Editor,nte [46], and the Ro-
bust Audio Tool,rat [48], both developed by researchers
at the University College London. Likewb, nterequires
reliable delivery and adopts the LWS design philosophy,
but it uses alternative protocol machinery for scalable
loss recovery.Rat is an audio conferencing application
that uses a novel forward error correction scheme where
redundant information is coded at lower quality. Hence,
modest packet loss rates cause minor quality degrada-
tion rather than more noticeable audio break ups.
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Figure 2:The MBone Tools.

Throughout the course of these developments, the
MBone has steadily grown — from 24 subnets in the
initial IETF audiocast to about 3000 subnets in mid-
1996. And the content has evolved dramatically as well.
No longer used exclusively for esoteric IETF meetings,
the MBone has been a conduit for rock concerts, art
exhibits, Presidential addresses, mainstream technical
conferences, university seminars and remote teaching,
dissertation defenses, NASA space shuttle broadcasts,
live surgical demonstrations for medical meetings, and
so forth. In just a few years the MBone has risen from
a small, research curiosity to a large scale and widely
used communications infrastructure.

Figure 2 shows a screen dump of a typical active day
of MBone sessions from spring of 1995. The windows
that contain lists of user names are each an instance of
vat, while the lower right corner contains a number of
vic application windows. Threevic viewing windows
showing active video streams are opened on three dif-
ferent sessions andwb appears in the upper right cor-
ner. There are three active sessions: live coverage of
NASA’s space shuttle mission, a research meeting origi-
nating from Xerox PARC, and a seminar broadcast from
U.C. Berkeley4. Close inspection of the video window
labeled “Xerox PARC” shows a copy ofwb running on
a large in-room display device (a Xerox “LiveBoard”).

4“Motion in Video Compression: What’s it good for?”, Michael
Orchard, University
of Illinois. See http://bmrc.berkeley.edu/courseware/cs298/spring95/
for more details.

Annotations to the LiveBoard appear on our local copy
of wb as well as on everyone else’swb. Similarly, an-
notations made by any participant in the network appear
everywhere, including the in-room LiveBoard.

2 IP Multicast

Having described the historical development of the
MBone tools, we now detail the key elements of the
Internet architecture and IP Multicast that make them
especially suited to robust and scalable multipoint mul-
timedia communication.

2.1 Best effort vs. Real-time

The traditional Internet service model isbest-effort. The
network does not guarantee that packets reach their des-
tination (i.e., they can be dropped because of errors
or buffer overflow) nor does it guarantee that packets
are delivered in the order they were produced. Rather,
routers simply attempt, without guarantee, to deliver
packets toward their destination. Because these delivery
semantics place few constraints on the design of the net-
work layer, extremely robust systems can be built on this
model. For example, if a link fails, the routing protocol
inevitably takes time to compute new routes around the
failure. During this time, packets may be reordered, lost
in routing loops, or even duplicated. Because the service
model does not preclude this behavior, an application or

5



transport protocol built on top of IP must be made robust
to these events and, as a result, failures are gracefully
tolerated.

A common criticism of best-effort networks like the
Internet is that they cannot effectively support real-time
traffic, and instead, the prevailing wisdom holds that
new mechanisms for controlling “quality of service” are
required (e.g., RSVP [113], ST-II [14], or Tenet [10]).
While this argument holds for for underprovisioned net-
works, we initially conjectured5 and found that effec-
tive real-time communication could be carried out over
uncontrolled, best-effort networks through application
adaptation, i.e., by adapting the application to the net-
work rather than outright replacing the network with one
that supports end-to-end quality of service guarantees.
In this framework, the application adapts to observed
variations in packet delays and mechanisms for assur-
ing that the network has adequate capacity (e.g., through
capacity planning or cost incentives) are factored out as
orthogonal design elements.

We do not claim that real-time services should never
by added to the network, but rather that the design of
multimedia-networking systems should be decomposed
as two orthogonal and complementary pieces: (1) adap-
tive, end-to-end media transport protocols and (2) mech-
anisms to enhance the performance of the underlying
network to effectively support our real-time media trans-
port when and where needed. Even with the luxury
of real-time services, applications still must adapt to a
degree (e.g., to effectively utilize a statistically guaran-
teed service class, to carry out clock-recovery, or to ac-
commodate non-real-time operating systems in the end
hosts) and they must be able to operate over a range of
end-to-end delays to account for the inherent variability
of propagation delay across the local and wide areas. By
separating the design of application adaptation from the
optimization of the underlying network service, work on
adaptive end-to-end applications can proceed indepen-
dently of work on real-time network services and great
progress can be made in understanding the problems in-
duced by multimedia networking before real-time net-
work services are standardized and deployed at large.
For the rest of this paper, we assume this separation and
focus exclusively on the former component.

5Although the prevalence today of Web-based streaming audio has
convincingly demonstrated the utility and viability of packet audio,
when we embarked upon this work, the Web did not exist, multimedia
hardware was relatively rare, and many network researchers believed
that experimentation with real-time multimedia applications was not
worth considering without companion support for real-time service
guarantees in the underlying network.

2.2 Unicast to Multicast

The original Internet architecture provided only point-
to-pointunicastdelivery, in which a source host trans-
mits datagrams to exactly one destination host. But a
large and growing collection of group-oriented applica-
tions requiremulticastdelivery, in which a source host
transmits packets simultaneously to an arbitrary number
of destination hosts or “receivers”. Although a multicast
forwarding service can be implemented on top of unicast
delivery by sending a copy of each datagram to every
receiver, this is extremely inefficient because multiple
copies of each packet will traverse the same underly-
ing links. Instead, a much more efficient technique is to
replicate packets only at fan-out points in the network so
that at most one copy of each packet appears on a given
link. Deering proposed this approach in theIP Multicast
service model, which extends the traditional IP unicast
delivery semantics for efficient multipoint transmission
[27, 29]. In IP Multicast, packets are forwarded along
a distribution tree, rooted at the source of the data and
extending to each receiver in the multicast group.

A key strength of IP Multicast is itshost group
concept, which provides a powerful “level of indirec-
tion” both to the network and to the end-system appli-
cations. In this group-oriented communication frame-
work, senders need not know explicitly about receivers
and receivers need not know about senders. Instead, a
sender simply transmits packets to an IPgroup address
and receivers inform the network (via the Internet Group
Management Protocol or IGMP [35]) of their interest in
receiving packets sent to that group. Moreover, the pro-
cess by which receivers join and leave multicast groups
is reasonably timely and efficient.

A number of multicast routing protocols compute
spanning trees from an anchor point in the network (ei-
ther the sending host or a “rendezvous point” or “core”)
to all of the receivers, e.g., Protocol Independent Multi-
cast (PIM) [28], Distance Vector Multicast Routing Pro-
tocol (DVMRP) [108], or Core Based Trees (CBT) [9].
Because the anchor point (i.e., source address) uniquely
identifies the spanning tree, multicast routers can deter-
mine the forwarding action for any given packet by con-
sulting that packet’s source address. That is, to forward
a packet, a multicast router might index a routing table
using the packet’s source address, which yields a rout-
ing entry containing a set of outgoing links. The router
then transmits a copy of the packet along each outgoing
link. To avoid sending traffic where there are no inter-
ested receivers, a multicast router omits links that have
no downstream receivers for a particular group (e.g., the
router might keep a list of “pruned” groups for each out-
bound link). In short, thesourceaddress determines the
routing decision and thedestinationaddress determines
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Figure 3: Dynamic Group Membership. IP Multicast
provides a communication model where sources and receivers
need not explicitly know about each other. Instead, hosts join
a multicast group and the network delivers packets sent to that
group to all interested receivers. The membership protocol
is dynamic and timely. For example, if receiversR1 andR2

leave the group while receiverR3 joins, the network will prune
back the distribution path fromR1 andR2 and expediently
graft on the flow toR3.

the prune decision. This contrasts with the unicast case
where routing is (generally) determined exclusively by
the destination address.

2.3 Group Maintenance

The performance of protocols built on top of IP mul-
ticast often depends on the multicast join/leave laten-
cies of the group maintenance protocol. Once a receiver
leaves a group, the network should suppress the flow
in a timely manner to avoid the forwarding unneces-
sary traffic, which in fact, might be contributing to con-
gestion. Fortunately, IGMP executes both “join” and
“leave” operations on reasonable time scales. In this
section, we describe how group membership informa-
tion is exploited to prune traffic flows where not required
according to the the “broadcast and prune” model used
by DVMRP; other multicast routing protocols exploit
different mechanisms to achieve the same ends.

When a receiver joins a new group, the host imme-
diately informs the last-hop router, which in turn, im-
mediately propagates agraft message up the multicast
distribution tree if the group had been earlier pruned. If
the group is new, the graft message is suppressed. When
a receiver leaves a group, the situation is more com-
plex because the last-hop router must determine when
all the hosts on a subnet have left that group. To do this,
when a host drops a group, it broadcasts a “leave group”
message on the subnet and the router reacts by momen-
tarily accelerating its normal membership query algo-
rithm, which expediently determines whether any hosts
subscribed to the group in question remain. When the
last-hop router learns that no members remain, it sends
a prunemessage up the distribution tree to suppress the
group.

Figure 3 illustrates how the group membership pro-

tocol evolves over time for a simple scenario using
a broadcast-and-prune multicast routing protocol like
DVMRP. A sourceS transmits packets to some group.
Initially, hostsR1 andR2 issue group membership re-
quests to the network using IGMP. Each last hop router
sees the IGMP message and propagates a graft message
up the distribution tree towardS. In the time it takes to
send the message up the tree, the paths are grafted on
and data begins to flow down the tree as illustrated in
the left half of the diagram.

At some later point in time,R1 andR2 leave the
group again using IGMP. After a timely exchange of
messages (usually no more than a few milliseconds),
each leaf router determines that there are no downstream
hosts subscribed to the group. In turn, they prune the
group by not forwarding packets sent to that particular
group on the pruned interface. Moreover, if a router
receives a multicast packet addressed to a group that
is pruned from all outgoing interfaces, it propagates a
prune message further up the distribution tree. In this
data-driven fashion, traffic is pruned back to the earliest
point in the spanning tree.

At the same time the flows toR1 andR2 are pruned
back, a third receiverR3 may decide to receive traffic
sent the group. Again, it uses IGMP to join the group
and the new path is grafted on, leading to the configura-
tion depicted in the right half of Figure 3.

This example illustrates a key mechanism that allows
IP Multicast sessions to scale to arbitrary size: changes
in membership are handledlocally so that the mainte-
nance of the distribution tree is distributed across the
network and control messages do not concentrate or
“implode” at a centralized coordinator. When a prune
message arrives at a router for which the prune has al-
ready been propagated upstream, that control message is
dropped, thereby attenuating the overall amount of traf-
fic that flows toward the source. By coalescing control
messages in this fashion, the control traffic load for a
given group is fixed and independent of the group size
[99].

2.4 Multicast Scope

While receiver interestimplicitly constrains a multicast
flow through the network’s use of traffic pruning, mul-
ticast scopeexplicitly limits a stream to a topologically
constrained set of receivers. For example, a university
lecture that is of interest only to a local campus com-
munity should be broadcast only to that site rather than
entire world. A source may exploit two classes of scope
control to constrain its traffic:

� distance-based scope, and

� administrative scope.
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In distance-based scope, the time-to-live (TTL) field
in the IP packet header constrains the distribution of a
packet. The TTL limits the number of forwarding hops
that a packet can sustain before being dropped. The
source host sets the TTL field to some initial value and
each router along the path decrements the TTL by one.
If the TTL ever reaches zero, the packet is discarded.
(This mechanism was originally introduced in IP to pre-
vent packets from circulating forever in a routing loop.)

Distance-based scopes are implemented by assign-
ing a thresholdto each multicast link. If a multicast
packet’s TTL is less than the threshold, then the packet
is dropped. Through careful choice of thresholds, hier-
archical scope regions can be defined. In the MBone, the
accepted convention establishes three universal scopes:
the “local site” (threshold 16), the “local region” (64),
and the “world” (128). A fourth, less often used scope
is the “low-bandwidth world” (> 128). Each site con-
figures its multicast topology so that all external links
have a threshold of 16, thereby constraining all packets
with TTL less than 16 to the local site. Because regional
and worldwide traffic originates with a TTL greater than
16, it is forwarded across the local site’s boundary.

Since TTL threshold checks are based on simple
numerical inequalities, a distance-scope can only be-
come more restricted as a packet travels farther from
the source. Hence, distance-based scope regions can
only be arranged in a containment hierarchy, where the
intersection of any two scope regions must be exactly
the smaller region. For example, an individual sub-
net cannot simultaneously be in an “LBL-scope” and
a “UCB-scope” unless the LBL-scope is contained en-
tirely within the UCB-scope, or vice versa.

To address this problem, Deering originally proposed
an administrative scoping scheme that provides over-
lapped regions by associating the scope region with a
multicast address rather than a TTL [29,x3.2], and Ja-
cobson and Deering presented specific mechanisms for
incrementally realizing this scheme [56]. Here adminis-
trative scopes are imposed by configuring administrative
boundaries at the borders between organizations. A spe-
cial block of multicast addresses is reserved for admin-
istrative scope and since administratively scoped traffic
does not flow across boundaries, scoped addresses need
not be unique across organizational boundaries.

Unlike distance-based scopes that simply shed traffic
at scope boundaries, administrative scope actively com-
plements the normal multicast routing machinery. At
an administrative boundary, unwanted traffic is pruned
back up the distribution tree to prevent packets from un-
necessarily flowing all the way to the edge of the bound-
ary. In contrast, a router at the edge of a distance-based
scope boundary cannot prune a flow because the TTL
field in the underlying packet stream can vary dynami-

cally and its value is a function of the source not of the
destination group.

3 Light-weight Sessions

Building on IP Multicast and its scalable group-
management protocol, we now elaborate the light-
weight sessions model introduced earlier. LWS is
decentralized and free from the burden of explicit
peer-to-peer signaling or connection setup. This is
in stark contrast to some traditional multimedia com-
munication systems that were heavily influenced by
the telecommunication-oriented, point-to-point model
of communication. We briefly describe one such sys-
tem architecture — the International Telecommunica-
tion Union (ITU) H.320 audio/video conferencing sys-
tem — to provide a counterpoint to the LWS design
philosophy. H.320 defines compression formats, bit-
stream syntax, and channel-coding algorithms for mul-
timedia communication over point-to-point ISDN lines
[2]. While well suited to small-scale conferencing like
point-to-point “video phone calls” or small multipoint
meetings, the H.320 architecture does not scale grace-
fully beyond a few tens of sites.

The natural extension of H.320 for multipoint com-
munication is simply to enhance the point-to-point pro-
tocols with multipoint negotiation and to add new
services within the network that multiplex and filter
streams. Such services have, in fact, been defined by the
ITU (e.g., H.243 [3]) and the agents within the network
that implement these services are called Multipoint Con-
trol Units (MCU). In this MCU-based communication
architecture, small conferences are typically deployed
by manually configuring a single MCU in a star-shaped
topology. To scale beyond small groups, MCUs can be
cascaded into a hierarchy arranged in a tree, but the scal-
ability of this approach is limited because the terminals
and MCUs are relatively tightly coupled. For example,
whenever a new terminal joins a conference, its terminal
identifier is broadcast to each attached port and in turn
propagated to all of the MCUs in the conference. A mas-
ter MCU maintains a database of all of the terminal IDs,
which thereby imposes a practical limitation on the size
of the conference. And because the MCU design is an
enhancement of the basic service rather than the central
building block of the architecture, MCU configuration,
maintenance, and placement is carried out explicitly as a
high-level task rather than automatically as a side effect
of the underlying network service.

The LWS model, in contrast, turns the ITU model
upside down — multicast service is the primitive build-
ing block from which we build higher-level proto-
cols. Senders and receivers communicate with each
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other with simple, light-weight, announce/listen proto-
cols running over some agreed upon set of multicast ad-
dresses. The level of indirection supported by multicast
groups effectively decouples participants in a session so
that, unlike the ITU conferencing standards, there is no
explicit call-setup phase that requires unscalable peer-
to-peer negotiation. Moreover, there is no negotiation
of “capabilities” as in ITU, and instead, media formats
are defined and advertised in the session setup protocol.

In LWS, group management is implicit. Unlike many
traditional conference management schemes, there is no
protocol for controlling access to the group or for main-
taining a consistent group view at each receiver. Privacy,
for instance, is achieved not through access control, but
instead through end-to-end encryption [58]. Similarly,
conference control mechanisms are effected through the
“receiver orchestration” techniques discussed in [69].
This style of conference management is often charac-
terized asloosely-coupledcontrol because explicit syn-
chronization among group members is unnecessary.

3.1 The Real-time Transport Protocol

While LWS provides a framework for group commu-
nication, it does not specifically define the details of
how session members intercommunicate. Richer appli-
cation semantics must be built on top of the basic “send
a packet” interface of IP Multicast. To this end, within
LWS and on top of the IP service interface there must
exist specific transport protocols and data formats to fa-
cilitate communication as well as methods for mapping
these data formats onto multicast transmission channels.

Through our work on the MBone tools [69, 57] and
other similar efforts [101, 39, 94, 95], the following
communication model emerged. An LWSsessionis a
collection of end-hosts that communicate using a partic-
ular, somehow agreed upon, set of IP Multicast group
addresses. This session is further comprised of a num-
ber of media and each media type is allocated to two
transport channels — one for data and one for control
— each using the same multicast group. Unlike tra-
ditional audio/video conferencing systems like H.320
and MPEG that multiplex different media by interleav-
ing their bit streams, LWS streams are transmitted in-
dependently; they are multiplexed only in the sense that
they share the underlying network (excepting legacy and
ITU-defined codecs that are encapsulated, for backward
compatibility, by an RTP-based format). Traditional
transport protocols are typically implemented within the
operating system kernel and entail “hard” connection
state, whereas the LWS model for transport is relatively
“thin” and is implemented within the application. This
approach is embodied in the Real-time Transport Pro-
tocol [97], recently standardized by the Audio/Video
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MPEG
Video
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Figure 4: RTP Protocol Architecture. The Real-time
Transport Protocol is composed of a number of interdepen-
dent specifications arranged in a “class hierarchy” to support
the Application Level Framing architecture.

Transport Working group of the IETF.

3.2 Application Level Framing

The RTP protocol builds heavily on the notion of Ap-
plication Level Framing (ALF). In 1990, Clark and
Tennenhouse proposed that an application’s semantics
should be reflected in the design of its network proto-
col to better optimize that application across the net-
work and into the end-system [19]. About the same time
that Clark and Tennenhouse proposed ALF, the work on
the MBone tools was just getting under way. After sev-
eral design iterations over transport protocols for several
different audio/video compression formats, it became
clear that a “one size fits all” protocol was inadequate
[38, 69]. Instead, a framework based on ALF emerged
where a “thin” base protocol defines the core mecha-
nisms and profile extensions define application-specific
semantics.

A common misconception surrounding ALF is that
each time an application is built, the programmer must
design and implement that application’s protocol en-
tirely from scratch. RTP, however, is living proof that
this need not be the case. The solution is to cast
the protocol not as a layer in the traditional layered
protocol architectures like OSI [114], but rather as a
tree-based hierarchy of interdependent protocols as de-
picted in Figure 4. We can view RTP as composed
of a number of sub-component specifications roughly
arranged in a “class hierarchy” to support the Appli-
cation Level Framing architecture without sacrificing
specification and implementation “re-use”. At the base
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of the hierarchy lies the core RTP specification [97]
while the Audio/Video Profile [96] specializes the pro-
tocol for LWS-style audio/video applications with “min-
imal control”. The leaves of the hierarchy represent
“RTP Payload Format Specifications” and define de-
tailed application-specific parameters like coding syn-
tax. For instance, payload format specifications define
how H.261, Motion-JPEG, and MPEG bit streams are
framed in RTP packet streams. Finally, a payload format
may be further decomposed into a hierarchy, e.g., as in-
dicated in layered video formats like PVH [73], LDCT
[6], and HVQ [107, 16]. (The refinement of these exper-
imental layered video formats into Internet standards is
an active area of research and is currently under devel-
opment.)

A key goal in RTP is to provide a very thin trans-
port layer without overly restricting the application de-
signer. The protocol specification itself states that “RTP
is intended to be malleable to provide the information
required by a particular application and will often be in-
tegrated into the application processing rather than be-
ing implemented as a separate layer.” In accordance
with ALF, the definitions of several fields in the RTP
header are deferred to the A/V profile, which specifies
their semantics according to the given application. For
example, the RTP header contains a generic “marker”
bit that in an audio packet indicates the start of a talk
spurt but in a video packet indicates the end of a frame.
The interpretation of fields may be further refined by
the payload format specifications. For example, an au-
dio payload might define the RTP timestamp as a au-
dio sample counter while the MPEG/RTP specification
[50] defines it as the “Presentation Time Stamp” from
the MPEG system specification.

3.3 LWS/RTP Details

RTP is but one component of the LWS architecture and
the term “session” is often used in either context. To
clarify, an “RTP session” is a sub-component of an
“LWS session” and represents a collection of two or
more end-systems exchanging a single media type and
related control information over two distinct underly-
ing transport channels. For UDP [88] over IP Multi-
cast, these data and control channels share a common
multicast address and are assigned separate UDP port
numbers to distinguish them. An active source trans-
mits its signal on the data channel by generating packets
that conform to the payload format specification for the
underlying compression format.

Simultaneous with data distribution, all of the end-
systems in a session exchange information over the con-
trol channel using an announce/listen protocol. Peri-
odically, each source generates a Real-time Transport

Control Protocol or RTCP message and simply “an-
nounces” it to the group. These messages provide
sender identification, data distribution monitoring and
debugging, cross-media synchronization, and so forth.
There is no synchronization phase or ordering imposed
upon session members with respect to RTCP. In fact,
each source generates successive announcements at ran-
domly spaced intervals to avoid potential protocol syn-
chronization effects [37]. To scale the protocol to large
groups, the mean interval between session reports is dy-
namically sized so that the aggregate bit rate used by all
control traffic is limited to some low, fixed rate, typi-
cally a small percentage of the session’s data bandwidth
allocation (e.g., five percent is commonly used).

Note that this announce/listen style of protocol relies
chiefly uponsoft state[18]. That is, session informa-
tion retained at each member site eventually expires but
is continuously refreshed by the announcement process.
If, for instance, a network partition occurs, the proto-
col continues to function normally. When the partition
heals, the announce/listen protocol simply restores the
state across the reformed session. No explicit fault re-
covery is necessary because it is built into the design.
This greatly simplifies LWS applications in contrast to
systems based onhard state, where error recovery often
accounts for a significant portion of the implementation.

Each source in an RTP session is identified by a 32-
bit Source-ID. Source-ID’s are allocated randomly and
conflicts are handled by a simple resolution algorithm.
Random allocation was adopted for its simplicity: dis-
tributed assignment of unique identifiers across the ses-
sion can be done quite easily without global synchro-
nization and consistency rules. Since conflicts can cause
Source-ID’s to change at any time, a source’s “canoni-
cal name” or CNAME provides a persistent and glob-
ally unique identifier. Data packets are identified only
by their Source-ID but the RTCP control messages in-
clude the binding between CNAME and Source-ID. The
CNAME is a variable length ASCII string.

Since RTP is independent of the underlying network
technology, it simultaneously supports multiple network
protocols. Figure 5 illustrates how RTP fits into several
protocol stacks. For IP and IP Multicast, RTP is lay-
ered over UDP, while in the Tenet protocols, it runs over
RMTP/RTIP [10]. Similarly, applications can run di-
rectly over an ATM Adaptation Layer. In all these cases,
RTP is realized in the application itself.

3.4 Coping with Packet Jitter:
Receiver Adaptation

The basic premise of packet audio/video is simple: dig-
itize an analog signal into a serial bit stream, fragment
the digitized bit stream into packets, transmit the packets
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Figure 5:RTP and the Protocol Stack. RTP is independent
of the underlying transport protocol. This feature of RTP has
allowed tools likevic andvat to be successfully deployed over
a variety of network transports, including the Tenet Real-time
Message Transport Protocol (RMTP) [10], the ATM Adapta-
tion Layer (AAL5), and, the most commonly used configura-
tion, UDP over IP and IP Multicast.

across the network to one or more receivers, reassemble
the packets at each receiver to recover the original bit
stream, and deliver the bits to the receiver’s output au-
dio or video codec. If the network faithfully delivers
each packet with a fixed delay, then the received signal
is reconstructed exactly. Since RTP data packets con-
tain a media specific timestamp (e.g., a sample counter
for audio and a frame clock for video) and RTCP control
packets advertise the mapping between media time and
the sender’s real-time clock, the receiver can reconstruct
the exact timing of the original media stream provided
all of the packets arrive in time. But, because the net-
work can induce arbitrary packet delays, the receiver’s
codec can potentially underflow before the next packet
arrives thereby causing a glitch or stall in the recon-
structed signal.

To prevent this, we can either engineer the network
to carefully schedule packets at each router so that ev-
ery flow sees a constant amount of delay (much as the
phone network guarantees that voice traffic experiences
a constant end-to-end delay), or we can simply induce
an artificial buffering delay at the receiver to absorb and
thus counteract network jitter. If we size the buffer large
enough to absorb the maximum interarrival variance,
then the buffer never underflows. Provided we avoid
buffer underflow in this fashion and provided the packet
loss rate is low enough, the delivered signal quality will
be high. Since the packet loss rate is effectively con-
trolled by ensuring adequate bandwidth in the network,
we do not consider it here (i.e., inx 1, we argued that the
design of a real-time service is orthogonal to the design
of media transport and LWS), and instead, we focus on
the buffer underflow problem.

How large should we make this buffer? If too small,
the buffer is likely to underflow; if too large, the buffer
never underflows and thereby provides high signal qual-
ity — but delay is increased. The optimal size depends
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Figure 6:RTP Delay Adaptation.

on the amount of jitter induced by the network, which
unfortunately, cannot be known a priori. To account for
the dynamic and unpredictable nature of network jitter,
RTP applications are typicallyadaptive. That is, an RTP
receiver observes network performance and adaptively
adjusts the degree of artificial buffering delay that it in-
duces for each source’s media stream. This process is
often calleddelay adaptation.

The basic delay adaptation scheme or “playback
point” algorithm is depicted in in Figure 6. The source
generates a sequence of packets, each identified with a
media-specific timestamp that indicates when the sig-
nal was transduced from the analog to digital domains.
These “source” timestamps appear in the diagram as
S1; S2; : : : Upon transmission across the network, the
timing structure is distorted and the packets arrive at
the receiver at skewed times,A1; A2; : : : The play-
back adaptation algorithm then schedules each arriving
packet by computing a deadline from the source times-
tamp and an offset that accounts (dynamically) for the
measured network jitter.

As seen in the diagram, packets 3 and 4 are delayed
substantially through the network. Because the delay
adaptation algorithm has artificially delayed the entire
stream to account for jitter, packet 4 can be successfully
scheduled before its “playback time”. Unfortunately,
the algorithm can mis-predict and occasionally a packet
can arrive after its allotted playback time. This condi-
tion is depicted in the diagram where packet 3 arrives
after its deadline and must therefore be dropped. Al-
though packets may occasionally arrive late, this condi-
tion is rare because the algorithm is adaptive and would
otherwise counteract an increase in variation by dynam-
ically inflating the playback delay. To counteract the oc-
casional packet loss, the application might attempterror
concealment, i.e., to conceal the error by exploiting hu-
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man perceptual biases through signal processing based
analysis and synthesis.

To ground this discussion with details of a specific
playback point algorithm, we now describe the delay
adaptation algorithm employed invat. This formulation
is based on Jacobson’s description in [55].

We first define the interarrival variance of packeti,
�i, as follows:

�i = jAi � Si � (Ai�1 � Si�1)j

where, as above,Si is the sender’s timestamp stored in
each media packet andAi is the time at which the packet
arrived at the receiver, andi is an arbitrary index that we
can assume begins at�1. Note that the sender’s and
receiver’s clocks need not be synchronized since we can
rewrite the above expression as

�i = jAi �Ai�1 � (Si � Si�1)j

and observe that the reference time base at each of the
sender and receiver is “canceled out”.

Thus, the time seriesf�ig comprises a set of sam-
ples of the packet interarrival times and we can estimate
the mean delay variance by low-pass filtering this time
series:

�̂i = (1� g)�̂i�1 + g�i

= �̂i�1 + g(�i � �̂i�1)

whereg controls the degree of smoothing and�̂i is the
smoothed jitter estimator. Finally, we can use this es-
timate of the interarrival variance to adjust the amount
of playback delay, which in turn minimizes the chance
that packets arrive late while minimizing the playback
delay (hence maximizing interactive performance). By
the Central Limit Theorem, we can roughly guarantee
that the number of late arrivals is negligible by choosing
a playout delay that is some number of standard devia-
tions larger than the mean, e.g., we set the playout delay:

�i = ��̂i

where� is the control constant. With this representa-
tion, we can explicitly control the tradeoff between the
frequency of late packets and the buffering delay. By
making� large, we decrease the frequency of late pack-
ets but we increase delay. Conversely, by making�

small, we decrease delay but increase the occurrence of
late packets.

For signals like video where fine-grained fluctuations
are barely perceptible, adjusting the reconstruction de-
lay on a per-packet basis works well. But for audio,
such an approach introduces phase distortion that results
in unacceptably low quality. Instead, the approach taken
in vat is to adjust the playback point only during silent

periods. To this end, we compute the operational�̂i from
the measured�i simply as:

�̂i = �i if packeti starts a talk spurt
�̂i = �̂i�1 otherwise

Finally, we compute the actual playback point for each
packet in the stream (R1; R2; : : :) by adjusting the
packet timestamp upward by the playback point. At this
point, we also must convert the sender’s timestamp from
its time base to the receiver’s, which is a trivial compu-
tation if we assume each site runs NTP [74]. However,
this assumption is unrealistic in the current Internet so
an application likevat uses a very simple heuristic: at
the start of each talk spurt, we compute a clock offset,
�S , relative to sourceS, by subtracting the timestamp in
the first packet of the spurt from the current value of the
receiver’s local clock. Then, the playback point for each
subsequent packet from sourceS is simply:

Ri = Si + �S + �̂i:

Building on the delay adaptation algorithm designed
and implemented withinvat, a number of more recent
works have refined the concept and comprehensively ex-
plored the design space. For example, [78] derives an
optimal performance bound on the playout delay for a
target loss rate and presents a new playback point algo-
rithm that approaches this bound.

Even if the receiver computes an effective playback
point using the algorithm invat or an improved vari-
ant, the actual delay through the playback buffer may
be distorted by a mismatch in the sampling rates of the
source and receiver(s). Typically, this rate differential
is quite small, but over time, even a slight drift can
lead to delay backlogs on the order of seconds. For
example, if the source produces samples slightly faster
than the receiver, then a backlog of samples builds up
and thereby increases the end-to-end delay. Although
sampling rate discrepancies are usually quite small and
therefore not often problematic, one particularly popu-
lar PC-based audio codec cannot be programmed with
exactly an 8kHz sampling rate — the most commonly
used sampling rate for MBone audio — and the margin
of error is thus quite large. A substantial delay backlog
builds up in just a few minutes.

To solve this problem, the receiver must estimate
the sampling rate mismatch and carry out sampling rate
conversion. Since this is typically expensive to do accu-
rately (especially when converting between two closely-
spaced frequencies), simpler but less precise schemes
are often used. In audio, for example, individual sam-
ples could simply be dropped or inserted every so often
to effectively match some target rate. If the signal is
low-pass filtered around the insertion or deletion points,
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the perceptual artifacts are typically minimal. Even bet-
ter, if the application employs silence suppression, then
samples can be imperceptibly dropped or inserted dur-
ing silent periods; in practice, audio applications likevat
simply resynchronize after each silent period and never
explicitly insert or delete samples. To the best of our
knowledge, none of the existing Internet audio applica-
tions actually implements the more complex rate adjust-
ment techniques. Perhaps when continuous audio be-
comes more prevalent on the Internet (e.g., radio and
television broadcasts), we will start to see sampling rate
conversion algorithms implemented in mainstream au-
dio applications.

Some real-time media applications do not require
interactive performance (e.g., a one-way seminar or
“video on demand”) and thus do not require careful
computation of the jitter estimator. But these applica-
tions can still benefit from the playback point model.
Here, we can artificially set the playback delay to some
large value independent of the interarrival variables. If
large enough, say ten seconds, then for all practical pur-
poses packets never arrive late. In web-based appli-
cations, this approach is commonly used and is called
“streaming media” [90] and thevat application makes
precisely this tradeoff in its so called “lecture mode”.

In addition to counteracting network jitter, the delay
adaptation algorithm can be exploited to provide cross-
media synchronization by aligning each individual me-
dia stream with the stream that has the maximal play-
back point [55]. For example, if the video playback
delay were 103ms and the audio playback delay were
63ms, then we could adjust the audio playback upward
to 103ms and thus easily achieve audio/video synchro-
nization. This approach has been successfully imple-
mented and fielded in the UCL audio toolrat [61].

3.5 Coping with Packet Loss:
Resilient Coding

While the delay adaptation algorithm can successfully
accommodate variations in end-to-end packet delay, it
does nothing to accommodate packet loss. When packet
loss occurs, the signal potentially degrades in quality,
but the degree of this degradation can be controlled
through a number of techniques:

� Automatic repeat request (ARQ)retransmits pack-
ets when they are lost in the network. This ap-
proach maximizes signal quality because all pack-
ets are eventually delivered, but achieving this
level of reliability incurs variable delays due to re-
transmissions, which confounds interactive perfor-
mance.

� Forward error correction (FEC) enhances the
packet transmission with redundancy so that the
original signal can be recovered from a subset of
the received packets.

� Resilient source-codingmodifies the signal repre-
sentation so that the media stream is less perceptu-
ally susceptible to packet loss, perhaps at the cost
of compression efficiency.

While a great deal of research has focused on many
variants and hybrids of these three core approaches
[112, 48, 4, 52, 82, 91, 25, 102, 69, 40], the predominant
scheme exploited in the MBone tools is that of resilient
source coding because of its simplicity, low delay, and
amenability to low-complexity implementation.

On the one hand, we can interpret resilient source-
coding as a manifestation of ALF — the application
and its network protocol work in tandem to cast its data
into a representation that is well matched to the under-
lying network. On the other hand, we can view resilient
source-coding as a manifestation of joint source/channel
coding (JSCC), a well-developed concept from formal
communications theory. JSCC states that one can often
achieve better system performance by combining the de-
sign of compression and error-control coding rather than
treating these sub-problems independently [23]. Gar-
rett and Vetterli [42, 43] first applied this terminology to
packet networks by viewing the packet transport mecha-
nism as the channel-coding algorithm. In his thesis, Gar-
rett argues that real-time traffic is better served by jointly
designing the compression algorithm with the transmis-
sion system [41]. In a sense JSCC and ALF are two
manifestations of the same underlying design principle.

3.5.1 TCP/H.261 Straw-man

While JSCC was established by theoretical work in the
communications research community, the parallel no-
tion of application level framing arose from engineering
principles developed in the data networking community.
To illustrate the reasoning that leads us to ALF-based
design, we propose an anecdotal design of an Internet
unicast video delivery system. Under the premise of
modularity (and Shannon’s “separation principle” [98]),
such a system might be designed using TCP for the
channel-coding algorithm and H.261 for the source-
coding algorithm. Although each of these schemes has
been independently optimized and performs extremely
well in its targeted environment, they interact poorly to-
gether.

Because Internet transmission errors are manifested
as burst erasures (i.e., packet losses), TCP would have
to impose many packet delays at the source to com-
pute effective error-correcting codes with packet gran-
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ularity. Moreover, the efficiency of such a code depends
strongly on the accuracy of the channel model known
to the source (e.g., when packet loss rates are high, the
data requires more protection, but when losses are low,
the data requires little or no protection). And because
residual capacity in the Internet is highly dynamic, it is
difficult to estimate the channel model at the source. In
part for these reasons, TCP uses ARQ instead of error-
correcting codes to combat transmission errors and net-
work buffer overflows, and includes a set of congestion
control mechanisms that interact tightly with its ARQ
algorithms [54]. Together these algorithms comprise a
transport protocol — the analog of a channel-coding al-
gorithm — that is highly optimized for packet-switched
best-effort networks like the Internet.

Even though H.261 and TCP each perform well in
their respective environments, their combination for In-
ternet video transmission leads to poor end-to-end per-
formance for the following reasons:

� The ARQ mechanisms in TCP use acknowledg-
ments and retransmissions to guarantee delivery of
data, which is unnecessary and detrimental to video
streams because such retransmissions cause large
variation in packet delivery times and this stalls the
video playback process.

� Interactive video streams require timely delivery.
Often it is advantageous to discard late data rather
than wait for retransmission. In effect, video is
loss-tolerant because we can simply suffer a mo-
mentary degradation in quality rather than wait for
a retransmitted packet. Since TCP provides just
one specific delivery semantics (i.e., a reliable byte
stream), an application cannot instruct the transport
layer to cancel a retransmission for a given piece of
data. Instead, it must wait for the retransmission to
complete before receiving subsequent data.

� When packets are lost or reordered in the network,
they arrive at the receiver in an arbitrary order. But
often performance is improved by processing data
as soon as it arrives and then patching any errors
after the fact when the retransmissions arrive. Be-
cause TCP provides only in-order delivery, packets
are never delivered out of order and thus the ap-
plication cannot immediately consume misordered
data even when it is timely and useful.

� TCP provides a byte stream-oriented API that hides
the underlying packet representation from the ap-
plication. If the application could control how data
was mapped onto packets, it could use intelligent
framing to minimize the impact of loss by allow-
ing the H.261 decoder to proceed in the presence
of missing packets.

Fortunately, we can solve all of these problems with
application level framing. ALF leads to a design where
the application takes an active role in the encapsulation
of its data into network packets, and hence, can opti-
mize for loss recovery through intelligent fragmenta-
tion and framing. In this model, the data is tailored for
the network by explicitly defining the Application Data
Unit, or ADU, into the application/network interface,
e.g., by applying intelligent fragmentation schemes to
existing compression standards (e.g., JPEG, H.261, and
MPEG) [49]. The approach taken in the MBone tools
elaborates the original ALF concept further: not only
should we optimize the network protocol for the appli-
cation, but we should also optimize the application for
the network. For example, [49] treats the compression
algorithm as an immutable black box. Rather than adapt
the source-coding algorithm to the network, it develops
intelligent framing techniques for the fixed bit syntax
produced by the black box. Conversely, several of the
video algorithms developed for the MBone tools break
open this sacred box and tailor its behavior for the net-
work through modification or restriction of the underly-
ing compression algorithm.

By structuring the RTP architecture according to
ALF and JSCC, payload format specifications can be
effectively tuned for and tailored to Internet transmis-
sion. In essence, the framework allows us to easily
modify the source-coding algorithm to match the chan-
nel (i.e., JSCC) and likewise to modify the “application
data” representation to match the underlying network
(i.e., ALF).

3.5.2 RTP Video

One example of the ALF/JSCC design process is our
formulation of the RTP-based Intra-H.261 packet video
compression format [69]. Our goal was to design a
video compression algorithm for RTP that could cope
with the burst erasures of Internet packet loss. As with
TCP, separation does not work well here because burst
erasures require many packets in order to construct burst
loss-resilient codes, thereby increasing end-to-end de-
lay substantially. Furthermore, a burst of lost packets
can occur across many consecutive packets (i.e., when
a link becomes congested) and protecting against this
requires error control codes that span even larger time
scales. Moreover, the dynamic variability of the under-
lying channel statistics (i.e., level of congestion) causes
inefficiencies in our choice of error correcting codes at
the source.

Before we propose a compression format that is
jointly designed for a packet erasure channel, we first
examine how a specific source-coding algorithm, H.261,
is sensitive to burst losses. The fundamental challenge
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in adapting H.261 for packet transmission is overcoming
its assumption that the underlying channel is a contin-
uous serial bit stream with isolated and independent bit
errors. As a result, the source-coding algorithm assumes
that all bits reach the decoder intact with very high prob-
ability and thus that recovery procedures for missing
data are rarely needed. When bits are lost or corrupted,
the decoder must resynchronize its state along three di-
mensions:

� Entropy-code Synchronization. The coded sym-
bol stream consists of entropy-coded variable
length codewords. If the bitstream is fragmented
within a codeword, the decoder cannot correctly in-
terpret the remaining codewords. Furthermore, the
syntax is context dependent — that is, the entropy
codes at the current point depend strongly on how
the bit stream was previously parsed. For example,
the decoder uses one Huffman code to parse DCT
coefficients and a different Huffman code to parse
macroblock types.

� Spatial Synchronization. Even if the codec can
resynchronize its entropy-decoding stage after a
transmission error, spatially predicted state may re-
main corrupt because the predictor cannot subsume
the lost data. For example, block addresses are
differentially encoded. Hence, a loss of just one
block-address update will corrupt the block address
until it is reset at a synchronization point thereby
causing image blocks to be rendered into the wrong
location within the frame.

� Temporal Synchronization. H.261’s temporal
prediction model assumes transmission errors are
rare and therefore codes most block updates differ-
entially (as they compress better than “intra-mode”
updates). Consequently, lost packets result in lost
differential updates, which cause reconstruction er-
rors to persist in the decoder’s prediction loop.

Because the H.261 source-coding algorithm assumes
a reliable bit-oriented channel, the resynchronization
mechanism is relatively simple. A frame is partitioned
into a number of spatially disjoint units each called a
“Group of Blocks”, or GOB. Each GOB is prefixed by
a special “start code” that is not a legal codeword and
therefore cannot appear anywhere else in the bit stream.
When the decoder loses synchronization, it scans for the
next GOB start code to resume decoding (at the cost
of discarding all intervening bits). Although a GOB
boundary is a synchronization point for the entropy
coder and spatial prediction state, it cannot resynchro-
nize the temporal prediction state without loss of com-
pression efficiency. Moreover, GOBs are coarse-grained
objects within a frame and thus occur infrequently.

Nevertheless, we can provision the H.261 resynchro-
nization algorithm for packet transmission by simply
aligning the start of each packet on a GOB boundary.
Because a GOB provides a well-defined starting point
where the decoder state is synchronized to well-known
initial values, we can decode a given GOB independent
of other GOBs, and in particular, we can decode it in-
dependent of packet loss in other GOBs. This approach
was taken in early versions of Turletti and Huitema’s
“RTP Payload Format Specification for H.261” [104],
but it had several shortcomings:

(i) A GOB does not necessarily fit within a packet and
often must be fragmented across multiple packets.
The initial payload format specified mechanisms
for fragmentation, but because these mechanisms
did not explicitly account for the underlying bit
stream semantics, a lost fragment could cause later
packets to be undecodable and thus useless.

(ii) Not only might a GOB be too large for a packet,
but the variability in GOB sizes can cause an ineffi-
cient packing of GOBs into packets. That is, some
packets may be full while others are almost empty
thereby increasing the number of packets needed to
encode a frame (consequently increasing the per-
packet overhead).

(iii) Under packet loss, the coding scheme suffered
from artifacts caused by mismatched temporal pre-
diction state.

To overcome these limitations, we adopted a JSCC/ALF
approach and proposed modifications to the source-
coding algorithm to better match the packet transmis-
sion model. From the source-coding perspective, our
changes introduce additional overhead that increases
the bit rate for a given level of quality, but the ad-
vantages they provide in robustness to packet loss out-
weigh this overhead. In the next two sections, we de-
scribe a macroblock-based fragmentation scheme that
overcomes the limitations of GOB-oriented processing
and a block-based conditional replenishment algorithm
that overcomes the limitation of the temporal prediction
model.

3.5.3 Macroblock-based Packet Fragmentation

To solve the spatial synchronization problem, we flatten
the coding hierarchy. Rather than decompose a frame
into GOBs, which in turn are decomposed into mac-
roblocks, we adopt a single level decomposition where a
frame is composed of macroblocks6. Further, we com-
pactly represent the spatial prediction in a header at the

6The macroblock-based fragmentation strategy arose from a series
of email exchanges with Atanu Ghosh and Mark Handley in the sum-
mer of 1994.
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start of each packet, exploiting the fact that a packet ar-
rival implies that all of the bits of that packet have ar-
rived completely intact.

Because macroblocks are small compared to pack-
ets, we have fine-grained control over formatting them
into packets and thus can map ADUs explicitly onto net-
work packets by ending a packet on an arbitrary block
boundary. Unfortunately, a source does not in general
know the maximum packet size supported by the under-
lying networks. If the source uses packets that are too
large, then the IP layer will fragment the datagrams into
smaller packets and confound our one-to-one mapping
between an ADU and a packet. For unicast transmis-
sion, a source can use “Path MTU Discovery” [60, 77]
to learn the maximum transmission unit allowed along
a certain unicast path through the network. (Note that
this is another example of joint source channel coding
where we are using network properties to control the
source-coder.) But for multicast transmission, we have
no such path discovery mechanism and rely on a rule
of thumb for choosing packet sizes: we choose a size
that is small enough to be carried by all of the prevalent
physical-layer network technologies and is simultane-
ously large enough to sufficiently amortize the cost of
packet headers. In the MBone, we currently use packet
sizes of roughly 1000 bytes.

To summarize, macroblock-based framing of com-
pressed bits into packets performs well because:

� a packet-switched network already includes over-
head to identify packet boundaries, so there is
no need to include resynchronization codes in the
source-coding syntax;

� a packet identifies an explicit boundary that facil-
itates decoder resynchronization by including full
decoder state at the start of each packet (e.g., first
block number, spatial DC predictor, motion vector
predictor if in use, and so forth);

� the overhead of the decoder state is amortized by
sufficiently large packet payloads; and,

� every received packet can be decoded even when
other packets in the stream are lost.

3.5.4 Conditional Replenishment

To solve the temporal synchronization problem, we
adopt a simple temporal compression model calledcon-
ditional replenishment[80]. In block-based conditional
replenishment, the input image is gridded into small
blocks (e.g., 8x8 or 16x16 pixels) and only the blocks
that change in each new frame are encoded and trans-
mitted. To avoid dependencies between the new block
and previously transmitted blocks, we intra-code each
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Figure 7: Temporal Compression Models. A conditional
replenishment system encodes and transmits blocks as inde-
pendent units, while a predictive system encodes and transmits
the residual error between a prediction and the input signal.

block update rather than code a residual prediction er-
ror.

Figure 7 depicts a block diagram for the conditional
replenishment algorithm. The encoder maintains a ref-
erence frame of transmitted blocks. For each new block,
a distance between the reference block and the new
block is computed. If the distance is above a threshold,
the block is encoded and transmitted across the network.
At each receiver, the new block is decoded and placed
in a reconstruction buffer for rendering and eventual dis-
play.

In contrast, compression algorithms like H.261 (or
MPEG and H.263) employ temporal prediction to
achieve higher compression performance. To first order,
these schemes compute a difference between the current
block and the previously transmitted block and code this
“prediction error”. If the block does not change much,
then the difference signal has low energy and can be sub-
stantially compressed. Often, the encoder compensates
for camera pan and scene motion by sending a “motion
vector” with each block that accounts for a spatial dis-
placement between the current block and the reference
frame at the decoder (a copy of which is maintained at
the encoder).

While the compression performance of motion-
compensated prediction exceeds that of conditional re-
plenishment in the absence of packet loss, there are a
number of significant advantages of conditional replen-
ishment:

� Reduced Complexity. Because the encoder de-
cides very early in the coding process not to code a
block, many of the input blocks are simply skipped,
thereby saving computational resources. More-
over, because the encoder does not form a predic-
tion signal, there is no need to run a (partial) copy
of the decoder at the encoder.
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� Loss Resilience.Coding block differences rather
than the blocks themselves substantially amplifies
the adverse effects of packet loss. When a loss oc-
curs, the resulting error persists in the decoder’s
prediction loop until the coding process is reset
with an “intra-mode” update. That is, the loss of a
single differential update causes the error to prop-
agate from frame to frame until the decoder resyn-
chronizes. In H.261, for example, these updates
can be very infrequent—as little as once every 132
frames. As a result, packet loss causes persistent
corruption of the decoded image sequence. Alter-
natively, the use of “leaky prediction” lessens the
impact of errors but incurs increased complexity
and slower recovery [81, Ch. 5].

� Decoupled Decoder State.In the temporal pre-
diction model, there is a tight coupling between
the prediction state at the encoder and that at the
decoder. But in a heterogeneous multicast envi-
ronment, each decoder might receive a different
level of quality and hence have a different refer-
ence state from which to construct the prediction.
Since the “base layer” state is common across all
receivers, the encoder can use it to perform the pre-
diction. But in practice, the base layer provides in-
adequate conditional information to improve com-
pression performance significantly across all of the
layers. In contrast, conditional replenishment gives
the advantage of temporal block suppression across
all layers without relying on a matched decoder
state.

� Compute-scalable Decoding.Heterogeneity ex-
ists not only in the network but also across end-
systems, where some receivers might be outdated
workstations while others are high-performance
PCs. Consequently, in addition to packet loss in the
network, messages can be lost in the end-system
when the decoder cannot keep up with a high-
rate incoming bit stream. In response, the decoder
could gracefully trade off reconstruction quality to
shed work [22, 34]. However, such adaptation is
difficult under the temporal prediction model be-
cause the decoder must fully decodeall differential
updates to maintain a consistent prediction state. In
contrast, with conditional replenishment, compute-
scalability is both feasible and simple. The de-
coder simply collapses multiple frame updates by
discarding all but the most recent compressed rep-
resentation of each block.

Moreover, conditional replenishment does not suf-
fer from the well-known decoder drift effect.
In predictive algorithms, the decoder’s prediction
state can gradually drift away from the encoder’s

because of numerical inconsistencies in the en-
coder and decoder implementations. (To limit
the degree of decoder drift, compression specifica-
tions typically define the tolerances and the time
extent between synchronization points.) On the
other hand, conditional replenishment accommo-
dates compute-scalable algorithms at both the de-
coder and encoder because there is no prediction
loop to cause decoder drift. Here we can exploit
numerical approximations to trade off reconstruc-
tion quality for run-time performance [73]. For ex-
ample, the inverse DCT could be replaced by an ap-
proximate algorithm that runs faster at the expense
of decreased accuracy [59]. Likewise, the degree
of quantization applied to the DCT coefficients can
be dynamically manipulated to meet a computation
budget [63].

� Self-correlated Updates. The update heuris-
tic that transmits only blocks that change works
well in practice because block updates are “self-
correlated”. If a certain block is transmitted be-
cause of motion in the scene, then that same block
will likely be transmitted again in the next frame
because of the spatial locality of motion. Thus a
block update that is lost in a dropped packet is of-
ten soon thereafter retransmitted and recovered as
part of the natural replenishment process.

� Static-background Video. Finally, much of the
video content currently sent over the Internet con-
sists of tele-seminars and video conferences where
large static backgrounds often dominate the scene.
In these cases, conditional replenishment is highly
effective.

For these reasons, we sacrifice the compression ad-
vantage of temporal prediction for the simplicity and
practical advantages of conditional replenishment. In
short, our compression algorithm exploits temporal re-
dundancy only through conditional replenishment.

Although we believe that conditional replenishment
provides a good tradeoff between compression effi-
ciency and loss resilience, it is an extreme point in
the continuum between full intra-coding and very infre-
quent inter-coding of block updates. If there is no packet
loss in the network, then it is advantageous to use tem-
porally predictive coding to improve compression effi-
ciency. But under high loss, intra-only coding achieves
higher overall performance. Thus, a scheme that moni-
tors the underlying network performance and adjusts its
coding algorithm reactively (i.e., JSCC) will likely per-
form better. Turletti and Huitema proposed such a loss-
adaptive source-coding technique where the interval of
intra-mode block updates (i.e., the amount of rate allo-
cated to redundancy) is controlled by observations of the
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network [105]. When packet loss rates are low, then the
coder uses a large intra-mode interval; when loss rates
are high, a small interval is used. At the extreme, intra-
only coding is used. Although this style of adaptation
works well for unicast transmission, the update interval
is fixed at the source and cannot accommodate multiple
receivers with heterogeneous packet loss rates.

3.6 Session Rendezvous

The LWS and RTP frameworks as discussed thus far im-
plicitly rely upon established assignments between mul-
ticast communication channels and the particular multi-
cast group addresses that carry these channels. Essen-
tially, a process for discovering these bindings is equiv-
alent to the “session rendezvous” problem — that is,
the task of each session participant locating all others
in a distributed group. Once we know the group ad-
dress bindings, we have found the other members in the
group because we can communicate with them simply
by sending multicast packets addressed to the group.
But, how exactly are these bindings established? All
of the work in defining scalable LWS protocols is fu-
tile unless we can create and manage these bindings in a
scalable and robust fashion.

One obvious solution to this problem is to simply
configure a centralized database within which clients
can create or query “advertised sessions”. However,
such an approach has limited scalability and fault-
tolerance. In a large network with many sessions, the
load placed on the centralized database would quickly
overwhelm the service, and further, centralization leads
to a single point of failure, which adversely impacts
server availability.

Rather than a centralized system, we could instead
use a distributed database like the Domain Name Sys-
tem (DNS) [76]. The DNS’s hierarchical and distributed
caching strategy leads to high scalability, while its repli-
cated server model leads to fault tolerance and high
availability. However, the DNS was designed for rel-
atively long-lived data records like Internet name to
address mappings and mail-exchange pointers. DNS
caches typically maintain state for hours, if not days,
leading to potential inconsistencies that, while tolerated
for host name resolution and the like, would be inappro-
priate for session creation and advertisement especially
if frequent, short-lived sessions become commonplace.

In the absence of an existing directory service that
met the needs of the LWS framework, a new “session
directory” service was developed for the MBone. As
with many of the other LWS protocols, the protocols un-
derlying this session directory service utilize soft-state
design principles and the light-weight announce/listen
metaphor. The basic premise is to bootstrap all ses-

sions from a single, well-known multicast group, or set
of groups, which together serve as the conduit for the
distributed directory service. To this end, each site in
the global multicast network administers a session di-
rectoryagent(analogous to a DNS server) that period-
ically announces each session known to and owned by
that agent (on the well-known address for the directory
service). Simultaneously, all agents monitor these an-
nouncements and build an information base of the exist-
ing sessions. Each session announcement lists generic
information about the session (e.g., its name, scope,
contact information, related links to web pages, and so
on) as well as the actual mappings from media types to
multicast addresses. And each session advertisement is
created with a finite lifetime, i.e., a session description
record is “soft state” that eventually times out without
requiring explicit tear down. The Session Description
Protocol (SDP) [47] defines the specific formats of ses-
sion announcements while the Session Announcement
Protocol (SAP) [45] defines the announce/listen proto-
col for disseminating these SDP messages.

If each directory agent advertised all of its known
sessions to the entire world, the service would not scale.
To overcome this, the session announcement protocols
exploit the IP Multicast scope mechanisms described in
x2.4. Each session announcement is multicast with a
scope equal to the session’s advertised scope since there
is no point multicasting a session announcement where
it will not be used, and further, where it should not
be seen. This containment of session announcements
greatly increases the scalability of the directory service
since the “load” of session advertisements is partitioned
throughout the network and only where needed.

While a scalable advertisement protocol is one criti-
cal component of the session directory service, another
equally critical component is the address allocation al-
gorithm. Given that sessions can be created at arbitrary
times, at arbitrary locations in the network, and by arbi-
trary users, how can the system assign addresses to the
newly created session while avoiding conflicts? Obvi-
ously, we could easily avoid conflicts with a centralized
authority that allocates all addresses, but this would suf-
fer the scaling problems noted above.

Instead, the LWS directory service currently uses a
scheme called “informed, partitioned, random alloca-
tion” [55]. In this scheme, addresses are randomly allo-
cated (the “random” part) within each scope (the “parti-
tioned” part), butknownconflicts are explicitly avoided
(the “informed” part). In effect, the allocation scheme is
intertwined with the announcement protocol to provide
conditional information for collision avoidance. That is,
the allocation algorithm uses the information base as-
sembled by the announcement protocol. But because
LWS provides only loosely-coupled operation with po-
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tential network partitions and asynchronous and con-
current events, not every conflict is avoided (e.g., two
agents might simultaneously choose the same random
address). However, by adequately sizing the address
space, we can make the probability of collision vanish-
ingly small. Unfortunately, the practical range of IPv4
multicast addresses is limited and this limitation is exac-
erbated by the “Birthday Problem” [32]. Complete anal-
ysis of these problems and their solutions is still open
research and the overall address allocation architecture
is undergoing revision in the IETF.

With this infrastructure in place, a session directory
clientcan contact a local session directoryagentand re-
quest a list of all known sessions. This client presents to
the user a listing of known sessions along with accompa-
nying session-specific information. When the user then
joins an advertised session, the tool “launches” and con-
figures all of the applications necessary to interact with
each media channel listed in the advertised session. At
present, the session directory agent and client are typi-
cally embedded in a single application (e.g., the session
directory toolsdr [44]), but a modification of the pro-
tocols that factors this agent into a locally administered
server is currently under development by the IETF. This
interdependency is a historical remnant of the early evo-
lution of the session protocols developed in the original
Session Directory tool,sd [53].

4 Network Heterogeneity

In a world of uniform network technologies with uni-
form bandwidths, uniform capabilities, and uniform
traffic loads, the LWS architecture, as described thus
far, would offer an entirely adequate solution for large-
scale multicast communication. However, this idealized
uniformity simply does not exist. Because the Internet,
by its core nature, interconnects disparate network tech-
nologies, it is inherently heterogeneous.

To illustrate the challenge presented by network het-
erogeneity in the context of multicast media, Figure 8
depicts the network topology that underlies the multime-
dia seminar broadcasts that U.C. Berkeley began trans-
mitting in spring 1995. In this scenario, some users
participate from their offices over the high-speed cam-
pus network, while other users interact over the Inter-
net, and still others join in from home using low-rate
dial-up or ISDN telephone lines. However, to maximize
the quality delivered to the largest audience, Berkeley
runs the transmission at a rate suitable for the MBone,
which as a current rule of thumb, is 128 kb/s. But at this
rate, home users cannot participate because the trans-
mission exceeds their access bandwidth, and campus
users must settle for unnecessarily low quality because
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Figure 8:U.C. Berkeley MBone Seminar. U.C. Berkeley
transmits a multimedia seminar over their campus network, to
users at home via ISDN, and over the Internet. A single rate at
the source cannot meet the conflicting bandwidth requirements
of this heterogeneous set of users.

the low-rate video stream underutilizes the abundant lo-
cal bandwidth. If we run the broadcast at a lower rate,
then users behind ISDN lines would benefit but the In-
ternet users would experience lower quality. Likewise,
if we run the transmission at a very high rate, then local
users would receive improved quality, but the MBone
and ISDN users would receive greatly reduced quality
due to the resulting congestion. A uniform transmission
rate fails to accommodate the bandwidth heterogeneity
of this diverse set of receivers.

Rather than adjust the transmission rate at the source,
recent research efforts have proposed that adaptation be
carried out either within the network, which we call
“intra-network adaptation”, or at the receivers, which
we call “receiver-driven adaptation”. In this way, net-
work heterogeneity is “locally” accommodated by fine-
tuning the transmission rate to exactly match the avail-
able capacity on each link in the network. In the subse-
quent two sections, we describe variations of these two
approaches in more depth.

4.1 Intra-network Adaptation

In [86, 87], Pasquale et al. cite the shortcomings of
closed-loop congestion control for multicast networks.
Their Multimedia Multicast Channel (MMC) is de-
signed specifically for heterogeneity by imposing only
a loose coupling between the receivers and sources. In
their architecture, receivers connect to a multicast chan-
nel through a port. By attaching a “filter” to the port,
a receiver instructs the network to transform a flow to
a lower rate. In turn, the network optimizes the deliv-
ery of heterogeneous flows by propagating the receiver-
specified filters up the multicast distribution tree. At
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merge points in the tree, filters of the same type are com-
bined and further propagated up the tree. While this ar-
chitecture supports heterogeneous transmission, it does
not provide a mechanism for end-systems to adapt dy-
namically to the available capacity in the network. In-
stead, MMC relies on admission control to explicitly al-
locate available bandwidth to heterogeneous receivers.

TheCU-SeeMesystem [31] from Cornell University
distributes video over a manually configured multicast
distribution mechanism. So calledreflectorsare manu-
ally placed throughout the network to effect a multicast
distribution tree using native unicast transmission. Re-
ceivers generate loss reports that are sent back up the
distribution tree via the reflectors. Hence, the reflectors
can collapse loss reports to avoid the implosion prob-
lem. But they do so by averaging statistics across each
reporting host. Because the sending rate is based on an
average over different receivers, the overall transmission
quality is proportional to the worst-case receiver. More-
over, the manual placement of reflectors works poorly in
practice because end users are rarely capable of deploy-
ing the reflectors at strategic locations not only because
of administrative access restrictions but also for lack of
knowledge of the underlying topology. Consequently,
“reflector networks” are most often deployed by creat-
ing a centralized server to which each user connects in
a star topology. Typically, a user creates a “conference”
by setting up a reflector and advertising its Internet host
address. Each participant in turn connects to this ad-
vertised address, placing not only a computational load
on the reflector host but also a traffic load on the net-
work near the reflector. In this configuration, the server
replicates each incoming packet to each of the outgoing
connections causing quadratic growth of traffic.

Because RTP is an application-level protocol that
makes few assumptions about the underlying transport
and network layers, it is possible to bridge one or more
distinct “RTP sessions” into a single logical session us-
ing application-level gateways. Turletti and Bolot [103]
describe an architecture based on this model where
video gatewaysare placed throughout the network to
transcode portions of the multicast distribution tree into
a lower bit-rate coding either through format conversion
or requantization. This video gateway architecture was
first fully developed and fielded by Amir et al. [7] in a
specific application calledvgw, which provided design
feedback for the RTP specification and contributed an
efficient software-based method for transcoding high-
rate Motion-JPEG video into low-rate H.261. For ex-
ample, the network heterogeneity underlying the UCB
MBone seminar transmissions in Figure 8 is managed
by broadcasting video at multiple rates using Amir’s
video gateway. As illustrated in Figure 9, gateways are
deployed at strategic locations within the campus net-
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80 kb/s

ISDN

H H

EthernetsRouterGateway
MBone

Seminar
UCB

vgw

(MBone)
Internet

vgw
100 Mb/s

1 MB/s 1 MB/s

1 MB/s

128 kb/s

Campus Backbone

JPEG

Figure 9: Network-assisted Adaptation. In network-
assisted bandwidth adaptation, the rate of a video transmis-
sion is adjusted within the network. For the UCB Seminar
transmissions, we transmit high-rate JPEG streams over the
campus network and use multiple copies of our video gateway
vgw, placed at strategic locations in the network, to transcode
the high-rate video into low-rate H.261 for the MBone and for
home users across ISDN lines.

work to adapt a high-rate video transmission for the
MBone and ISDN. A 1 Mb/s Motion-JPEG stream is
transmitted over the campus network and two gateways
are deployed. One gateway transcodes the high-rate
stream to a 128 kb/s H.261 stream for the Internet, while
the other produces an 80 kb/s stream for users over
ISDN.

A marked disadvantage of the video gateway archi-
tecture is that compute-intensive agents must somehow
be placed, either manually or automatically, within the
network infrastructure. This is a challenging task be-
cause the ideal location might be infeasible due to insuf-
ficient computational resources or it might be adminis-
tratively impossible. One promising approach for over-
coming these administrative barriers is the “active net-
works” initiative [100], which proposes a new network
architecture that permits the placement and execution of
user-specified computation inside the network. In this
model, gateway programs can be positioned in the net-
work by end-users at any point or points desired. At
present, however, active networks remains very much
an open research problem and a comprehensive solution
in which video gateways exploit active networks has yet
to be demonstrated.

Even if the gateway placement problem were solved,
the architecture has other potential shortcomings. Be-
cause gateways must understand the semantic content
of the packet streams they manipulate, they must be
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entrusted with encryption keys when acting upon pri-
vate sessions. Yet this transfer of trust across adminis-
trative boundaries is unacceptable in many application
contexts. Moreover, the scalability of the gateway ar-
chitecture is constrained: a large multicast session with
many heterogeneous receivers and diverse requirements
would require the explicit management of gateways on
behalf of all of these users, potentially leading to con-
centration of control actions. Despite these hard prob-
lems, work on application-level gateway architectures
has shown promise and such systems have been used to
support real user communities at non-trivial scale [5].

4.2 Receiver-driven Layered Multicast

To overcome the limitations of the gateway architecture,
several researchers have proposed an end-to-end ap-
proach based on “receiver-drivenadaptation” that moves
the burden of rate-adaptation from the source or the net-
work to the receivers [26, 70, 103, 110, 15, 30, 51, 71,
103, 17]. In this approach, the source signal is repre-
sented in a hierarchical format and its constituent lay-
ers are striped across distinct multicast groups. In turn,
receivers adjust their reception rate by controlling the
number of groups they receive. In other words, selec-
tive forwarding is implicit in receiver interest — if there
are no receivers downstream of a given link in the net-
work, the multicast routers “prune back” that portion of
the distribution tree.

Although this general mechanism had been discussed
for several years in the research community, a spe-
cific adaptation scheme was not presented until 1996,
when we proposed Receiver-driven Layered Multicast
or RLM [70]. To complement RLM, we developed a
low-complexity layered source coder based on a hybrid
wavelet/DCT transform. When combined with RLM,
our “Progressive Video with Hybrid-transform” codec,
or PVH, provides a comprehensive solution for scal-
able multicast video transmission in heterogeneous net-
works.

In this article, we provide only a brief survey of
RLM; details can be found in [70, 73, 72]. In RLM,
a session is comprised of a number of active sources
transmitting layered streams to a number of receivers
distributed throughout the network. Since bandwidth
between a given receiver to any particular active source
may vary, RLM treats each source independently and
runs a separate instance of the adaptation protocol for
each incoming stream. In effect, the source takes no ac-
tive role in the protocol: it simply transmits each layer of
its signal on a separate multicast group. The key proto-
col machinery is run at each receiver, where adaptation
is carried out by joining and leaving groups. Concep-
tually, each receiver runs the following simple control
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Figure 10: Receiver-driven Adaptation. Receivers join
and leave multicast groups at will. The network forwards
traffic only along paths that have downstream receivers. In
this way, receivers define multicast distribution trees implicitly
through their locally advertised interest. A three-layer signal is
illustrated by the solid, dashed, and dotted arrows, traversing
high-speed (1 Mb/s), medium-speed (512 kb/s), and low-speed
(128 kb/s) links. In (a), we assume that the 512 kb/s is over-
subscribed and congested. ReceiverR2 detects the congestion
and reacts by dropping the dotted layer. Likewise, receiverR3

eventually joins just the solid layer. These events lead to the
configuration in (b).

loop:

� on congestion, drop a layer;

� on spare capacity, add a layer.

Under this scheme, a receiver searches for the optimal
level of subscriptionmuch as a TCP source searches for
the bottleneck transmission rate with the slow-start con-
gestion avoidance algorithm [54]. The receiver adds lay-
ers until congestion occurs and backs off to an operating
point below this bottleneck rate.

Figure 10 illustrates the fundamental mechanism un-
derlying RLM. Suppose sourceS transmits three layers
of video to receiversR1,R2, andR3. Because theS=R1

path has high capacity,R1 can successfully subscribe to
all three layers and receive the highest quality signal.
However, if eitherR2 orR3 try to subscribe to the third
layer, the 512 kb/s link becomes congested and packets
are dropped. Both receivers react to this congestion by
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dropping layer 3, prompting the network to prune the
unwanted layer from the 512 kb/s link. Finally, because
of the limited capacity of the 128 kb/s link,R3 drops
down to just a single layer. In effect the distribution
trees for each layer are implicitly defined as a side effect
of receiver adaptation.

Although the RLM/PVH framework provides a
promising foundation for scalable delivery of video in
heterogeneous environments, a number of outstanding
hurdles must be overcome to deploy the system at large
scale over the current and future Internet:

� RLM requires layered media formats, but most ex-
isting codecs do not provide layered representa-
tions (and even if defined by the specification, they
are often not implemented),

� the current multicast infrastructure is limited and
not universally deployed (especially to end-users
behind dial-up and ISDN lines), and

� RLM does not provide fine-grained and cus-
tomized control over rate allocation in contrast to
gateways.

In light of these concerns, we believe that heterogene-
ity in multicast transmissions will likely be accommo-
dated through a combination of gateways and layered-
transmission. In some ways, these architectures are
complementary because a gateway can be simplified by
leveraging layered representation, e.g., by simply fil-
tering the appropriate number of sub-flows through the
gateway.

5 Adding Reliability:
Scalable Reliable Multicast

In the RTP applications discussed earlier, when a packet
is dropped in the network, no effort is made to recover
the lost information. Instead, the receiver simply suf-
fers a momentary degradation in quality to sustain the
lost packet. Since audio and video streams are more or
less ephemeral and often contain perceptually redundant
information, this scheme works well in practice when
packet losses are light. However, many new applica-
tions like shared whiteboards, webcast tools, network
games, and distributed simulation are not loss-tolerant
at all. Whiteboard state, for example, is persistent. If a
piece of a drawing update is lost, the application cannot
leave the drawing in an incomplete state; instead, it must
repair the damaged portion of the drawing by recovering
the missing packets from the multicast session. In short,
such applications require areliable multicasttransport
protocol.

Unfortunately, reliable multicast is a difficult prob-
lem. Though a number of wide-area reliable multicast
protocols have been proposed [65, 38, 64], none cur-
rently satisfies the requirements for “safe deployment”
in the global Internet because no existing scheme simul-
taneously provides (1) scalability to very large multicast
sessions, (2) congestion control that accommodates con-
strained and potentially heterogeneous link bandwidths,
and (3) a rich and configurable range of reliability se-
mantics. In fact there are many possible solutions with
important variations and tradeoffs and the approach de-
scribed in [38] proposes not a specific solution for reli-
able multicast, but rather a aframeworkthat enables the
construction of customized protocols tailored to specific
applications in a reusable fashion. This work addition-
ally proposes a set of protocol mechanisms, collectively
called Scalable Reliable Multicast(SRM), to support
reliable multicast for both very large sessions and net-
works.

Unlike many traditional works in reliable multicast,
the approach in the IP Multicast community, and in par-
ticular SRM, does not attempt to guarantee any seman-
tics for message delivery order. Protocols like ISIS [12],
HORUS [106], Totem [79], and RMP [109] all support
the notion of causal message ordering (i.e., all events
triggered by message arrivals obey Lamport’s notion
of “happens before” [62]) as well as global message
ordering (i.e., the same message order is seen by all
receivers). But providing such semantics comes at a
high cost: scalability is limited because each end-system
must maintain state for all senders and system robust-
ness is sacrificed because network failures or partitions
require costly fault recovery algorithms. In contrast,
SRM makes no such guarantees; messages can arrive
in any order. The only guarantee is that each message is
eventually delivered to all “interested” receivers. This
model is often called “concurrent reliable multicast”
[64] because message delivery is asynchronous and the
order non-deterministic; thus in Lamport’s terminology
all events are “concurrent”. And because the burden of
ensuring reliability is placed on receivers in SRM, a re-
ceiver that is not interested in some data need not request
retransmission. In this way, the protocol can accommo-
date heterogeneity in receiver reliability requirements.

Receiver-reliability and the framework-based ap-
proach are, in essence, another instance of ALF — dif-
ferent applications require different types of error recov-
ery, flow control, and congestion adaptation schemes,
and this variability is effectively managed by an ALF-
based framework. Further, this ALF framework allows
an application’s protocol to explicitly account for the
structure of the underlying application data through in-
telligent fragmentation, framing, packet reordering, and
retransmission prioritization, thus optimizing that appli-
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cation across the network.

5.1 Loss Recovery

A key challenge in the design of a reliable multicast
transport lies in defining a loss recovery algorithm that
can scale to very large numbers of receivers. Why is
this difficult? An obvious approach to providing relia-
bility for multicast is to simply extend a unicast reliable
transport like TCP to multicast. Here, TCP’s ARQ al-
gorithm generates an ACK packet for every data packet.
However, in a multicast setting, if every receiver sent
an ACK back to the source, then each transmission of
a data packet would result in the roughly simultaneous
generation of an ACK packet from every receiver in the
multicast session. As depicted in Figure 11, these ACKs
concentrate orimplodeat the source, resulting in con-
gestion transients that adversely impact not only the re-
liable multicast protocol but other traffic flows as well.
This pathological behavior is known as the ACK implo-
sion effect [33].

We can reduce the impact of ACK implosions by
using negative acknowledgments (NACKs) rather than
positive ACKs. Here, a receiver generates a NACK
only when it detects missing data. The receiver infers
such a loss by noting a gap in the sequence space since
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Figure 14: Receiver-driven Loss Recovery. This fig-
ure illustrates the two modes of receiver-driven loss recovery
used by SRM: data-driven recovery and control-driven recov-
ery. Each diagram is a time-space plot, where time proceeds
down the page and the horizontal axis differentiates two hosts
in space, A and B. In the left hand transfer, recovery is data-
driven: A sends four packets, two of which are dropped. On
receipt of the fourth packet, B detects missing data, requests a
repair, and A repairs the two missing data units with a single
packet. On the right hand side, recovery is control-driven us-
ing announce/listen “session packets”. Here, the last packet in
a sequence of packets from A is dropped, but B does not detect
the data loss until A sends its periodic state announcement, at
which time B issues the repair request. Note that SRM’s ran-
dom recovery delays have been elided to simplify the diagram.
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the source assigns a monotonically increasing sequence
number to each packet in the stream. However, this gap
detection algorithm cannot detect “tail losses,” that is,
losses that occur at the end of a packet burst. Thus,
SRM includes a companion announce/listen protocol in
which each announcement packet includes the highest
sequence number sent so far. The announce/listen mes-
sages can then be used by a receiver to detect tail losses
by comparing the announcement packet sequence num-
ber against the receiver’s state. In effect, the receiver
detects gaps either when a source sends data subsequent
to a loss, or upon state announcement. Figure 14 illus-
trates these two recovery modes.

While the NACK mechanism works well when the
location of the loss is near the receiver, the implosion
effect still occurs for losses near the root of the multicast
distribution tree. For example, Figure 12 shows a loss
(packet 2) among a sequence of packets generated from
sourceS. Subsequently, packet 3 arrives at roughly the
same time at each of the receiversR2; R3; andR4, in
turn, triggering the simultaneous generation of NACKs
back toward the source as depicted in Figure 13.

SRM avoids this problem by exploiting multicast to
dampen control traffic in a distributed fashion. Rather
than unicast a NACK to the original source, an SRM
receiver multicasts the NACK to the entire group. As
a result, a receiver in need of that same data can sup-
press its own generation of the identical control mes-
sage. However, if all receivers generate a NACK at
roughly the same time, the finite propagation delays be-
tween receivers will prevent them from learning of each
other’s attempts. Thus, SRM adds a random delay to the
time each receiver generates a control message. In short,
all receivers in a common “loss sub-tree” all detect the
loss roughly simultaneously, they each pick a random
delay, and some receiver “wins” the contest by picking
the smallest random number. This receiver then mul-
ticasts its NACK and suppresses all other receivers’ at-
tempts at generating the same NACK. Finally, the source
receives the NACK and as shown in Figure 15 retrans-
mits the data for the missing packet 2.

Note that in this scenario both sourceS and receiver
R1 hear the NACK for packet 2 and both of them have
that data. So either session member could potentially
answer the NACK. This highly desirable consequence
of the multicast-NACK scheme enhances SRM’s fault
tolerance because the system continues to operate even
when the original source of the data has terminated or
is behind a network partition. Moreover, this approach
allows receivers nearer the location of packet loss to re-
spond rather than the more distant source and thus de-
crease the delay and increase the efficiency of the proto-
col. To this end, any session member may respond to a
NACK, but if all members respond to the NACK simul-
taneously, we again face the implosion problem. Hence,
the data reply process in SRM uses the same randomized
delay algorithm as the NACK generation process. Fi-
nally, to favor NACKs and responses from nearby sites,
the randomized intervals are biased to account for the
propagation delay between the sites.

Unfortunately, the randomized nature of the algo-
rithm can still lead to overlapped events resulting in du-
plicate NACKs. To overcome this inefficiency, we can
increase the range of the random delay distribution to re-
duce the probability of duplicate NACKs (i.e., because
the spread of delays is larger leading to lower chance
of overlap). While widening the delay distribution in-
creases the protocol’s efficiency, it also increases the
overall expected delay. Thus we have a tension between
timeliness and efficiency. If we are willing to incur ex-
tra delay we can reduce the control traffic load, but if we
want lower delay, we must pay a higher cost in control
traffic. SRM includes a mechanism for adapting these
tradeoffs dynamically; measurements of the frequency
of duplicate responses are used to adjust the random-
ized delay interval. The performance tradeoffs associ-
ated with adjusting the timer distributions are discussed
in the original SRM paper [38] as well as in more recent
work [89, 83].

To formalize the SRM protocol mechanisms, letC1

andC2 be design constants andd(x) be the propagation
delay from the receiver in question to hostx, then the
SRM loss recovery algorithm is roughly as follows:

� set the backoff parameter� = 1.

� upon missing dataD from hostS, choose a random
delay� on2� [C1d(S); (C1 + C2)d(S)]

� schedule a request packet,REQD, for transmission
in � seconds.

� if we receiveREQD from some other host before�
seconds, then set� = �+1 and re-start the request
timer.
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� otherwise, if the data,D, or the repair reply,
REPD, is received before� seconds, cancel
REQD.

� otherwise, sendREQD after� seconds.

Note that the basic mechanism is enhanced with a back-
off to guarantee that the session as a whole continues
to request retransmission until the data is eventually re-
ceived. To avoid sustained congestion, the successive
request intervals are chosen with exponentially larger
values, much as Ethernet’s exponential backoff scheme
ensures stable operation.

Since the request is multicast to the entire group, any
host can answer it. The reply is generated by an arbitrary
receiver follows:

� upon receipt ofREQD from host A, if D is
locally available, choose a random delay� on
[C1d(A); (C1 + C2)d(A)]

� schedule the repair packetREPD for transmission
in � seconds.

� if REPD is received before� seconds, then cancel
the repair timer.

� otherwise, sendREPD after� seconds.

The net effect of the randomization and network de-
lay term is to bias the retransmissions toward those sites
that are the closest to the sender. In a network where
loss is often concentrated at the backbone gateways,
this scheme is effective because packet drops generally
affect a large fraction of the group. Thus, the multi-
cast repair mechanism efficiently repairs a large number
of affected receivers using a single packet. However,
many backbone networks typically have sufficient ca-
pacity to carry all offered traffic and instead congestion
and packet losses occur more frequently at the access
points to the network. Hence, “loss neighborhoods” are
likely to cluster toward the leaves of the distribution tree
nearer the edge of the network. In fact, recent exper-
imental work shows that such loss neighborhoods ac-
tually occur in the MBone and, as a result, loss pat-
terns across loss neighborhoods tends to be uncorrelated
[111]. As the number of loss neighborhoods grows (i.e.,
as the session gets larger across the wide area), the ag-
gregate probability that a given packet is lost by at least
one loss neighborhood approaches one. And since the
global recoverymechanism described above multicasts
both the request (the NACK) and the repair (the retrans-
mission) to the entire group, the efficiency of SRM in
this naive form declines substantially.

Local Recovery. The network research community
is actively pursuing two approaches to combat the ad-
verse effects of uncorrelated packet loss. The first ap-
proach, originally proposed in [38], is calledlocal re-
covery. In local recovery, the reach of a request or re-
transmission is confined to some localized region of the
network, e.g., using the IP Multicast scoping controls
described inx2.4. Ideally, this localized region would be
just large enough to ensure that the request reaches some
other receiver with the data and the response would be
multicast with a scope just large enough to reach each
affected receiver. In this fashion the loss recovery traf-
fic is spatially localized to a confined region of the net-
work and the overall protocol scales without impact-
ing the global performance across the session. The re-
search community is actively experimenting with differ-
ent forms of local recovery, e.g., using TTL-scopes [38]
or multiple multicast groups [67], but no scheme has yet
been deployed or even studied at large scale or under
realistic conditions.

FEC Multicast. A second approach for combating
uncorrelated loss in reliable multicast is a novel appli-
cation of forward-error correction coding (FEC) to the
SRM repair scheme [82, 52, 84]. The basic idea is to
retransmit error-correcting codes rather than the orig-
inal data itself so that a distinct packet loss or losses
in distinct areas of the network can be simultaneously
repaired with a single packet. This “simultaneous re-
pair” mechanism utilizes(n; k) block codes [66]. Here,
a packet stream is grouped into platoons ofn pack-
ets each, and whenever a loss is detected the receiver
NACKs the platoon rather than the packet. If each re-
ceiver indicates the numberm of packets lost from that
platoon, then the responder can merely sendm of k par-
ity packets. Thus, another receiver that lostany set of
m packets from that same platoon can recover the orig-
inal data. Moreover, the scheme can be augmented so
that the session as a whole computes a maximum num-
ber of missing packets, for a given platoon, across all
members of the session (i.e., a receiver suppresses its
NACK only upon receipt of a NACK indicating a larger
or equal number of missing packets). The elegance of
this scheme lies in the fact that FEC is used only in re-
covery not in the original data stream. Thus there is no
FEC overhead for a loss-free channel.

To illustrate this algorithm, consider a (2,1)
exclusive-or parity code. Suppose at roughly the same
time, receiver A loses packet� and receiver B loses
packet�. Under global recovery, A requests retransmis-
sion of� and B requests retransmission of�, and subse-
quently the source (or another receiver that has this in-
formation) responds by multicasting both� and�. But
assuming that receiver A has packet� and receiver B
has packet�, we can halve the amount of repair traffic
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by multicasting the parity of� and� (i.e.,�+�), which
is sufficient information for each receiver to recover the
missing packet. In a sense, this process is not error-
control coding at all, but rather a form of source-coding
(i.e., data compression) that accounts for the conditional
information known throughout the session.

We have but sketched the high level ideas behind the
application of FEC to reliable multicast. This is a new
and active research area, and many details, variants, and
generalizations are being developed. See [84] for a de-
tailed analysis of the approach that pioneered the use of
FEC for reliable multicast.

6 Security

While security and privacy are often overlooked in
experimental multimedia systems, their importance in
public networks like the Internet and the MBone
prompted their integration into the earliest prototypes of
the MBone tools. In this last section, we briefly survey
the privacy mechanisms used in LWS and identify some
of the open problems in multicast security.

A common belief holds that multicast is inherently
less secure than unicast because information is sent ev-
erywhere. Perhaps this would be true if securing the
physical network were the only reliable means of se-
cure transmission. But as public networks become more
commonplace, reliance upon securing the physical com-
munications network is becoming difficult and uneco-
nomical if not at times impossible. This problem is crys-
tallized by the classic “end-to-end” argument, which
says that it is best to secure data transmission on an end-
to-end basis since, in a multi-stage design, the system is
only as strong as its weakest link, and moreover, trust
must be reflected through all interfaces in the system
[92].

To this end, the MBone tools and the LWS archi-
tecture utilize end-to-end symmetric-key encryption for
privacy. The RTP and RTCP session announcement
standards include datagram padding for block ciphers
and features to protect against known plain-text attacks,
and hence, they are well suited for encryption. The cur-
rent set of tools implement several variants of encryption
within this framework. Because of U.S. export restric-
tions, the MBone tools are distributed with a trivial-to-
break exclusive-or cipher; otherwise, “Triple DES” with
cipher-block chaining is typically used for secure com-
munication.

Since the MBone tools and RTP were defined before
the IP Security Protocol (IPSEC) [8] was in place, they
include their own mechanism for security. Eventually,
RTP security may be superseded by lower-layer security
protocols.

Once all participants in a session have the requi-
site encryption key, encrypted communication is triv-
ial. Each packet is simply encrypted and decrypted ac-
cording to the RTP encryption rules and the algorithm
of the underlying cipher. However, the distribution of
private keys to all the session members is potentially a
very difficult problem that is confounded by the desire
to support very large sessions with dynamic member-
ship. Large and heterogeneous environments may re-
quire fairly sophisticated trust models (e.g., each partic-
ipant trusts the moderator and their friends but no one
else).

To illustrate the problem posed here, consider an in-
progress private session in which a new guest joins.
Suppose some protocol securely transports the key to
the new guest, after which the guest can communicate
with the rest of the group. But if this new participant
had saved up all of the previously transmitted encrypted
packets, he can now use his new knowledge of the secret
key to decode and replay the saved session thereby com-
promising the privacy of the earlier discussion. Though
several works have attacked this problem, none of them
offer a truly scalable solution [24, 85, 75]. Dynamic se-
curity for multicast remains an area of active research.

A much simpler but less versatile mechanism has
been designed for the MBone and LWS [58]. Under this
model, encryption of the session announcement proto-
col is combined with that of the media transport chan-
nels. Here, a user registers a set of keys with a ses-
sion agent or session directory tool likesdr. These keys
are typically distributed by some secure, out-of-band
communication channel (e.g., in person, on the phone,
or using public-key cryptography, perhaps “privacy en-
hanced email” or PGP [115]). When creating a pri-
vate session, the user specifies one of these registered
keys (or types one in manually). Subsequently, the an-
nouncement messages for this private new session are
multicast encrypted with this same key. Even though
different keys are applied to different session announce-
ments, they are all multiplexed together and multicast
over the same channel. Normally, the receiving session
directory agent would discard these encrypted session
announcements because they are incoherent and fail the
standard integrity checks. But before discarding a mes-
sage, the receiving agent attempts to decrypt it with each
of the registered keys. If any key produces a valid mes-
sage, then the session announcement is accepted and
presented to the user, and that particular key is associ-
ated with that particular session. If the user later joins
the session, then the session directory tool launches all
of the requisite media tools and configures them with
the appropriate encryption key, thereby alleviating the
burden of key configuration entirely from the user.

While symmetric-key encryption of multicast ses-
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sions supports privacy, it cannot control fine-grained ac-
cess to the media channels among the trusted members
within the session. Instead, access control to a session
is handled by floor control mechanisms that are largely
external to the media applications. For instance, if an
agreed upon floor control protocol instructs some re-
ceiver to ignore a host or hosts (or conversely to focus
on one or more hosts), then access to the session is effec-
tively controlled not by controlling the communication
channel, but instead by instructing the receiver who to
ignore and who not to ignore. This model of “receiver
orchestrated” coordination and control is elaborated to
some extent in [69, 55].

In addition to privacy controls, a comprehensive se-
curity architecture must also include mechanisms for au-
thentication. Otherwise, an adversary could subvert a
group communication by masquerading as another ses-
sion member. Some degree of authentication can be de-
rived from a simple IP host address check, but IP source
addresses can still be “spoofed”. Yet even this simple
check cannot be used in SRM, where an arbitrary re-
ceiver responds to a NACK and thus can easily alter the
contents of the retransmission. To counteract this and
maintain the integrity of original transmission, [38] pro-
poses that sensitive data be signed with a cryptographic
hash derived from the sender’s public key. While this
basic approach has been discussed for some years in the
research community, to our knowledge it has never ac-
tually been implemented in a reliable multicast applica-
tion. Perhaps this will change if and when a public key
infrastructure is in place and more sensitive applications
are developed.

7 Summary

In this article, we surveyed the LWS architecture and the
protocols and applications that exploit this infrastruc-
ture for scalable and effective multicast communication.
We described the history of the MBone and the results
of this development in the standardization of RTP and
the refinement of the whiteboard protocols into SRM.
We also discussed the challenges in delivering real-time
media streams to heterogeneous receivers and sketched
some of the proposed works that address this problem,
namely video gateways and Receiver-driven Layered
Multicast. Finally, we described the primitive yet ef-
fective LWS security model currently in widespread use
over the MBone.

While many open problems stand before the uni-
versal deployment of IP Multicast (e.g., multicast con-
gestion control, pricing, scalability of the routing in-
frastructure, and so forth), LWS has proven highly
promising and more scalable and flexible than any other

known approach for multipoint communication. To-
gether, LWS, RTP, SRM, and the related technologies
discussed herein all combine to provide a comprehen-
sive solution for scalable multicast media transmission
in heterogeneous packet-switched networks like the In-
ternet. As a natural consequence, many of the ideas and
protocols of the LWS framework have undergone or are
undergoing commercialization both by large established
Internet-oriented companies as well as several smaller
start-up ventures. Ultimately, we believe that these tech-
nologies may eventually supplant our traditional main-
stream media carriers and provide the conduit for digital
television broadcasts, global information dissemination,
and the emerging “push model” for web-based applica-
tions.
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