Industrial and Economic Properties of Softw are

Technology, Processes, and Value

David G. Messerschmitt

Department of Electrical Engineering and Computer Sciences

University of California

Berkeley, California, USA messer@eecs.berkeley.edu

Clemens Szyperski

Microsoft Research

Redmond, Washington, USA cszypers@microsoft.com

Copyright notice and disclaimer

© 2000 David Messerschmitt. All rights reserved.

© 2000 M icrosoft Corporation. All rights reserved.

Reproduction for personal and educational purposes is permissible.

The names of actual companies and products mentioned herein may be the trademarks of their respective owners.

The views presented in this paper ar e solelythose of the authors and do not represent the views of either the University of California or Microsoft Corporation.

Abstract

Software technology and its related activities are examined froman industrial and economic perspective. More specificall y, the distinct characteristics of software fromthe perspective of the end - user, the software engineer, the operational manager, the intellectual property lawyer, the owner, and the economist are identified. The overlaps and relationships among these pers pectives are discussed, organized around three primary issues: technology, processes, and value relationships. Examples of the specific issues identified are licensing vs. service provider models, alternative terms and conditions of licensing, distinct rol es in the supplier value chain

(development, provisioning, operation, and use) and requirements value chain (user needs and requirements), and the relationship of these issues to industrial organization and pricing. The characteristics of software as an ec onomic good and how they differ frommaterial and information goods are emphasized, along with how these characteristics affect commercial relationships and industrial organization. A primary goal of this paper is to stimulate more and better research rele vant to the software industry in the economic, business, and legal disciplines.

Table of contents

Cop yright notice and disclaimer ................................ ................................ ................................ ..................... 1

Abst ract ................................ ................................ ................................ ................................ ........................... 1

T able of contents ................................ ................................ ................................ ................................ ............ 2

1 Introduction ................................ ................................ ................................ ................................ ............ 4

1.1 Software ˙ a uniqu e good ................................ ................................ ................................ ............... 4

1.2 Software ˙ a unique ind ustr y ................................ ................................ ................................ .......... 4

1.3 Foundatio ns of infor matio n technology ................................ ................................ .......................... 5

1.4 Perspectives and issues ................................ ................................ ................................ ................... 6

2 User perspective ................................ ................................ ................................ ................................ ..... 7

2.1 Productivity and impact ................................ ................................ ................................ .................. 8

2.2 Networ k effects ................................ ................................ ................................ ............................... 8

2.3 Usage ................................ ................................ ................................ ................................ .............. 8

2.4 Quality and perfor mance ................................ ................................ ................................ ................ 8

2.5 Usability ................................ ................................ ................................ ................................ .......... 9

2.6 Security and privacy ................................ ................................ ................................ ....................... 9

2.7 Flexibilityand extensibility ................................ ................................ ................................ ............ 9

2.8 Co mposability ................................ ................................ ................................ ................................ . 9

3 Software engineering perspective ................................ ................................ ................................ ......... 10

3.1 Ad vancing te chnology ................................ ................................ ................................ .................. 10

3.2 Programexecutio n ................................ ................................ ................................ ........................ 10

3.2.1

Platfor mand environment ................................ ................................ ................................ .... 10

3.2.2

Portability ................................ ................................ ................................ ............................. 11

3.2.3

Co mpilatio n and interpretation ................................ ................................ ............................. 11

3.2.4

T rust in execution ................................ ................................ ................................ ................. 12

3.2.5

Operating system ................................ ................................ ................................ .................. 12

3.3 Software develop ment process ................................ ................................ ................................ ..... 12

3.3.1

Waterfall model ................................ ................................ ................................ .................... 12

3.3.2

Develop ment tools ................................ ................................ ................................ ................ 13

3.3.3

Architecture ................................ ................................ ................................ .......................... 13

3.3.4

Interfaces and API s ................................ ................................ ................................ ............... 14

3.3.5

Achieving co mposability ................................ ................................ ................................ ...... 14

3.4 Software as a plan and factor y ................................ ................................ ................................ ...... 15

3.5 I mpact of the network ................................ ................................ ................................ ................... 16

3.6 Standardization ................................ ................................ ................................ ............................. 16

4 Managerial perspective ................................ ................................ ................................ ......................... 17

4.1 Four value chains ................................ ................................ ................................ .......................... 18

4.2 T he stages of the supplyvalue chain ................................ ................................ ............................ 19

4.2.1

Develop ment ................................ ................................ ................................ ......................... 19

4.2.2

Provisioning ................................ ................................ ................................ .......................... 19

4.2.3

Operations ................................ ................................ ................................ ............................. 20

4.2.4

Use ................................ ................................ ................................ ................................ ........ 20

4.3 T otal cost of o wnership ................................ ................................ ................................ ................. 20

5 Legal perspective ................................ ................................ ................................ ................................ .. 21

5.1 Cop yright ................................ ................................ ................................ ................................ ...... 21

5.2 Patents ................................ ................................ ................................ ................................ ........... 21

6 Ownership perspective ................................ ................................ ................................ .......................... 22

6.1 Industrial organizatio n ................................ ................................ ................................ .................. 22

6.2 Business relatio nships ................................ ................................ ................................ ................... 23

6.2.1

T ypes of custo mer s ................................ ................................ ................................ ............... 23

6.2.2

Sof tware distribution ................................ ................................ ................................ ............. 24

6.2.3

Software pricing ................................ ................................ ................................ .................... 24

6.2.4

Acq uiring applications ................................ ................................ ................................ .......... 25

6.2.5

Acq uiring infrastructure ................................ ................................ ................................ ........ 25

6.3 Vertical heterogeneity ................................ ................................ ................................ ................... 26

6.4 Horizontal heterogeneity ................................ ................................ ................................ ............... 27

6.4.1

Multiple platfor ms ................................ ................................ ................................ ................ 27

6.4.2

Shared responsibility ................................ ................................ ................................ ............. 28

6.4.3

Distributed par titioning ................................ ................................ ................................ ......... 28

6.5 An industrial revolution? ................................ ................................ ................................ .............. 28

6.5.1

Frameworks ................................ ................................ ................................ .......................... 29

6.5.2

Co mponents ................................ ................................ ................................ .......................... 29

7 Econo mic perspective ................................ ................................ ................................ ........................... 31

7.1 Demand ................................ ................................ ................................ ................................ ......... 31

7. 1.1

Networ k effects vs. software categor y ................................ ................................ .................. 31

7.1.2

Lock - in ................................ ................................ ................................ ................................ .. 32

7.2 Supply ................................ ................................ ................................ ................................ ........... 32

7.2.1

Risk ................................ ................................ ................................ ................................ ....... 32

7.2.2

Reusability ................................ ................................ ................................ ............................ 33

7.2.3

Co mpetitio n ................................ ................................ ................................ .......................... 33

7.2.4

Dynamic SupplyChains ................................ ................................ ................................ ....... 33

7.2.5

Rapidlyexpanding markets ................................ ................................ ................................ .. 33

7.3 Pricing ................................ ................................ ................................ ................................ ........... 34

7.3.1

Value pricing and versioning ................................ ................................ ................................ 34

7.3.2

Variable pricing ................................ ................................ ................................ .................... 35

7.3.3

Bundling ................................ ................................ ................................ ............................... 35

7.3.4

T hird partyrevenue ................................ ................................ ................................ ............... 35

7.4 Evolutio n ................................ ................................ ................................ ................................ ...... 35

7.5 Co mplementarity ................................ ................................ ................................ .......................... 36

8 T he future ................................ ................................ ................................ ................................ ............. 36

8.1 Infor mation appliances ................................ ................................ ................................ ................. 36

8.2 Pervasive co mp uting ................................ ................................ ................................ ..................... 37

8.3 Mobile and no madic infor mation technology ................................ ................................ ............... 37

8.4 A co mpo nent marketplace ................................ ................................ ................................ ............ 37

8.5 Pricing and business models ................................ ................................ ................................ ......... 37

9 Conclusio ns ................................ ................................ ................................ ................................ .......... 38

References ................................ ................................ ................................ ................................ .................... 39

T he authors ................................ ................................ ................................ ................................ ................... 42

Endnotes ................................ ................................ ................................ ................................ ....................... 42

1 Introduction

The software industry has become critical. It is large and rapidly growing in its own right, and its secondary impact on the remainder of the economy is disproportionate. In view of this, the paucity of research into the industrial and economics properties of software ˙ which flies in the face of both its growing economic importance and the interesting and challengin g issues it engenders ˙ is puzzling. Most prior work on the economics of software ˙ performed by practitioners of software engineering ˙ has focused on serving software developers, where the emphasis is on cost estimation and j ustification of investments, and to a lesser extent, estimation of demand [Boe81, Gul93, Ver91, Boe99, Boe00, Ken98, Lev87, Cla93, Kan89, Boe84, The84].

As discussed later, many of the concepts of information economics [Sha99], such as network externalities [Kat85], lock - in, and standardiza tion [Dav90], also apply directly to software.

However, software involves not only development, but also other critical processes such as provisioning, operations, and use. In ways that will be described, it differs markedly from information as an economic good.

The lack of research fromthis general perspective is likely due to the complicated and sometimes arcane nature of software, the process of creating software, and the industrial processes and business relationships surrounding it. With this paper, w e hope to rectify this situation by communicating to a broad audience, including especially the economics, business, and legal disciplines, the characteristics of software froman industrial and economic perspective. There are myriad opportunities to study software and software markets froma broader economic, industrial, and managerial perspective. Given the changingbusiness models for creatingand sellingsoftware and software - based services, it is an opportune time to do so.

1.1 Software ˙ a unique good

Like information, software is an immaterial good ˙ it has a logical rather than physical manifestation, as distinct frommost goods in the industrial economy, which are material.

However, both software and information require a material support infrastructure to be useful.

Information is valued for how it informs , but there must be a material medium for storing, conveying, and accessing its logical significance, such as paper, disk, or display. Software is valued for what it does , but requires a computer processor to realize its intentions. Software most closely resembles a service in the industrial economy: a service is immaterial, but requires a provider (mechanical or human) to convey its intent.

Software differs markedly fromother material and immaterial goods and services. On the supply side, its substantial economies of scale are much greater than material goods, with large creation costs but miniscule reproduction and distribution costs. In this regard, it is similar to information.

On the demand side, unlik e information (which is valued for its ability to influence or inform), software is similar to many material goods and to services in that its value is in the behaviors and actions it performs. In some circumstances, like computation, robotics, email, or w ord processing, it directly substitutes for services provided by human providers. In other cases, like the typewriter and telephone, it directly substitutes for material goods. Software is valued for its execution, rather than its insights. Additional unde rstanding of software as a good will be developed later.

1.2 Software ˙ a unique industry

In light of the uniqueness of software, the software industry has many characteristics that are individually familiar, but collected in unusual combinations. For example, l ike writing a novel, it is risky to invest in software creation, but unlike writing a novel it is essential to collaborate with the eventual users in defining its features. Like an organizational hierarchy, software applications are often essential to runn ing a business, but unlike an organization, software is often designed by outside vendors with (unfortunately) limited ability to adapt to special or changing needs.

Although software is valued for what it does, like many material goods, unlike material go ods it has practically no unit manufacturing costs, and is totally dependent on an infrastructure of equipment providing its execution environment. To a considerably greater degree than most material goods, a single software application and its supporting infrastructure are decomposed into many internal units (later called modules), often supplied by different vendors and with distinct ownership. Even the term^ownership~ has somewhat different connotations from material goods, because it is based on intell ectual property laws rather than title and physical possession.

These examples suggest that the software industry ˙ as well as interested participants like the end - user, service provider, and regulatorycommunities ˙ confronts unique challenges, andindeed it does. In addressing these challenges, it is important to appreciate the many facets of software and how it is created and used in the real world, and that is the goal of this paper. The authors are technical specialists with a special interest in industria l, business, and economics issues surrounding software. We are especially interested in how software technology can be improved and the business and organizational processes surrounding more successful. To aid software professionals and managers, we hope t o stimulate the consideration of superior (or at least improved) strategies for software investments. We believe it would be to the benefit of the software industry for economists and business strategists to study software´s characteristics and surrounding strategies in greater breadth and depth. Thus, our primary goal is to aid the understanding of software as a good, as distinct frommaterial and information goods, and to understand the processes surrounding it. We do not specifically address here the str ategic challenges that flow fromthis understanding, but hope that this work will stimulate more and better investigation of this type.

1.3 Foundations of information technology

We all have an intuitive understanding of software based on our experience with pe rsonal computers. It is embodied by a ^program~ consisting of many instructions that ^execute~ on a computer to do something useful for us, the user. Behind the scenes, the picture is vastly more complicated than this, especially as software becomes an int egral foundation of the operation of organizations of all types, and even society more generally.

Information technology (IT) is created for the primary purpose of acquiring, manipulating, and retrieving information , which can be defined as recognizable pa tterns (like text, pictures, audio, etc.) that affect or informan individual or organization (group of people with a collective purpose). Information technology has three constituents: Processing modifies information, storage conveys it fromone time to a nother, and communications conveys it fromone place to another.

Often products valued for their behavior or actions have a material or hardware embodiment.

Hardware refers to the portion of in information technology based directly on physical laws, like e lectronics, magnetics, or optics 1 . In principle, any information technology systemcan be constructed exclusively fromhardware 2 . However, the central idea of computing is hardware programmability . The functionality of the computer is determined not only b y the hardware

(which is fixed at the time of manufacture), but can be modified after manufacture as the software is added and executed 3 . Since there is a fundamental exchangeability of hardware and software˙ each can in principle substitute for the other ˙ i t is useful to view software as immaterial hardware . The boundary between what is achieved in software and what in hardware is somewhat arbitrary and changes over time 4 .

Fundamentally, information comes in different media, like a sound (as a pressure wave in the air), picture (a two - dimensional intensity field), or text (a sequence of alphabetical characters and punctuation marks). However, all information can be represented 5 by collections of bits

(immaterial entities assuming two values: zero and one), su ch a collection is also known as data 6 .

In information technology systems, all information and software are represented by data ˙ this is known as a digital representation. This is advantageous because it allows different types of information, and even softw are, to be freely mixed as they are processed, stored, and communicated. IT thus focuses on the processing, storage, and communication of bits 7 .

An operating IT systemconveys streams of bits through time and space. Bits flow through space via a communicat ions link froma sender to one or more receivers. Storage conveys bits through time: a sender stores bits at one time and a recipient retrieves these bits at some later time 8 .

Processing modifies bits at specific points in space - time. When controlled by so ftware, processing is performed by hardware specialized to interpreting the bits representing that software. Afundamental requirement is for material hardware to underpin all bit - leveloperations:

the material structure (atoms, photons) brings the immater ial bits into existence and carries out the processing, storage and retrieval, and communication fromone place to another.

1.4 Perspectives and issues

This paper views software fromsix individual perspectives, correspondingto the rows in Table 1 :

Users, software engineers, managers, lawyers, owners, and economists. We make no pretense of completeness in any of these perspectives, but focus on issues of greatest relevance and importance 9 . The main body of the paper is organized aroun d these perspectives 10 , in the order of the rows of Table 1 .

We also focus on three basic issues, as reflected in the columns of Table 1 . In technology , we address those technical characteristics of softwa re and its execution environment that are especially relevant. One of the key distinctions here is between software applications (that provide functionality directly useful to end - users) and software infrastructure (that provides functionality common to ma ny applications). Processes are the primary steps required to successfully supply, provision, and use software, and the precedence relationships among them.

Finally, value considers the value - added of various functions and participants, and their interdepe ndence. Specifically, there are two value chains in software, in which participants add value sequentially to one another. The supplier value chain applies to the execution phase, and starts with the software vendor and ends by providing valuable functiona lity to the user. The requirements value chain applies to the software implementation phase, and starts with business and application ideas, gathers and adds functional and performance obj ectives fromusers, and finally ends with a detailed set of requirem ents for implementation. Together, these two chains compose to forma value cycle 11 . Many innovations start with software developers, who are better able to appreciate the technical possibilities than users, but neverthelessrequireend - userinputfor their validation and refinement.

Altogether, there are many dependencies of technology, processes, and value. Some representative considerations at the intersection of perspectives and issues are listed in the table cells. Reference back to this table should be helpful in appreciating the relationship among the numerous issues addressed later. The following sections now consider the six perspectives (rows in Table 1 ) and how they relate.

Table 1 . Examples of is sues (columns) and perspectives (row s) applying to commercial sof tw are.

Technology Processes Value

Needs

(users)

Flexibility Security, privacy

Functionality, impact

Participants

Design

(software engineers)

Representation, languages, execution, portabi lity, layering

Architecture, composition vs.

decomposition, standardization

Requirements, functionality, quality, performance

Roles

(managers)

Infrastructure

Development, provisioning, operations

Uses

Legal & policy

(lawyers, regulators)

I ntellectual property

(patent, copyright, trade secret)

Licensing, business process patents, antitrust

Ownership, trademark (brand)

Facilitators

Industrial organization

(owners)

Components, portability

License vs.

subscribe, outsourcing

Software and content supply, ou tsourced development, system integration, service provision

Observers

Economics

(economists)

Costs

Business relationships, terms and conditions

Supply, demand, pricing

2 User perspective

The primary purpose of software is to serve the needs of its end user s, whether they are individuals, groups of individuals, organizations (e.g. companies, universities, government), groups of organizations (e.g. commerce), or society at large (e.g. entertainment, politics).

To the user, the only direct impact of technology is the need to acquire, provision, and operate a complementary infrastructure to support the execution of the applications, which includes hardware and software for processing, storage, and communication. As discussed in Section 4 , there are substantial organizational processes surrounding a software application, and a maj or challenge for both the end - user and vendors is coordinating the design and provisioning of the application with those processes, and/or molding those proce sses to the software.

Software informs a computer (rather than a person) by giving it instructions that determine its behavior. Whereas information embodies no behavior, the primary value of software is derived fromthe behavior it invokes; that is what it causes a computer to do on behalf of a user, and various aspects of how well it does those things. Although much depends on the specific application context, there are also important generic facets of value that are now discussed.

There are various costs associated with acquiring, provisioning, and operatingsoftware, including payments to software suppliers, acquiring supporting hardware, and salaries (see Section 4 ).

Software with lower costs enhances the user´s value proposi tion 12 .

2.1 Productivity and impact

One way to value an application is the tangible impact that it has on an organization (or individual user) by making it more effective or successful. An application may improve the productivity of a user or organization, decr ease the time to accomplish relevant tasks, enhance the collaboration of workers, better manage knowledge assets, or improve the quality of outcomes 13 .

Applications can sometimes enable outcomes that otherwise would not be achievable, as in the case of movi e special effects or design simulation.

2.2 Network effects

For many software products, the value depends not only on intrinsic factors, but also increases with the number of other adopters of the same or compatible solutions. This network effect or network ex ternality [Sha99, Chu92, Kat85, Kat86] comes in two distinct forms [Mes99a]. In the stronger direct network effect, the application supports direct interaction among users, and the value increases with the number of users available to participate in that a pplication. (In particular, the first adopter typically derives no value.) In the weaker indirect network effect, the value depends on secondary assets like available content or trained staff, technical assistance or complementary applications, and more ad opters stimulate more investment in these secondary assets. An example of direct network effects is a remote conferencing application that simulates a face - to - face meeting, whereas the Web exhibits an indirect networkeffect based on the amount of content it attracts. An intermediate example would be a widely adopted word processing application, which offers substantial value to a solitary user, but also increases in value if many users can easily share documents.

2.3 Usage

Generally speaking, software that is used more offers more value. Usage has two factors: the number of users, and the amount of time spent by each user 14 .

2.4 Quality and performance

Quality speaks to the perceptual experience of the user [Sla98]. The two most immediate aspects of quality are the observed number and severity of defects and the observed performance 15 .

The most important performance parameters are the volume of work performed (e.g. the number of Web pages served up per unit time) and the interactive delay (e.g. the delay fromclickin g a hyperlink to the appearance of the requested page). Observed performance can be influenced by perceptual factors 16 , but when the ^observer~ is actually another piece of software, then obj ective measures apply 17 .

Perceived and real defects cannot be avoid ed completely. One reason is an unavoidable mismatch between what is built and what is needed. It is difficult enough to capture precisely the requirements of any individual user at any one point in time. Most software targets a large number of users (to i ncrease revenue) and also needs to serve users over extended periods of time, during which their requirements change. Requirements of large numbers of users over extended periods of time can at best be approximated. Perceived defects are defined relative t o specific requirements, which cannot be captured fully and accurately 18 . A second reason is the impracticality of detecting all design flaws in software 19 .

These observations notwithstanding, there are important graduations of defects that determine their p erceptual and quantifiable severity. For example, any defect that leads to significant loss of invested time and effort is more severe than a defect that, for example, temporarily disturbs the resolution of a display.

2.5 Usability

Another aspect of quality is usability [Nie00, UPA]. Usability is characterized by the user´s perception of how easy or difficult it is to accomplish the task at hand. This is hard to quantify and varies dramatically fromuser to user, even for the same application. Education, backgr ound, skill level, preferred mode of interaction, experience in general or with the particular application, and other factors are influential. Enhancing usability for a broad audience thus requires an application to offer alternative means of accomplishing the same thing 20 or adaptation 21 [Nie93].

Like quality, usability is compromised by the need to accommodate a large number of users with different and changing needs.

2.6 Security and privacy

Security strives to exclude outside attacks that aimto unveil secret s or inflict damage to software and information [How97, Pfl97]. Privacy strives to exclude outside traceability or correlatability of activities of an individual or organization [W3CP]. Both security and privacy offer value by restricting undesirable exter nal influences.

The details of security and privacy are defined by policies , which define what actions should and should not be possible. Policies are defined by the end - user or organization, and enforced by the software and hardware 22 . Often as these polic ies become stricter, usability is adversely impacted.

It is therefore valuable to offer configurability, based on the needs of the individual or organization and on the sensitivity of information being protected.

A separate aspect of security and privacy i s the establishment and honoring of trust . Whenever some transaction involves multiple parties, a mutual network of trust needs to be present or established, possibly with the aid of trusted third parties [Mess99a].

2.7 Flexibility and extensibility

Particular lyin business applications, flexibilitytomeetchangingrequirementsisvalued 23 .Today, business changes at a rapid rate, including organizational changes (mergers and divestment) and changes to existing or new products and services.

End - user organizatio ns often make large investments in adoptinga particular applicationsolution, especially in the reorganization of business processes around that application. Software suppliers that define and implement a well - defined roadmap for future extensions provide reassurance that future switches will be less necessary.

2.8 Composability

A single closed software solution offers less value than one that can be combined with other solutions to achieve greater functionality. This is called the composability of complementa ry software solutions. A simple example is the ability to share information and formatting among individual applications (like word processor and spreadsheet) in an office suite. A much more challenging example is the ability to compose distinct business a pplications to realize a new product or service.

3 Softw are engineering perspective

The primary function of software engineering is the development (which includes design, implementation, testing, maintenance, and upgrade) of working software [Pre00]. Wherea s the user represents the demand side, software development represents the supply side. There are intermediaries in the supply chain, as detailed in Section 4 . A comprehensive treatment of development would fill many books, so we focus on a few salient points.

3.1 Advancing technology

Processing, storage, and communications are all improving rapidly in terms of cost per unit of performance 24 . In each case, this improvement has been exponential with time, doubling in performance at eq uivalent cost roughly every 1.5 to 2 years and even faster for storage and fiber - optic communication. Continuing improvements are expected, with foreseeable improvements on the order of another factor of a million. Physical laws determine the ultimate limi ts, but the rate of improvement far short of those limits (as is the state of technology today) is determined by economic considerations. Technology suppliers make investments in technology advancement commensurate with current revenues, and determine the increments in technology advance based on expectations about increased market size, the time to realization of returns on those investments, and the expected risk. These factors all limit the rate of investment in research, development, and factories, larg elydeterminingthe rate of technological advance 25 . Apredictable rate of advancement also serves to coordinate the many complementary industry participants, such as microprocessor manufacturers and semiconductor equipment vendors 26 .

These technology advanc es have a considerable impact on the software industry. Fundamentally, they free developers to concentrate on factors other than performance, such as features that enhance usability (e.g. graphical user interfaces and real - time video), reduced time to mark et, or added functionality 27 .

3.2 Program execution

A software programembodies the actions required in the processing, storage, and communication of information content. It consists of the instructions authored by a programmer ˙ and executed by a computer ˙ that s pecify the detailed actions in response to each possible circumstance and input.

Software in isolation is useless; it must be executed, which requires a processor . A processor has a fixed and finite set of available instructions; a programcomprises a spe cified sequence of these instructions. There areanumberofdifferentprocessorswithdistinctiveinstructionsets,including several that are widely used. There are a number of different execution models, which lead directly to different forms in which s oftware can be distributed, as well as distinct business models.

3.2.1 Platf orm and environment

As a practical matter, consider a specific developed program, called our target. Rarely does this target execute in isolation, but rather relies on complementary soft ware, and often, other software relies on it. A platform is the sumof all hardware and software that is assumed available and static fromthe perspective of our target. For example, a computer and associated operating systemsoftware (see Section 3.2.5 ) is a commonplace platform(other examples are described later). Sometimes there is other software, which is neither part of the platform, nor under control of the platformor the target. The aggregation of platformand this othe r software is the environment for the target. Other software may come to rely on our target being available and static, in which case our target is a part of that program´s platform. Thus, the platformis defined relative to a particular target.

3.2.2 Portabilit y

It is desirable that programming not be too closely tied to a particular processor instruction set.

First, due to the primitive nature of individual instructions, programs directly tied to an instruction set are difficult to write, read, and understand. Second is the need for portable execution ˙ the ability of the programto execute on different processors ˙ as discussed in Section

3.5 . For this reason, software is developed using an abstract execution model, divorced fromthe in struction set of a particular processor.

Portability of a given programmeans that full functionality is preserved when executing on different computers and operating systems. This requires that a new platformbe created that appears uniformto our portabl e target program. Addingsoftware to each operatingsystemcreates such a new and uniformplatform. This new platform, often called a virtual machine , creates uniformways to interact with operating systemresources, input and output devices, and the netwo rk. It also creates a uniformrepresentation for programs across different computers, enabling portable execution.

Particularly in the networked age, portability is an essential business requirement for many applications (see Section 3.5 ).

3.2.3 Compilation and interpretation

The programformat manipulated directly by the software developer is called source code . It is written and read by people and also by various tools (programs performing useful functions aiding the software develo pment process). One such tool is an automatic translator to another programformat; the result of such an automatic transformation is called object code . The formof obj ect code that is directly executed on the target processor is called native code . It is not necessary to directly translate fromsource to native code. Instead, a series of transformations can be used to achieve that goal ˙ these transformations can even be staged to happen at different times and places [LL96].

Traditionally, a single transfor mation occurred either at the time of development (called compilation) or immediately prior to execution (called interpretation). Compilation allows the developer to transformthe code once and deliver native code for one specific target processor.

Interpr etation allows transformation on the fly, at the time of execution, by the target processor.

The primary distinction is that compiled obj ect code can execute on a single target processor, whereas interpretation allows code to be executed without modificati on on distinct targets 28 .

Portable execution can be achieved with multiple compilations, but requires a different software distribution for each target processor. Interpretation allows portable execution with a single software source distribution.

In a mult i - stage translation, compilation and interpretation can be combined 29 as in the J ava language 30 . This allows software to be distributed in a formthat can execute on different targets, but retains some of the advantages of compilation, such as better perform ance optimization. For software that is executed multiple times on the same processor, interpretation incurs an unnecessary performance penalty that can be avoided by using just - in - time compilation (J IT), in which a compiler is invoked within the interpret er to compile some of the intermediate obj ect code to native code. This technology can include online optimization, which actually improves the compilation by observing the local execution 31 . Current implementations of J ava illustrate this 32 [Sun99, SOT00].

Interpretation and J IT compilation are important techniques to achieve execution portability.

Interpretation can be avoided entirely without losing portability by always applying install - time or J IT compilation, as is the case with the common language runt ime of the Microsoft .NET

Framework. In a narrower definition of portability, interpretation and J IT compilation can also be used by platformvendors to allow software designed for another target be run on their platform, for example to allow Windows appli cations designed for a Pentiumplatformto execute on a

Digital Alpha platform 33 .

3.2.4 Trust in execution

An important issue is the implicit trust that a user places in an executing program[DFS98]. An untrustworthy programcould damage stored data, violate priv acy, or do other bad things. This places an additional consideration and burden on the choice of an intermediate obj ect code format. Two different models are currently in use. First, using cryptographic technology, a user can verify that obj ect code origin ated froma reputable software vendor, and further that it has not been modified 34 . Second, at execution time, it can be verified that code is not behaving maliciously and policies on what the code can and cannot do can be enforced 35 .

3.2.5 Operating system

An app lication programnever comprises the totality of the software executing on a particular computer. Rather, that programcoexists with: an operating system 36 , which provides an abstract execution environment serving to isolate the programfromunnecessary det ails of the computer hardware (e.g. the particulars of how data is stored on disk), hides the reality that multiple programs are executing concurrently on the same computer (called multitasking ), allocates various shared resources (e.g. memory and processo r cycles) to those programs, and provides various useful services (e.g. network communications). The operating systemis thus an essential part of any platform, along with the hardware.

3.3 Software development process

The primary process of interest to softwa re engineers is development . Programs today have reached an order of size and complexity that warrants careful consideration of this process.

Physical limitations (such as processing power and storage capacity) are no longer a significant limitation to wha t can be accomplished in software; rather, the most significant limitations relate to managing complexity, the development process, and limited financial resources.

3.3.1 W aterf all model

Recall that the requirements value chain taps the end - user´s experience to ultimately define the requirements of a given software development. This is augmented by the waterfall model of development [Roy70], which defines a set of distinct phases, each adding value to the phase before. Conceptualization and analysis develop a vis ion, a detailed plan for development in sufficient detail to warrant investment,andasetofdetailedrequirements. Architecture and design use a ^divide and conquer~ approach to break the overall systeminto pieces that can be realized

(somewhat) indepen dently. These pieces can then be implemented and tested individually, followed by integration of the modules (making themwork together) and testing and evaluation of the resulting functionality and performance.

Traditional development methods emphasized p rocesses that start with end - user requirements and end with deliverable software, but this picture is now largely irrelevant. Instead, most new software results froma modification and update of existing software [Vac93]. Where the produced software is mon olithic, the asset that enables production of new software is the established source base (the repertoire of source code available to and mastered by an organization). Software components (see Section 6.5.2 ) are an alternative complementary to maintaining source bases: instead of viewing source code as a collection of textual artifacts, it is viewed as a collection of units that separately yield components. Instead of arbitrarily modifying and evolving an ever - growing source bas e, components are individually evolved and then composed into a multitude of software products.

While the waterfall model is useful for identifying the distinct activities in development, it is highly oversimplified in practice because it does not recogniz e the existing code base 37 , it does not recognize that these phases are actually strongly overlapping, and because requirements are rarely static throughout development.

3.3.2 Development tools

An additional source of value, because they greatly reduce the develo pment time and cost, are development tools 38 . These tools automate tasks that would otherwise be time consuming, and do a number of other functions, such as keeping track of and mergingchanges. Sophisticated toolkits are necessary for the management and lo ng - termsuccess of large proj ects involving hundreds or thousands of software engineers.

3.3.3 Architecture

The notion of building software based on available assets can be moved to a more principled approach. Instead of relying on developers to `discover´ that some available code or component may be reused in new situations, software systems are designed such that they are related by construction. The level of design that emphasizes such relationships is software architecture

[BCK98, Bos00]. Like tools, architec ture plays an important role in containing the complexity of the system, in this case by allowing the overall systemto be composed of pieces developed largely independently.

The primary role of architecture is to address system - wide properties by providin g an overall design framework for a family of software systems. Concrete designs then fit in by following the architecture´s guidelines and complementing it with concrete local design decisions. If done properly, architecture decomposes systems into well - i dentified pieces called modules , describes their mutual dependencies and interactions, and specifies the parameters that determine the architecture´s degrees of configurability. As illustrated in Figure 1 , architecture has three f acets:

the decomposition of the systeminto modules, the functionality of each module, and the interaction among modules. Global system properties (a.k.a. system qualities ), such as performance, maintainability, extensibility, and usability, emerge fromth e concrete composition of modules 39 [CSA98].

Functionality

Decom position

Interaction

Figure 1 . An illustration of a simple sof tw are architecture.

"Modular" is a termdescribing architectures that have desirable properties fromthe perspecti ves of supporting a good development methodology and containing complexity [Par72, Bak79,

J un99]. One key property is strong cohesion (strong internal dependencies within modules) and weak coupling (weak dependencies across module boundaries). Other desira ble properties of modular architectures have become accepted over time 40 .

As illustrated in Figure 2 , modular architectures are usually constructed hierarchically, with modules themselves composed of finer - grain modules. This enabl es the same systemto be viewed at different granularities, addressing the tension between a coarse - grain view (relatively few modules to understand) and a fine - grain view (small modules that are easy to implement). Of course, the cohesion of modules is in evitably stronger at the bottomof the hierarchy than at the top 41 .

Coarser grain : f ew modules are easier to understand

Finer grain :

small modules are easier to im plement

Figure 2 . An illustration of hierarchical decomposition.

Software architecture has interesting parallels in the design of human orga nizations [Lan00,

Lan92, Bal97, San96]. The principles of modularity can be applied there as well.

3.3.4 Interf aces and APIs

The interaction among modules focuses on interfaces . The module interface tells, roughly speaking, how other modules are to `use´ this mo dule. More precisely, an interface specifies a collection of atomic 42 actions (with associated data parameters and data returns) and protocols

(compositions of actions required to accomplish specific ends). Multiple protocols may share a given action.

The s econd purpose of the interface is to informthe module developer as to what must be implemented. Each action is implemented as an operation on internal data, and often requires invoking actions on other modules. Importantly, an interface is designed to hid e irrelevant internal implementation details so that the latter can be freely changed without other modules becoming dependent on them 43 . The encapsulation of implementation details precludes bypassing the interface and creating unnecessary (even inadverten t) dependencies 44 .

An interface meant to accept a broad and open class of extensions ˙ modules that are added later, following deployment ˙ is called an application - programming interface (API) 45 .

3.3.5 Achieving composability

There are two distinct approaches to modul ar software development. In decomposition , modules are defined in response to the required systemfunctionality, and in composition ,thatfunctionality is achieved by composing pre - existing modules. Composition is the focus of component software, discussed in Section 6.5 .

Architecture and development focus on defining and implementing modules that can later be composed (see Section 2.8 ). The additional functionality that arises fromcomposition, call ed emergence 46 , is a source of value in the development stage of the supply chain. While critically important, composability is actually difficult to achieve, although it is considerablyeasier for top - down decomposition than for bottom - up composition. It r equires two properties: interoperability and complementarity.

For two modules to communicate in a meaningful way, three requirements must be met. First, some communication infrastructure must enable the physical transfer of bits 47 . Second, the two modules n eed to agree on a protocol that can be used to request communication, signal completion, and so on. Finally, the actual messages communicated must be encoded in a mutually understood way. Modules meeting these three requirements are said to be interoperabl e .

Mere interoperability says nothing about the meaningfulness of communication. To enable useful communication, the modules need to complement each other in terms of what functions and capabilities they provide and how they provide them. (An example of no n - complementarity is the failure of a facsimile machine and a telephone answering machine to cooperate to do anything useful, even though they can interoperate by communicating over the telephone network 48 .)

Modules that are interoperable and complementary (with respect to some specific opportunity) are said to be composable (with respect to that opportunity). Composable modules offer additional value since the composed whole offers more functionality and capability than its pieces. The Web browser and serve r offer a rich example of interoperability 49 , complementarity 50 , and composability 51 . Usability (see Section 2.5 ) can be considered a formof composability of the user with the software application.

3.4 Software as a plan and factory

The question arises as to the character of software as a good. Is it similar to information goods in the ^new economy~, or material goods in the ^industrial economy~? We have pointed out that the demand for software differs frominformation in that it is v alued for what it does, rather than how it informs 52 . Many goods in the material world are valued for what they do (e.g. the automobile, which takes us places), so, the question arises: Is software perhaps closer in its characteristics to many material prod ucts (traditional engineering artifacts) than to information? Fromthe perspective of the user, on the demand side, it is 53 . However, in terms of its development, the supply - side, one property sets it far apart.

If a software programwere analogous to a mat erial product or machine, we could view it as a predefined set of modules (analogous to the parts of a material machine) interacting to achieve a higher purpose (like the interworking of parts in a machine). If this were accurate, it should be possible, to a greater extent than is realized today, to construct software fromstandard, reusable parts ˙ the ^industrial revolution of software~.

This view is incorrect. In fact, the set of interacting modules in an executing programis not pre - defined. During execut ion, a large set of modules are created dynamically and opportunistically based on the particular needs that can be identified only at that time. An example would be a word processor, which often creates literally millions of modules at execution time tied to the specific content of the document being processed 54 . The programmers provide the set of available modules, and also specify a detailed plan by which modules are created dynamically at execution time 55 and interact to achieve higher purposes.

Programmi ng is analogous to creating a plan for a very flexible factory in the industrial economy.

At execution, programs are universal factories that, by following specific plans, manufacture an extremely wide variety of immaterial artifacts on demand and then com pose themto achieve higher purposes. Therefore, a program ˙ the product of development ˙ is not comparable to a hardware product, but rather more like a factory for hardware components, and one that is highly flexible at that. The supply of raw materials of s uch a factory corresponds to the reusable resources of information technology: instruction cycles, storage capacity, and communication bandwidth.

In short, software products are most closely analogous to a plan for a very flexible factory on the supply sid e, and to a material product (created by that factory) on the demand side. The plan is a formof information ˙ and one that shares many characteristics of information like high creation costs and low reproduction costs ˙ but it informs the factory (executing p rogram) rather than the consumer.

Other engineering disciplines are similarly struggling when aiming at methods to systematically create new factories, especially flexible ones [Upt92]. The common belief that software engineering has yet to catch up with m ore mature engineering disciplines is thus exaggerated.

3.5 Impact of the network

The spectacular success of the Internet has had a dramatic impact on software. It enables distributed applications composed of modules executing on different computers interactin g over the network. Distributed applications that can execute across heterogeneous platforms serve a larger universe of users, and due to network effects offer greater value 56 . While portability was useful before, because it increased the available market s ize for software vendors, it becomes much more compelling in the networked world. The network also makes interoperability more challenging, because interacting modules are more likely to come fromdifferent vendors, or to be executing in heterogeneous admi nistrative environments (like across organizational boundaries) with less opportunity for coordinated decision - making.

The network offers another maj or opportunity: Software programs can be transported over the network j ust like information, since they can be represented by data. This offers an attractive distribution channel, with low cost and delay 57 .

Traditionally software is semi - permanently installed on each computer, available to be executed as needed. The idea with mobile code is to opportunistically transport a programto a computer and execute it there, ideally transparently to the user 58 . By eliminating pre - installation of software, mobile code can help overcome network effects by transporting and executing applications all in a single step, avoiding the need for pre - installation and the difficulty in achieving interoperability between different releases of a given program. Mobile code can also move execution to the most advantageous place; e.g. near the user (enhancing responsiveness) or where there are available resources 59 .

While mobile code enables the opportunistic distribution of code, in some circumstances it is necessary for a programto actually move between processors during the course of its execution.

This is called a mobile agent , and requi res that the programcarryits data 60 as well as code with it.

Mobile agents have applications in information access and negotiation, but also pose challenging security and privacy challenges.

The multi - stage translation described in Section 3.2 is important for networked software distribution and mobile code. As discussed later, it is rarely appropriate for business reasons to distribute source code, and native obj ect code is problematic on the network because of the heterogeneo us platforms (although standard for ^shrink - wrapped~ software products). Hence, an intermediate formof obj ect code becomes the appropriate target for software distribution, relying on compatible interpreters on each platform 61 .

3.6 Standardization

An open indu stry standard is a commonly agreed, well - documented, and freely available set of specifications, accompanied by no intellectual property restrictions (or possibly restrictions that are not burdensome and are uniformfor all). (The opposite case would be pr oprietary specifications not made available to other vendors.) Especially as a means of achieving interoperability over the network, where software fromdifferent vendors must be composed, complicated by heterogeneous platforms, standards become an essenti al enabler 62 . Thus, standards processes become an essential part of the collective development activities in the networked software industry [Dav90]. In addition, users and managers encourage open standards because they allow mixing and matching of differen t products, encouraging both competition and specialization of industry, with advantages in availability, cost and quality.

As applied to interfaces, the purpose is to allow modules implemented by different software vendors to interoperate. The first step in any standards effort is to define the decomposition of the overall systeminto typical modules: this is called a reference model 63 . A reference model is a partial software architecture, covering only aspects relevant to the standard 64 . The standards proce ss can then specifythe functionalityand interfaces of the modules, insuringcomposability 65 .

Another common target of standards is the data representation for common types of information, such as documents (e.g. HTML used in the Web and MPEGfor video). D e facto standards, which arise through market forces rather than any formal process, are interfaces or data representations that are widely used 66 .

Standards also address a serious problemin software engineering. In principle, a new interface could be desi gned whenever any two modules need to compose 67 . However, the number of different interfaces has to be limited to reduce development and maintenance costs. Besides this combinatorial problem, there is the open world problem. The open world assumption in sys tems allows new modules to be added that weren´t known or in existence when the base systemwas created. It is not only impractical but also clearly impossible to have a complete set of special - case or proprietary interfaces that connect a full range of mo dules that may arise over time.

Interfaces, the functionality related to these interfaces, the preferred decomposition of systems into extensions, and the representations used for data crossing the interfaces all need to be standardized to enable interoper ability. For needs that are well understood and can be anticipated by standardization bodies (such as industrial consortia or governmental standardization institutions) standards can be forged in advance of needs and then implemented by multiple vendors. T his approach has had a tendency to fail outright or to be too slow and cumbersome when the attempted standardization was simultaneously exploring new territory. This has led to new standardizations processes well integrated with a research endeavor, such a s the Internet

Engineering Task Force (IETF) 68 .

An approach to standardization called layering allows standards to be built incrementally and enhanced over time, rather than defined all at once 69 (the IETF follows this approach). The first layer, called wiri ng or plumbing standards, is concerned with simple connection - level standards.

As with other types of wiring or plumbing, it is entirely feasible to establish connections at this level that are meaningless (or even harmful) during composition. Standardizat ion can then be extended one layer at a time, establishing ever - richer rules of interoperation and composability.

4 Managerial perspective

Software presents severe management challenges, some of themrelating directly to the software, and some relating to th e organizational context of the software application.

The supplier value chain fromsoftware vendor to user has four primary stages, as listed in the rows of Table 2 : development, provisioning, operation, and use 70 . Each of these r oles presents management challenges, and each adds value and thus presents business opportunity as discussed in Section 6 . The development stage involves not only initial design and implementation (as described in Section 3.3 ), but also the ongoing maintenance and upgrade of the software. In the provisioning stage, the facilities (network, servers, PC´s) are purchased and deployed, depending in large part on performance requirements, and the software is installed, integrated, and tested. At the operations stage, an application and its supporting infrastructure is kept running reliably and securely. At the use stage, the application functionality provides direct value to users and end - user organization s (as discussed in Section 2 ).

Table 2 . Stages of the supplier value chain (row s) vs. generic tasks (columns).

Planning Deployment Facilitation M aintenance Evolution

Development

Functional and performa nce requirements

Build systems

Software tools support

Defects repair, performance tuning

T racking requirements, upgrade

Provisioning

Organizational design, performance requirements

Installation, integration, configuration, and testing

Procurement, finance

Installation, integration, configuration, and testing

Operation

Systems administration

Patching

Use

Organization

Organizational adjustments, training

Help and trouble desk

Organization and training

4.1 Four value chains

There are two distinct types of software, and hence in reality two supplier value chains.

Application software provides specific functionality meeting the needs of end users, and infrastructure provides generic capabilities subsumed by many applications. The infrastructure includes both hardware (computers, peripherals, and communications links and switches) and software 71 . Examples of the latter are the operating systemand a general category called middleware (discussed later). Infrastructure does not provide direct value to the user, b ut is essential to the operation of an application.

Development Provisioning Operation

Development Provisioning Operation

Use

Application

Infrastructure

Anal ysis

Figure 3 . Three value chains in the sof tw are industry.

Considering the separation of application frominfrastructure, there are two supplier value chains and one of the two requirements value chains, as illustrated in Figure 3 . The development, provisioning, and operation of infrastructure adds value indirectly by enabling applications, as well as making themeasier to devel op, provision, and operate. The development, provisioning, and operation of the application provide direct value to the user. The requirements chain fromthe user adds value to the application development by defining appropriate requirements that better me et user needs. User requirements have no direct relevance to the infrastructure, which is designed to serve many applications. However, the collective needs of many applications forma second requirements value chain (not shown). 72 .

4.2 The stages of the supply value chain

The columns of Table 2 show some generic issues that require management attention, and the cells in the table list specific roles for each stage in the value chain that contribute to resolving these issues. In many ca ses these roles correspond to specific j ob functions, with specialized training and skills. The four stages in the supply value chain are now discussed in greater detail.

4.2.1 Development

The responsibilities of a software developer continue throughout the prod uct´s lifecycle, that is, as long as the software is supported. Other players at all stages require support , answering inquiries and assisting with the location of problems or its successful use. An ongoing maintenance role (in the formof service packs or patches ) is the fixing of reported flaws. Also, all software requires upgrades , (in the formof periodic releases ) with often extensive re - programming, to fix flaws, and meet changing requirements or add new features.

4.2.2 Provisioning

Provisioning includes th e selection, negotiation, and purchase (or other arrangements, such as licensing, leasing, or subscription) of all the facilities (equipment and communication links) and software required to execute an application and its supportinginfrastructure. Often t his involves a design element: the sizing of the facilities to meet the performance needs of the users 73 .

Provisioning also includes the actual installation and testing of the resulting equipment and software, with acceptance criteria based on functionality and performance criteria. Often the communication and information processing (processing and storage) portions of the facilities have separate provisioning processes. Either or both of these elements may be outsourced to a firmproviding this as a service called systems integration.

4.2.3 Operations

The daily operation of most software systems requires some degree of attention. For example, with organizational and personnel changes, authorization levels need to be adj usted. Security is another issue that require s vigilant attention, and patches fixing security holes or flaws must be installed. Together, these functions are called system administration . In addition, the facilities need to be adj usted and reconfigured to meet changing organizational needs and chang ing distributions of workload. This is called system management , and in a sense is an extension of the provisioningphase. Together administrationandmanagementarecriticalfactorsthatdetermineto a significant degree an application´s effectiveness and efficiency.

4.2.4 Use

End - user organizations performa number of important support functions for individuals using applications 74 . During the planning, important issues revolve around business processes and organizations that use the application. In the planning stage, an important issue is whether to develop a customapplication (thus molding it more closely to business processes) or a common off - the - shelf (COTS) application (requiring changes to match the assumptions incorporated in the design). The vendors of COTS applications try to make themas configurable and parameterizable as possible 75 , providing greater flexibility but also necessitating considerable effort in the provisioning phase 76 .

Preparatoryto the operations phase, the trainingof workers to proper lyuse theapplicationaswell as execute other elements of the business process is critical. During operations, an organization must also provide help to its users, and provide a point of contact for problems (commonly called a `helpdesk´).

4.3 Total cost of ownership

An important consideration to managers is the total cost of ownership (TCO) of an application.

This includes the cost of provisioning, operations, and user support. In addition, it may include development and maintenance costs for an application developed and maintained internally. In cases where users must performadministrative functions (like administrating their own desktop computers) or provide trainingof or help to other users, the imputedcostsoftheseresponsibilities should be included in the TCO.

As the TCO has become an appreciable part of a typical organization´s budget, reducing the TCO has become a significant issue to managers and suppliers. The quest to lower the TCO has resulted in pressure on vendors to provide streamlined admin istration and management of applications and infrastructure, as well as improved usability with simplified training and help requirements. The observation that considerable costs result fromthe administration of desktop computers (including by users as we ll as systems administrators) has resulted in a trend toward greater centralization. In particular, moving the points of administration and management from desktop computers (called clients ) to centralized computers (called servers ) where, at minimum, fewe r computers need be administered and managed, can reduce costs. In a sense, this harks back to the days of centralized mainframes 77 , albeit with considerable differences 78 . An extreme case is thin clients , where the desktop computer executes no application s pecific code except that which can be dynamically loaded as mobile code. An alternative is rich clients (rich in local customizability and functionality) supported by improved centralized administration and management mechanisms. Most organizations deploy a mixture of thin and rich clients, reflecting the varying j ob profiles supported by the client systems.

5 Legal perspective

The legal systemplays an important role in establishing and enforcing property rights for software. Increasingly, government regulat ion is contemplated to address issues surrounding software, such as privacy, control over access (particularlyforchildren),andcontrolsovertheuse of encryption 79 .

5.1 Copyright

Like information, exact replicas of software are easily created, and these re plicas are non - rival in use. This easy replication makes unauthorized copying and distribution trivial. Security schemes to discourage this also inhibit usabilityand thus encounterstrongcustomerresistance.Onlysocial constructs such as established eth ics, legal restrictions and active law enforcement can prevent piracy ˙ large - scale unauthorized manufacture and sale of software ˙ and, it is argued, encourage substantial investments in the creation of software 80 .

The copyright protects an original creation o f software by granting the creator exclusive control

(including the right to sell or license) of the work and precluding others fromappropriating, replicating, and selling the software without permission. It does not prevent others from independently deve loping a similar work based on the same ideas or intended purposes. The original developer can also maintain control over derivative works, such as new releases.

Software is normally licensed to whoever provisions and operates it. The license can contain a rbitrary terms and conditions on use, payment, and dissemination ˙ including timing and size of payments. Because the replication (analogous to manufacturing) costs are low, some unusual licensing terms become economically viable. Freeware involves no paymen t and allows the user to replicate and distribute the software freely. Shareware is provided for free, but a voluntary payment is requested if the user puts the software to productive use 81 . Copyleft encourages derivative works, but requires that they thems elves be freeware or copyleft.

Copyrights can protect the property rights of either source or obj ect code, but it is almost always obj ect code that is distributed and licensed. Obj ect code places an additional obstacle to reverse engineeringto uncover tra de secrets (proprietaryideasormethods) 82 .Mostimportant,obj ectcode is much more difficult to modify ˙ which is important because customer modifications would effectively invalidate warranties and preclude customer support 83 . Distributing obj ect code also contributes to the encapsulation of implementation details, avoiding unnecessary dependencies in any composition with other software.

Open source is a formof freeware in which source rather than obj ect code is released 84 .

Associated with open source is us ually an informal (but coordinated) group of dedicated volunteers who maintain and upgrade it.

5.2 Patents

A patent grants limited - termexclusive rights to make, use, or sell products incorporating an invention (roughly, a novel, non - obvious, and practically u seful idea). Unlike the copyright, the patent owner can preclude others fromusing an invention, even if they discover it independently.

Patents have only recently been applicable to software 85 . Patents have also recently been permitted on business processe s, which often underlie software applications 86 .

An invention is implicitly divulged as it is used ˙ or at least the possibilities are revealed ˙ and it is non - rival in use, making it easily appropriated and a poor investment without appropriate property rights . Patents encourage investment in research and development by promising a period of exclusivity, but also publicize inventions (rather thankeepthematradesecret),allowingothers to improve upon themeven if they are not used.

6 Ow nership perspective

The organization of the software industry depends strongly on technology, processes, and value.

This organization of the marketplace into cooperating and competing firms is essentially an issue of ownership coupled with appropriate business relationships. Own ership and the right to derive monetary value provide the incentives to produce software 87 ; an industrial and societal organization that honors these rights is thus key to effective production. Software architecture is strongly influenced by industrial orga nization, and vice versa, as the only practical boundaries of individual firms correspond to well - specified module interfaces. As for process and value, the stages of the value chain as defined in Section 4 formnatural busines s functions with separate ownership, sometimes broken down further into specific j ob functions. Of course, these functions can also be bundled together as combined businesses.

6.1 Industrial organization

Since companies tend to formaround individual units of valuethatenhanceinternalsynergiesand exploit common expertise, industrial organization [Rob95, Lan92] can be thought of as a partitioning of the value chain into distinct companies. In these terms, there are natural businesses formed by partitioning o f the value chain of Figure 3 as illustrated in Figure 4 .

The application software supplier typically bundles the analysis and development functions, working closely with the end - user organization to defi ne requirements. Similarly, the infrastructure software supplier must be cognizant of the requirements imposed by a wide range of applications.

The system integrator specializes in provisioning. This role takes responsibility for acquiring software frombo th application and infrastructure suppliers (usually more than one), does whatever is necessary to make it work together, and installs and tests the software 88 . Some programming is typically involved as well 89 . Another role in provisioning is the consultant , who helps the end - user organization rework the organization and business processes around the software, and often helps configure the software to the needs of the particular end - user.

Operation is the specialty of a service provider. An application servic e provider (ASP) licenses and operates the application, while an infrastructure service provider (ISP 90 ) purchases or licenses and operates the hardware and software infrastructure (computers, storage, network, operating system, etc.).

Of course, different partitions of the value chain are possible. A common bundling is an end - user organization that performs one or both 91 the service provider functions internally in an information systems (IS) department. A large organization may even develop at least some of its own applications, and serve as its own systems integrator. Other common bundles are an ISP that handles its own systems integration, and a service provider that operates both application and infrastructure 92 . The ISP function is often fragmented into t wo or more companies (e.g. separate backbone network and processing and storage service providers) or between the end - user organization and a service provider (e.g. internal application hosting and networking but a separate backbone network provider). A so ftware developer mayalso become an ASP, effectively changing its business relationship with the end - user fromone of licensing obj ect code to providing application services by subscription.

System integrator

Application software supplier

Infrastructure software supplier

Application service provider

(ASP)

Infrastructure service provider

(ISP)

End - user organization

Figure 4 . Natural businesses partitioning of the value chain.

Not shown in Figure 4 is the information content supplier. One focus of applications is the manipulation and presentation of information to the user, and this information may c ome froman independent source (e.g. a stock analyst that discloses company prospects to the users of a stock brokerage application).

Increasingly, the industry is evolving toward more complex industrial organizations in which applications are composed fro mtwo or more unbundled modules, which interoperate using the network. An example is Web services , where one Web - based application serving a user directly incorporates capabilities fromanother, using the Web infrastructure. In this case, the `customer´ of the latter is another piece of software, rather than the end - user. Alternatively, the first can be considered in part an intermediary on behalf of the user and the second, often adding value (by measures such as customization, aggregation, filtering, and consolidation).

6.2 Business relationships

Whatever the industrial organization, there are many possible business relationships among the participating firms. A selection of important issues is now discussed.

6.2.1 Types of customers

Today, virtually every organizat ion, and a large percentage of individual citizens, are customers of software vendors or are themselves software developers. Users come in four distinct categories: Individuals license applications for their own purposes, such as personal productivity, col laboration, information access, and entertainment. Organizations license, purchase, or develop internally applications that support their internal business and external business relationships.

Original equipment manufacturers (OEMs) embed software within e quipment that they manufacture and sell 93 . Finally, the `customer´ of a piece of software can be another software application, as in Web services.

6.2.2 Sof tware distribution

There are several ways to get software to a customer. As explained in Section 5.1 , software is normally distributed as obj ect code. That obj ect code is represented in a binary alphabet, and can be distributed on magnetic or optical media or over a network.

The network as a distribution channel for software is incr easingly important. It is inexpensive, especially when used to bypass the normal distribution chain, and timely. These properties make it valuable for the frequent distribution of maintenance and new releases, giving greater freedom to change applications with less fear of incompatibilities 94 . However, intermediaries remain useful in the distribution chain, particularlywhere there are large numbers of alternative suppliers to consider, or where the integration and bundling of different products is needed.

W hat has to happen before a customer can execute software? There are at least four possibilities:

First, the software may have been embedded (pre - installed) in a piece of equipment before that equipment is distributed. Such equipment, when sold to an end - us er, is called an appliance .

Second, the customer may have to install the software herself, which requires conspicuous action

(this is user self - provisioning ). Third, the software may download over the network and simply execute without an installation step . This is called mobile code . Fourth, the customer may simply use software executing remotely, which is operated by an ASP. Fromthe customer perspective, these options are similar, with the exception of the second 95 .

For user - installed or mobile software, a traditional business model of productization and marketing is appropriate. For embedded and ASP/ISP - operated software, the OEM or service provider acquires and provisions the software 96 . The key difference to the supplier is one of scale and sophisticatio n: a small number of sophisticated OEMs or service providers as opposed to a large number of end - users. The decision process is also different: with an OEM or service provider or mobile code, a third party makes decisions on behalf of the end - user to insta ll a new version or move to a competitive offering.

Mixtures of these distribution models are common. Appliances may fetch automatically installed upgrades over the network. An ASP may use mobile code to move a portion of the execution closer to the end us er, thereby improving interactivity 97 . Similarly an ASP may require a complementary user - installed piece of software.

6.2.3 Sof tware pricing

There are many alternatives and issues in designing pricing models (see Section 7.3 ). However , there are also fairly standard practices observed in the industry today, and they differ across distribution models. User - installed software is usually sold for a fixed price like traditional products. This places a premiumon selling new releases to mai ntain a steady revenue stream, especially after a high penetration is reached 98 . This also makes its own installed base the main source of competition for the supplier.

OEM or service - provider models place an intermediary in the value chain, requiring two p ricing strategies (software supplier to intermediary, and intermediary to end - user). Fromthe perspective of the software supplier, a common approach is to approximate the user - installed pricing model by basing the price on the rate of end - user adoption (s uch as a fixed price per appliance sold, or proportional to the number of customers an ASP attracts) 99 . Other possibilities are opened up in the ASP case by the relative ease of metering other metrics of usage, such as the total number of transactions compl eted.

ASP pricing to an end user may use models commonly found in traditional service industries.

Three dominant models are subscription, pay - per - use, and cross - subsidy. A subscription offers the service for capacity - limited or unlimited use over a contrac ted time period. Pay - per - use requires metering and billing on a per - use basis 100 . Cross - subsidy recovers the cost of providing a service (possibly incurring a loss or a profit margin) by attaching to a technically unrelated model, such as advertising or bund ling with another paid service.

Another example of a distribution and payment model is the s uperdistribution [Cox96], which encourages anyone to further distribute software modules they find useful, with a mechanismand infrastructure for payments (typical ly based on metering and usage) to flow to the owner 101 .

6.2.4 Acquiring applications

An end - user organization that is acquiring software for internal purposes has several options.

Generally, these can be summarized as make, buy, license, and subscribe. Each has its advantages and disadvantages.

In the make option, all four stages (development through use) are kept in - house. This has the greatest potential for competitive differentiation, but offers no potential to amortize costs over multiple end - users, and invok es considerable delay and risk 102 . The buy option is to outsource development to a firmspecializing in such developments. In this case, the source code may become the property of the end - user organization, and ongoing maintenance and upgrade may be the resp onsibility of the developer or user. Both options offer the opportunity to mold business processes, organizations, and the software as a unit, gaining efficiency and competitive advantage.

In the license option, an end - user licenses a software product from a software supplier. Finally, in the subscription option, the application services are purchased directly froman ASP. These are generally low - cost options, but offer little opportunity to differentiate fromcompetitors. In both cases, the software largel y defines business processes and organizations, and a consultant is frequently engaged to assist in making needed changes to processes and organizations 103 .

6.2.5 Acquiring inf rastructure

Sometimes, application software that becomes both ubiquitous and frequently composed into other applications effectively moves into the infrastructure category. For example, the Web was originally conceived as an information access application for scholarly communities [W3C95], but has evolved into an infrastructure supporting e - c ommerce and other applications. Another example is productivity application suites that today are commonly used as infrastructure for customapplications that require core functionality such as word processing or spreadsheets. In other cases, infrastructur e is explicitly developed, either for a particular class of applications or for all applications.

An important distinction can be made between infrastructure that is a platformand infrastructure that is specialized to serve some applications. Different su pplier firms tend to specialize in different types of infrastructure, and different business models apply. Some infrastructure is provided solely to simplify and reduce the cost of application development, and such infrastructure may be bundled with an app lication and licensed as a unit. In this case, the effect is to subsidize the infrastructure development cost with income generated by applications. This still relies on platformsupport to avoid repeated redundant or even conflicting installation of infra structure software.

Since a platformmust pre - exist any deployed application, and supports many applications, and because it is usually a massive undertaking, it is sold separately. This way, it can be licensed and installed only once. More importantly, se parate applications often must be composed for higher - level functionality, like information sharing. One important value added (and economic underpinning) of a platformis interoperability among applications, which would not be possible if each application was bundled with its own infrastructure.

Infrastructure is rarely made or bought, but can be licensed or subscribed. Wide - area networking and communication services in particular are subscribed, because it is largelyimpractical for end - user organizations to provision their own communication lines and because a public network offers a richness of connectivity that would be impractical to match with dedicated facilities.

Consistent with the rising popularity of application subscription, there are indication s that infrastructure offerings by subscription will grow in both richness and in popularity. An early example is caching, which improves the performance of information distribution by locating temporary storage of information nearer to end - users accessing that information 104 .

6.3 Vertical heterogeneity

Like other industries, software has both vertical and horizontal heterogeneity that impacts the industry structure and the nature of business relationships. The vertical heterogeneity creates dependencies and com plementarities among different types of firms. For example, application software has a vertical relationship to infrastructure software ˙ it is dependent upon it 105 . Such dependencies also arise within the infrastructure ˙ in software, this is called layering an d is related to the layering of standards discussed in Section 3.6 .

Layering is a specific architecture in which modules share a vertical relationship: Each layer is dependent on the layers below 106 . The layers are thereby comple mentary, and all layers are necessary to support an application. An example of infrastructure layering is shown in Figure 5 .

Lower layers are specific to the technology component (processing, storage, and connectivity), and provid e common representations (how information elements are represented by bits 107 ) and services (standard functions performed by the infrastructure 108 ). Above this are integrative layers that bring together the services of the constituent technologies in useful wa ys 109 . Finally, on top lie the application components (discussed later) and applications themselves.

Applications

Integrative services

Processing Storage Connectivity

Application components

Generic services

Common representations

Figure 5 . Internal sof tw are architecture.

It is desirable for a diverse set of applications to co - ex ist with a diverse set of core technologies 110 , so that free market entry and innovation can be maintained in both applications and core technology with minimal dependence of the two. The key idea embodied by the middle infrastructure layers is, as illustrat ed in Figure 6 , to define a set of common and universal representations and services. The applications speak to these common elements, which can be re - implemented for each new technology 111 .

Diversit yof applications

Diversit yof processing, storage, and connectivitytechnologies

Common servi ces and representations and structures for information

Figure 6 . A separation of technological progress f rom applications.

The modern goal of each and every layer is to provide representations and services that are sufficiently general and configurable that they forma platformsuitable for a w ide variety of applications. This is a relatively new goal, and has not been totally achieved as yet. Formerly, the industry formed vertical stovepipes 112 for narrower classes of applications (e.g. separate infrastructures for voice, data, and video distribu tion) [Bro98]. This old model proved unsuitable for stimulating a diversity of applications, because of the necessary investment in an entirely new infrastructure for each new class of application 113 .

The transition fromstovepipes to layers has profound imp lications for industry structure. While stovepipes like the mainframe, UNIX server, PC, and telephone networks resulted in largely independent marketplaces, suddenly companies must adapt to a world in which they support all applications. Specialization ten ds to occur at the individual layers, rather than being associated with narrower classes of applications. This moves away fromvertical integration and towards horizontal integration, and no single company can provide a complete integrated solution to the customer. Competition forms at the individual layers, and customers (or a systemintegrator or intermediary) must integrate products together for a complete solution.

6.4 Horizontal heterogeneity

The ideal of a set of homogeneous infrastructure layers is not q uite reality because of attempts of suppliers to differentiate themselves and other practical difficulties. The more severe difficulty results fromnetworking: Distributed applications are partitioned and deployed to multiple hosts across the network. This introduces some significant operational challenges, and affects business relationships.

6.4.1 Multiple platf orms

As a result of historical trends and industry competition, there is horizontal heterogeneity in the platforms. For example, a number of operating sy stemand processor platforms (e.g. the IBM mainframe, SUN/Solaris, Macintosh, and PC/Windows) coexist. Post Internet, there is need for applications to execute across different platforms. This puts a premiumon portability and mobility of code, with some t echnical solutions arising as discussed in Section 3.5 . Similar issues arise in storage and networking. There are several flavors of obj ect relational databases competing in the marketplace, but a strong impetus to define unify ing standards. The Internet technologies are evolving to accommodate a wider range of applications (e.g. high - quality voice and video), perhaps eventually displacing the stovepipe telephone and video distribution networks.

6.4.2 Shared responsibility

At the appl ication layer there is heterogeneity introduced by the necessary partitioning of the application across hosts and across multiple organizations.

Many distributed applications involve two or more end - user organizations (e.g. supply chain management and busi ness - to - business e - commerce more generally). This means that all the roles discussed earlier (such as planning, deployment, provisioning, operation) may be a shared responsibility. In addition, such applications must typically compose with legacy applicati ons within these organizations. The shared ownership and operational control introduces many practical difficulties.

Since coordinated decision making on issues like what platformto adopt is impractical 114 , other approaches are necessary. One approach is to define common standards, and then to introduce appropriate conversions to maintain interoperability with different platforms and legacy applications 115 (e.g., XML as a common representation for business documents of all types).

Another approach is an interm ediary, who takes responsibility for the interoperability with each of the organizations (e.g., the common business - to - business e - commerce intermediary being formed by the automotive industry [Cov00]).

There are many other issues in shared responsibility o ther than format and protocol conversions.

Complications arise in all aspects of provisioning and operations.

6.4.3 Distributed partitioning

If an application is distributed over hosts, the issue arises as to how to partition it and why.

Merelydistributingan a pplication does notbyitselfenableadditionalfunctionality ˘ anythingthat can be done in a distributed environment can also be done centrally. There are nevertheless some compelling reasons for networking an application: First, the performance and scala bility of an application may be improved when multiple hosts execute concurrently. Second, a centralized application must be administered centrally, whereas the administration and control of a distributed application can be partitioned. This is crucial for applications that span organizational boundaries where close coordination is not feasible. An example is business - to - business e - commerce, where an application may run across many organizations. Third, the security of an application is affected by its dist ribution. For example, if an application must access critical data assets of two organizations, each can exercise tighter control if each maintains control over its own data. Similarly, distributed data management can address privacy and ownership issues.

6.5 An industrial revolution?

The previous picture of separate software developers is a considerable simplification of reality.

As mentioned earlier, most new software is constructed on a base of existing software. There are two cases to consider. Most of the time, development focuses on modifying and extending an existing code base, for example a new release of an existing application. Another case is where units of software design are specifically conceived to be reusable in multiple software developments 116 . O f course, a platformhas this property of reusability, but the reuse idea can be extended to applications [Fra90, Gaf89].

Reuse has many attractions. A maj or one is the amortization of cost over multiple uses 117 , and another is the reduced development time. Reusable software is also higher quality, because software used in different contexts and used more will have more effective "testing and repair by trial".

The reuse of software is analogous to the idea of standard interchangeable parts in the industrial r evolution. Can software make a similar transition fromhandcrafted and individualized products to the composition of reusable elements licensed fromelsewhere, as in the material world? Could it even move to the self - composition by users, who are then able to customize an application to their individual needs? While this has happened to some extent, and is clearly a goal for the future, this ^industrial revolution in software~ is much more difficult than in the material world.

Reusability can focus on two l evels of design: architecture and individual modules. In software, the former is called a framework, and the latter a component. In both cases, the target of reuse is a narrowed range of applications 118 , not all applications, since by definition infrastructu re software targets reuse opportunities in the latter case.

Superdistribution [Cox96] is an example of how reusable components can be distributed quickly and widely while retaining economic incentives for the owner. Cox asserts that this helps curb complex ity; as money is saved by using fewer components and thus it is economically favored to engineer streamlined lower - complexity solutions.

6.5.1 Frameworks

A framework is essentially an architecture that is reusable for multiple applications 119 . Thus, in essence it is a pre - plan for the decomposition of an application, includinginterface specifications.

A framework can be customized by substituting different functionality in constituent modules, and extended by adding additional modules through defined gateways. Due to the wide variation in application requirements, the scope of a framework is necessarily limited: No single architecture will be suitable for a wide range of applications.

6.5.2 Components

One formof reuse is sharing, as happens with the infrastructure 120 . Ano ther formof reuse is to incorporate preexisting modules into a software development. Roughly speaking, software components [Szy98] are reusable modules suitable for composition into multiple applications.

Although the software community has seen many tech nologies, methodologies, and processes aimed at reuse, the consensus today is that component software is the most promising approach.

A component is designed to have minimal context dependencies. Instead of assuming many other modules to be present, a comp onent provides connection points that allow it to be configured for a particular context 121 . Components can retain their identifiable individuality in a deployed application, allowing the application to be updated and extended by replacing or adding componen ts. In contrast, current applications deploy a collection of executable or dynamically loadable modules that have configuration and context details ^hard - wired in~ and cannot be updated without being replaced as a whole.

Component - based architectures shoul d be modular, particularly with respect to weak coupling of components, which eases their independent development and composability. Strong cohesion within components is less important, as components can themselves be hierarchically decomposed for purposes of implementation 122 .

Diversity of applications

Diversity of processing, storage, and connectivit y technologies

Common services, representations and structures for information

Component Frameworks

� � Components

Figure 7 . Component f ramew orks to separate dimensions of evolution.

While component - based systems are necessarily modular, components are reusable in different contexts, which is not a requirement of all modules. Component - based systems are much more difficult to design than modular ones. By relaxing the contextual assumptions a component can rely on, degrees of freedomare opened that lead to a potentially vast and open combinato rial space. Even theoretically, the set of possible configurations cannot be bounded, as the set of components is open and growing. Retaining quality under such conditions is a significant challenge that has yet to be fully addressed. Consequently, the mar ket for software components started budding only around the mid 90´s. The dominating practice still is more a craft (acquiring almost - right modules and modifying themto fit) rather than engineering (acquiring components designed to fit without modificatio n in the context of a reference model).

The act of choosing, configuring and composing components is called component assembly .

Constructing an application fromcomponents by configuring themall against one another, called a peer - to - peer architecture , doe s not scale beyond simple configurations because of the combinatorial explosion of created dependencies, all of which may need to be managed during the application evolution. A component framework can be used to bundle all relevant component connections an d partial configurations, hierarchically creating a coarser - grain module 123 . Figure 7 illustrates how a framework can decouple disj oint dimensions 124 . An example of a component framework is an operating system, accepting device driver components to allowprogress ^below~ and accepting application components to allow progress ^above~.

Allowing component frameworks to be components themselves creates a hierarchy. For example, an OS - hosted application can be turned into a framework by acc epting plug - ins (which is a synonymfor components). Although it may appear that component frameworks are layers as described in Section 6.3 , the situation is more complex since component frameworks (unlike traditional layers) actively call components ^layered~ above them. Component frameworks are a recursive generalization of the idea of separating applications frominfrastructure.

While most software systems today are not assembled predominantly fromcomponents, many hardware systems are. Adding customized software often differentiates them. Presently emerging component software technologies and methods may well trigger an industrial revolution in software in the future, where components purchased fromoutside firms are common ly composed into software. Customized modules (or components internally developed) can ˙ and most likely will ˙ still be used for differentiation.

7 Economic perspective

Microeconomics offers a number of insights into the business relationships and strategy of t he software industry. This section builds on the earlier discussion to make some observations on the economic properties of software. However, a primary purpose of this paper is to stimulate more research into the economic and business characteristics of s oftware; the discussion in this section is thus by no means complete or definitive.

Due to its low replication and distribution costs, and the fact that replicas of software are non - rival in use, traditional supply - demand relations typical of material good s do not apply. Thus, like information economics, software economics focuses on various issues relating to the incentives for investment in software development and ways in which suppliers can derive economic value fromthose investments.

7.1 Demand

Beyond the generic characteristics discussed in Section 2 , software can serve as an intermediary for information access and add value in many other ways. Further advances, such as automated agents that performincreasingly sophisticated tasks on behalf of users and enhanced input - output based on speech and three - dimensional virtual reality, suggest that the value of software will continue to increase with time. The Internet has already resulted in remarkable new capabilities;

overall, thi s revolution is still in its early stages.

7.1.1 Network ef f ects vs. sof tware category

Network effects have a strong influence on the software industry. However, there are considerable differences among different types of software.

Considering first the infrastr ucture, before the Internet different platforms could co - exist and compete for the same customers. The primary source of value related to market share was success in attracting application developers, i.e. secondary network effects. The platforms tended to segment the market ˙ mainframes for back - office business applications, the PC´s for personal productivity, and UNIX servers and workstations for the scientific and technical market and for departmental business applications. Post Internet, the platformfor distributed applications becomes collectively all computer platforms, the network, and potentially expanding middleware

(the middle layers in Figure 5 ). Virtually all infrastructure suppliers need to consider prominently their rol e in an ecosystemof complementary as well as competitive suppliers.

Prospective infrastructure solutions now face two related forms of network effects. First, they must achieve a sufficiently large user community, increasing the value they offer to each m ember of that community. Second, there is the ^cart and horse~ obstacle that infrastructure solutions offer value to end users only to the extent that they attract a significant base of applications layered on them, but application developers are only inte rested in layering on infrastructure with a significant penetration.

These two obstacles are difficult to overcome 125 , but there are a couple of paths. Mirroring how the Internet was established, infrastructure solutions may initially arise in the research c ommunity, where they can attract experimental applications, and eventually the infrastructure and applications move together into the commercial marketplace. Otherwise, compelling capabilities might initially be bundled as a part of a successful applicatio n and subsequently spun off as a separate infrastructure product category 126 .

Some categories of applications also experience considerable impediments due to network effects. Most distributed applications today follow the client - server model, in part because this model experiences less strongnetworkeffects ˙ the first client of a newserverapplicationderives full value 127 . This may contribute to the success of the ASP model of application provisioning˙ the obstacle of getting the requisite software installed o n many clients is overcome. On the other hand, applications that depend on many clients interoperating directly (called the peer - to - peer model) encounter stronger network effects. Examples include video conferencing, facsimile, and instant messaging. Never theless, there have been significant successes primarily because of the relative ease of distributing the necessary software over the network 128 .

7.1.2 Lock - in

Customers often experience considerable switching costs in moving fromone product to another, and this adds an impediment to competitive suppliers trying to attract customers [Sha99]. A complete application is composed of and depends on a number of complementary products, including different application components and infrastructure equipment and software. There are also less tangible complementary investments, such as the training of workers and the costs of changing the administration and operation of the software. Moving to a new software vendor usually involves switching costs associated with replacing c omplementary assets, retraining, etc.

Lock - in attaches a negative value to a competitor’s product equal to the switching costs, adding another barrier for that competitor to overcome 129 .

Open standards are attractive to customers because they allow the mixin g and matching of products fromdifferent vendors 130 and reduce switching costs. However, this only touches the surface. Lock - in is especially significant in business applications that have associated organizational processes and structures. If moving to a n ew vendor requires the reengineering of processes, reorganization and training of workers, and the disruption of business during deployment, the switching costs can be extraordinary. Competitive suppliers can overcome lock - in by subsidizing the customer’s switching costs. Since that new supplier has already relinquished the incremental lock - in asset value, lock - in favors the supplier that initially acquires the customer 131 .

In infrastructure, layering significantly reduces switching costs, since new infrastru cture capabilities can be added without abandoning the old. This further explains the attractiveness of layering as a means of advancing the infrastructure. In fact, layering is a natural outcome of market forces in both the material and immaterial worlds.

7.2 Supply

On the supply side, software has similar characteristics as information. For example, the fixed creation costs are high, but manufacturing and distribution costs are very low, creating large supply economies of scale. Other costs, such as marketing and support, do not scale as well. The overall economies of scale allow a dominant supplier to undercut a competitor’s pricing if necessary, resulting in positive feedback and further increasing market share. Scale economies

[Sil87] also disallow a market approaching ~pure competition~ 132 [Mar90], making it critically important for suppliers to differentiate their products fromthe competitors´.

7.2.1 Risk

The large creation costs of traditional software are largely sunk 133 . Application software is an experience goo d (it has to be experienced to be appreciated), increasing the difficulty of gaining adoptions. One way to overcome this is to take advantage of the low replication and distribution costs to offer a free trial. However, there is a limit to the attention of the users ˙ ever more free trial offerings make this approach increasingly tedious. Thus, as a practical matter it is important to use a portfolio diversification strategy, investing in multiple products with overlappingproduct lifetimes, to mitigate risk.

7.2.2 Reusability

Advances in reusable software would have a substantial impact on software suppliers, reducing development costs and time and the attendant risk. Unfortunately, as discussed in Section 3.4 ,this reusability is consi derably more difficult to achieve than in the material world due to the character of software. Nevertheless, viable component technologies have been emerging starting with the introduction of Microsoft COM as part of OLE 2 in 1992. Several fast - growing mar kets now exist [IDC99] and a number of companies have formed to fill the need for merchant, broker, and triage roles 134 .

One significant open problemis trust and risk management: when software is assembled from components purchased formexternal suppliers, then warranty and insurance models are required to mitigate the risk of exposure. Due to the complexity and peculiarity of software, traditional warranty, liability laws, and insurance require rethinking in the context of software, an issue as important as the technical challenges.

7.2.3 Competition

The best way to derive revenue fromsoftware is through maximizing the value to the customer together with differentiation fromcompetitor´s products. However, it is difficult to prevent competitors fromcopying an ap plication once it is released and available. Relative to some other industries (such as biotechnology) patents are relatively easy to circumvent by merely accomplishing the same ends another way. Copyrights have proven ineffective at preventing the copying of the features and ^look and feel~ of applications. Reproducing the same features and specifications independently in a ^clean room~ environment can circumvent copyrights.

What, then, are the fundamental deterrents to competitors, aside fromintellectual property protections? There are several. First, enlightened competitors attempt to differentiate rather than copy, because they know that profits are difficult to obtain when there are undifferentiated competitors with substantial supply economies of scal e. Second, a supplier, who has achieved significant market share and economies of scale, can employ limit pricing , which takes into account the high creation costs faced by a new entrant [Gas71]. Third, lock - in of customers is advantageous to the supplier with the largest market share. Switching costs may require a competitor to subsidize a customer´s switch, either explicitly or through price discounting.

Suppliers thus attempt to maximize the lock - in of customers, for example by adding proprietary feature s or enhancing applications interoperability with complementary products. On the other hand, there are numerous strategies competitors can employ to reduce the customer´s switching costs, such as offering translations or backward compatibility [Sha99], man y of these measures specific to software. This is a promising area for research.

7.2.4 Dynamic Supply Chains

For material goods, suppliers and customers can have long - termcontractual relationships, or procurement can occur dynamically in a marketplace (electron ic or otherwise). For software, these means are possible, but in addition supply chains can be made to be fully ^self - aware~, as illustrated by superdistribution [Cox96]. Components can be freely exchanged, even directly among customers, and the components themselves can initiate and enforce a fair compensating monetary flow using an enabling micro - billing infrastructure.

7.2.5 Rapidly expanding markets

Software markets are often very rapidly expanding, especially in light of the low replication and distribution costs and distribution delay. This engenders special challenges and strategies for suppliers. For example, the simple theory of lock - in does not apply in a rapid - growth situation, as capturing a significant fraction of the customer base does not, by itself , suffice to gain a longer - termadvantage. Rather, for as long as growth is rapid and network effects are not strong, new competitors can enter and attract a large part of newcustomers enteringthe market ˙ for example, by aiming at a more attractive price - value point, offering a more attractive bundle, or offering other advantages such as better integration.

Thus, initial strength in new technologies ˙ and software is no exception ˙ grants a first - mover advantage, but not necessarily a lock - in advantage. Levera ging the first - (or early - ) mover advantage requires rapid and continuing innovation, despite a lock - in advantage with the initial but rapidly marginalized customer base.

7.3 Pricing

Pricing is an important issue in any supplier - customer relationship. The larg e supply economies of scale make pricing a particular challenge for software suppliers. Unit costs offer little guidance, since they depend stronglyon unit sales, openingthe space for a wide varietyof pricing strategies with an equally wide array of ram ifications.

There are several dimensions. First, does an identical pricing schedule apply to all customers, or is there price discrimination? Forms of price discrimination include basing price on individual customers´ value or willingness to pay, segmentat ion of the customer population, or versioning, in which customers self - select the most attractive price - quality tradeoff fromamong several alternatives. Second, is the price usage dependent? Usage - based pricing requires monitoring and billing of usage, or this can be avoided with crude usage metrics such as the allowable peak number of individual users, the number of servers the software is installed on, or the number of clients able to access the software. Third, what are the terms and conditions of the s ale? Some common options include paying once, with the right to use indefinitely, leasing for a limited period, paying per use, or subscription arrangements involving periodic payments. Another class of terms is a warrantee on correct functioning or on per formance attributes (the latter is called a service level agreement [Hil93, Koc98]). Fourth, what is bundled into the sale? Beyond the software itself, options include maintenance upgrades, customer support, and new releases. In the case of an ASP, provisi oning and operations are also bundled. Fifth, who pays? In some cases, it is not the end - user but a third party like an advertiser or a cross subsidy fromother products.

These dimensions of pricing are sometimes coupled. For example, usage - based or per - us e pricing inherently requires periodic billing, a prepayment and debit system, or a pay - before - use infrastructure (such as digital cash). A supplier shouldn´t promise new releases (with the attendant ongoing development costs) unless they are purchased sep arately or there is ongoing subscription revenue. Similarly an ASP should expect subscription revenues to offset operational costs.

Finally, all ways of selling software, including bundling with provisioning and operations or not, offer a full range of pri cing options. While licensing and customer - installation is usually associated with fixed pricing, with networked computers it would be possible to use subscription or per - transaction pricing. Software sold as an application service is usually associated wi th subscription pricing or coverage by third - party advertising, but could be sold at a fixed price.

7.3.1 Value pricing and versioning

For products well differentiated fromthe competition, the best supplier strategy is value pricing :

base prices on the customer willingness to pay [Sha99]. Value pricing is, however, complicated by the wide dispersion in willingness to pay among customers. To maximize revenue, value pricing requires price discrimination.

There are a number of different price discrimination strateg ies. One particularly applicable to software is versioning . A portfolio of products is created that offers different levels of features, quality, and performance. With appropriate pricing, customers will self - select based on their willingness to pay. Frequ ently, a minimal version is offered for free, for a limited - time trial or indefinitely. This bears little marginal cost to the supplier, and serves to familiarize the customer with the product in the hope of upgrading themto a paying version or inducing t hemor others to purchase a complementary product. An example of the latter is the Web, where the browser is free and the server with complementary value - added features is sold.

Some business models offer more flexibility for price discrimination than othe rs. Fixed pricing of

"shrink wrapped" software offers minimal opportunity for price discrimination. At the other extreme, an individually negotiated license for a custom - developed application can take into account attributes like usage and impact discussed in Section 2 . An attractiveness of the ASP model is some flexibility to base pricing on willingness to pay, usage, and context.

7.3.2 Variable pricing

The user´s willingness to pay depends on the many contributors to value described earlier. Some of these, such as usage and quality, can actually be different at different times, even for the same user. This suggests forms of variable pricing in which the price is dependent on patterns of use.

Actually implementing variable pricing is a challenge. An example is pricing based on usage.

While direct monitoring of usage (time or transactions) is rare, suppliers frequently approximate usage by basing prices on the number of "seats" where an application is available or the number of computer s on which the software is installed, irrespective of actual usage. A variant is the

^floating license~, in which pricing is based on the peak number of concurrent users without regard to the number of seats or users. With the ubiquity of the Internet, it becomes possible to monitor usage more directly, and similarly the ASP model naturally admits the monitoringof use.

A fundamentally different approach is to base pricing on direct impact rather than usage, such as per - transaction pricing for ASP e - commerc e intermediaries.

The business model and pricing strategy can have a significant impact on supplier incentives and targets for investment. For example, usage - based pricing provides an ongoing revenue stream even without releases, and thus reduces the press ure to continually add functionality (unless of course it is targeted at increased usage).

7.3.3 Bundling

As with other goods, bundling of products is another way to mitigate the dispersion of customer demand [Sha99]. That dispersion is often lower for a bundle than for its constituents, making pricing simpler and ultimately increasing total revenues. In software, making the constituents complementary and composable can enhance the value of a bundle 135 .

7.3.4 Third party revenue

With low marginal costs, advertising is a viable mechanismto derive revenues froma third party rather than users. This is particularly true for the ASP subscription model, since there is an opportunity to push a streamof targeted advertisements, and increasing their effectiveness by taking into account the application context. In this case, the determinant is the value of the attention of the user to the advertiser, rather than the direct value to the user. Unlike traditional media, advertisements in networked media can be updated dynamically an d usually include hyperlinks to the advertiser’s Web site, where unlimited information can be offered.

7.4 Evolution

To reduce the risk of competitor entry and create a streamof revenues, it is typical to create a moving target by offering a streamof new rel eases, each with improved features, quality, and performance. Maintenance upgrades may be offered for free 136 , but new releases can be sold.

Releases also help support maintenance and improvements that attract new customers, create new versions, and deter po tential competitors. Once a significant market share is held, the greatest competition for each new release is the installed base of older releases.

Although immaterial software does not ^wear out~ like material goods, absent upgrade it does inevitably det eriorate over time in the sense that changing user requirements and changes to complementary products render it less suitable. Thus, software demands new releases as long as there is a viable user base. Upgrades entail some risks: a new release may discont inue support for older data representations (alienating some customers), or may suddenly fail to interoperate with complementary software.

Legacy software may eventually become a financial burden to the supplier. The user community may dwindle to the point that revenues do not j ustify the investment in releases, or the supplier may want to replace the software with an innovative new version. Unfortunately, terminating investments in new releases will alienate existing users by stranding themwith deteriorat ing (and eventually unusable) software. Thus, the installed base sometimes becomes an increasing burden.

Components offer a smoother transition strategy provided old and new versions of a component can be installed side - by - side 137 . Then, old versions can be phased out slowly, without forcing clients of that old version to move precipitously to the new version.

7.5 Complementarity

Similarly to other markets, it is common to offer a portfolio of complementary products. This reduces risk, sales and marketing costs, and offers the consumer systems integration and a single point of contact for sales and support.

Nevertheless, software suppliers depend heavily on complementary products fromother suppliers, particularly through layering. Each supplier wants to different iate its own products and minimize its competition, but conversely desires strong competition among its complementers so that its customers enj oy overall price and quality advantages.

8 The future

More so than most technologies and markets, software has been in a constant state of flux. The merging of communications with storage and processing represents a maj or maturation of the technology ˙ there are no remaining maj or gaps. However, the market implications of this technological step have only begun to be fel t. In addition, there are a few other technological and market trends that are easily anticipated, because they have already begun. While we don´t attempt to predict their full implications, we now point out what they are and some of their implications.

8.1 In formation appliances

Instead of installing specialized applications on general computers, software can be bundled with hardware to focus on a narrower purpose. Information appliances take software applications co - existing in the PC, and bundle and sell the mwith dedicated hardware 138 . This exploits the decreasing cost of hardware to create devices that are more portable, ergonomic, and with enhanced usability 139 .

Software in the appliance domain assumes characteristics closer to traditional industrial products.

Both the opportunities and technical challenges of composability are largely negated. In most instances, maintenance and upgrade become a step within the appliance product activity, rather than a separable software - only process 140 .

8.2 Pervasive computing

Anoth er trend is embedding software - mediated capabilities within a variety of existing material products 141 . The logical extension of this is information technology (including networked connectivity as well as processing and storage) embedded in most everyday obj ects, which is termed pervasive computing [Mak99, Cia00]. The emphasis is different frominformation appliances, in that the goal is to add capability and functionality to the material obj ects around us ˙ including many opportunities that arise when these ob j ects can communicate and coordinate ˙ as opposed to shipping existing capabilities in a new form. Our everyday environment becomes a configurable and flexible mesh of (largely hidden fromview) communicating and computing nodes that take care of information processing needs less explicitly expressed and deriving fromnormal activities.

Pervasive computing takes software in the opposite direction frominformation appliances.

Composability that is flexible and opportunistic and almost universal becomes the goa l. This is a severe technical challenge 142 . Further, taking advantage of information technology to increase the complementarity of many products in the material world becomes a new and challenging goal for product marketing and design.

8.3 Mobile and nomadic inf ormation technology

Many users have accessed the Internet froma single access point. Increasingly, nomadic users connect the network fromdifferent access points (as when they use laptops while traveling).

There are two cases: the appliance or computer it self can be relocated or the user can move from one appliance or computer to another. The advent of wireless Internet access allows mobility :

users change their access point even while they are using an application 143 .

Maintaining ideal transparency to the n omadic or mobile user raises many new challenges for software engineers and managers. The infrastructure should recreate a consistent user environment wherever the user may arise or move (including different access points or different appliances or compute rs). Either, applications need to be more cognizant of and adj ust to wide variations in communications connectivity, or the infrastructure needs to performappropriate translations on behalf of the applications 144 . A severe challenge is achieving all this wh en necessarily operating over distinct ownership and administrative domains in a global network.

8.4 A component marketplace

The assembly of applications fromfiner - grained software components is very limited as an internal strategy for individual software sup pliers, because their uses may not j ustify the added development costs 145 . Like infrastructure software, the full potential unfolds only with the emergence of a marketplace for components.

However, such markets may well turn out to be very different fromhar dware and material goods, which are typically sold for a fixed price. One difference has already been discussed: software components are protected by intellectual property rather than title, and will typically be licensed rather than sold. More fundamental ly, the pricing may be much more variable, potentially including a number of factors including usage. The possibilities are endless, and this is a useful area of investigation.

8.5 Pricing and business models

The rising popularity of the ASP model for provisio ning and operations demonstrates the changing business model of the software industry. There are several factors drivingthis. First, the increasing ubiquity of high - performance networks opens up new possibilities. Second, as the assembly of finer - grained software components replaces monolithic applications, and new value is created by the composition of applications, a given application may actually have multiple vendors. Pervasive computing pushes this trend to the extreme, as the goal is to allow composi tion of higher - level capabilities fromdifferent computing devices, often fromdifferent vendors 146 . Third, mobility creates an endless variety of possible scenarios for the partitioned ownership and operation of the supporting infrastructure. Fourth, the ob stacles of provisioning and operating applications become much more daunting to the user in a world with much greater application diversity, and applications composed frommultiple components.

Traditional usage - independent pricing models based on hosts or users supported become less appropriate in all these scenarios. Instead, pricing should move to usage - based subscription models. Such pricing models require infrastructure support for transparent, efficient, and auditable billing against delivered services .

For example, components may be sold for subscription (usage is monitored, and micro - payments flow to component vendors). Since most components introduce a miniature platform, which other components can build on, this encourages widespread component adopt ion, and minimizes the initial barriers to entry where earlier component offerings are already established.

While the details are unclear, the changing technology is stimulating widespread changes in industrial organization and business models.

9 Conclusions

While individually familiar, software brings unusual combinations of characteristics on the supply and demand sides. Its unparalleled flexibility, variability, and richness are countered by equally unparalleled societal, organizational, technical, financi al, and economic challenges. Due to these factors ˙ continually rocked by unremitting technological change ˙ today´s software marketplace can be considered immature.

We assert that there are substantial opportunities to understand better the challenges and opp ortunities of investing in, developing, marketing, and selling software, and to use this understanding to conceptualize better strategies for the evolution of software technology as well as business models that better serve suppliers and customers. It is h oped that this paper takes a first step toward realization of this vision by summarizing our current limited state of understanding.

Software is subj ect to a foundation of laws similar to (and sometimes governed by) the laws of physics, including fundament al theories of information, computability, and communication. In practical terms these laws are hardly limiting at all, especially in light of remarkable advances in electronics and photonics that will continue for some time. Like that other immaterial goo d that requires a technological support infrastructure, information, software has unprecedented versatility: the only really important limit is our own imagination. That, plus the immaturity of the technology and its markets, virtually guarantees that this paper has not captured the possibilities beyond a limited vision based on what is obvious or predictable today. The possibilities are vast, and largely unknowable.

While the wealth of understanding developed for other goods and services certainly offer ma ny useful insights, we feel that the fundamentals of software economics are yet to be conceptualized.

Competitive market mechanisms, valuation and pricing models, investment recovery, risk management, insurance models, value chains, and many other issues s hould be reconsidered from first principles to do full j ustice to this unique good.

References

[Bak79] Baker, Albert L.; Zweben, Stuart H. ^T he Use of Software Science in Evaluating Modularity

Concepts~. IEEE Transactions on Software Engineering , March 197 9, SE - 5(2): 110 - 120.

[Bal97] Baldwin, Carliss Y; Clark, KimB. ^Managing in an age of modularity~. Harvard Business Review ,

Sep/Oct 1997, 75(5): 84 - 93.

[BCK98] Bass, Len; Clements, Paul; Kazman, Rick. Software Architecture in Practice , Addison - Wesley,

1998 .

[Boe00] Boehm, B; Sullivan, K . ^Software Economics: A Roadmap,~ in The Future of Software

Engineering , special volume, A. Finkelstein, Ed., 22nd International Conference on Software

Engineering , June, 2000.

[Boe81] Boehm, B.. Software Engineering Econo mics , Englewood Cliffs, N.J. : Prentice - Hall, 1981.

[Boe84] Boehm, BarryW. ^Software Engineering Economics~. IEEE Transactions on Software

Engineering , Jan 1984, SE - 10(1): 4 - 21.

[Boe99] Boehm, B; Sullivan, K. ^Software economics: Status and prospects~. I nformation &Software

Technology , Nov 15, 1999, 41(14): 937 - 946.

[Bos00] Bosch, Jan. Design and Use of Software Architectures , Addison Wesley, 2000

[Bro98] Brown, WilliamJ.; Malveau, Raphael C.; Brown, WilliamH.; McCormick,; Hays W., III;

Mowbray, T homas J. AntiPatterns: Refactoring Software, Architectures, and Projects in Crisis , John

Wiley& Sons, 1998.

[Bul00] Bulkeley, WilliamM. ^Ozzie to unveil Napster - style networking~ Wall Street Journal Interactive

Edition , October 24. (http://www.zdnet.com/zdnn/ stories/news/0,4586,2644020,00.html)

[Chu92] Church, Jeffrey; Gandal, Neil. ^Network Effects, Software Provision, and Standardization~.

Journal of Industrial Economics , Mar 1992, 40(1): 85 - 103.

[Cia00] Ciarletta, L.P., Dima, A.A. ^A Conceptual Model for Pe rvasive Computing~, Workshop on

Pervasive Computing; in: Proceedings of the 29th International Conference on Parallel Computing

2000 , T oronto, Canada, 21 - 24 Aug 2000.

[Cla93] Clark, J R; Levy, Leon S. ^Software economics: An application of price theoryto the development of expert systems~ Journal of Applied Business Research , Spring 1993, 9(2): 14 - 18.

[Com96] Compaq. ^White paper: HowDIGIT AL FX!32 works~.

( http://www.support.compaq.com/a mt/fx32/fx - white.html .)

[Cov00] Covisint ^Covisint Establishes Corporate Entity ˘ Automotive e - business exchange becomes

LLC~, December 2000. (http://www.covisint.com/)

[Cox96] Cox, B. Superdistribution: Objects as Property on the Electronic Frontier ; Add ison Wesley1996.

( http://www.virtualschool.edu/mon )

[CSA98] Workshop report, OMG DARPA Workshop on Compositional Software Architectures , February

1998.

(http://www.objs.com/workshops/ws9801/report.html)

[D av90] David, Paul A., and Shane Greenstein. 1990. ^T he Economics of CompatibilityStandards: An

Introduction to Recent Research,~ Economics of Innovation and New Technology 1(1 - 2): 3 - 41.

[DFS98] Devanbu, P.; Fong, P.; Stubblebine, S. ^T echniques for truste d software engineering~ In:

Proceedings of the 20th International Conference on Software Engineering (ICSE’98), Kyoto, Japan,

April 1998.

(http://seclab.cs.ucdavis.edu/~devanbu/icse98.ps)

[Fra90] Frakes, W. B.; Gandel, P. B. ^Representing Reusable Software ~. Information &Software

Technology , Dec 1990, 32(10): 653 - 664.

[Gaf89] Gaffney, J. E., Jr.; Durek, T . A. ^Software Reuse - Keyto Enhanced Productivity: Some

Quantitative Models~. Information &Software Technology , Jun 1989, 31(5): 258 - 267.

[Gas71] Gaski ns. ^Dynamic Limit Pricing: Optimal Pricing Under T hreat of Entry~, J. Econ. Theory 306,

1971.

[Goe9?] Ben Goertzel, ^T he Internet Economyas a Complex System~, 199?.

( http://www.goertzel.org/ben/e commerce.html )

[Gul93] Analytical methods in software engineering economics . T homas R. Gulledge, WilliamP. Hutzler, eds. Berlin ; NewYork : Springer - Verlag, c1993.

[Hil93] Hiles, A. Service Level Agreements ˘ Managing Cost and Quality in Service Relat ionships ,

Chapman & Hall, London, 1993.

[How97] Howard, J.D. ^An Analysis Of SecurityIncidents On T he Internet~, PhD thesis , Carnegie Mellon

University, Pittsburgh, PA, April 1997.

(http://www.cert.org/research/JHT hesis/Start.html)

[IDC99] Steve Garone a nd SallyCusack. ^Components, objects, and development environments: 1999 worldwide markets and trends~. International Data Corporation, June 1999.

[Jun99] Jung, Ho - Won; Choi, Byoungju. ^Optimization models for qualityand cost of modular software systems~ . European Journal of Operational Research , Feb 1, 1999, 112(3): 613 - 619.

[Kan89] Kang, K. C.; Levy, L. S. ^Software Methodologyin the Harsh Light of Economics~. Information

&Software Technology , Jun 1989, 31(5): 239 - 250.

[Kat85] Katz, Michael, and Carl Shapiro. 1985. ^Network Externalities, Competition, and Compatibility,~

American Economic Review 75(3): 424 - 440.

[Kat86] Katz, Michael L.; Shapiro, Carl. ^T echnologyAdoption in the Presence of Network Externalities~.

Journal of Political Economy , Aug 1986 , 94(4): 822 - 841.

[Ken98] Kemerer, Chris F. ^Progress, obstacles, and opportunities in software engineering economics~.

Communications of the ACM , Aug 1998, 41(8): 63 - 66.

[Koc98] Koch, Christopher. ^Service level agreements: put IT in writing~, CIO Magazin e , 15 Nov 1998.

(http://www.cio.com/archive/111598_sla.html)

[Lan00] Langlois, Richard, ^Modularityin T echnologyand Organization~, to appear in the Journal of

Economic Behavior and Organization .

[Lan92] Langlois, Richard N. ^External economies and econom ic progress: T he case of the microcomputer industry~. Business History Review , Spring 1992, 66(1): 1 - 50.

[Lan92] Langlois, Richard N.; Robertson, Paul L. ^Networks and Innovation in a Modular System: Lessons fromthe Microcomputer and Stereo Component Indu stries~. Research Policy , Aug 1992, 21(4): 297 -

313.

[Lev87] Levy, L. S., Taming the Tiger: Software Engineering and Software Economics , Springer - Verlag,

Berlin, FRG, 1987.

[Lew97] T ed Lewis, Friction - Free Economy . HarperBusiness, 1997.

(http://www.friction - free - economy.com/)

[LL96] Lee, Peter; Leone, Mark, ^Optimizing ML with run - time code generation~, ACM SIGPLAN

Notices , 1996, 31(5): 137 - 148.

[Mak99] Makulowich, John. ^Pervasive Computing: `T he Next Big T hing´~ Washington Technology

Online , 19 July1999. (http://www.wtonline.com/vol14_no8/cover/652 - 1.html)

[Mar90] Marshall, Alfred. Principles of Economics , first edition: 1890. Reprinted in Great Minds Series,

Prometheus Books, 1997.

[Mes99a] David G. Messerschmitt, Understanding Networked Applications: A F irst Course . Morgan

Kaufmann, 1999.

[Mes99b] David G. Messerschmitt, Networked Applications: A Guide to the New Computing

Infrastructure . Morgan Kaufmann, 1999.

[Mes99c] D.G. Messerschmitt, "T he Prospects for Computing - Communications Convergence".

Proceedi ngs of MÜNCHNER KREIS, Conference "VISION 21:Perspectives for the Information and

Communication Technology" , Munich Germany, Nov. 25, 1999.

(http://www.EECS.Berkeley.EDU/~messer/PAPERS/99/Munich.PDF)

[Net] Nepliance, Inc. (http://www.netpliance.com/iopener /)

[Nie00] Nielsen, J. Designing Web Usability: The Practice of Simplicity. NewRiders Publishing,

Indianapolis, 2000.

[Nie93] Nielsen, J. ^Noncommand user interfaces.~ Communications of the ACM , April 1993, 36(4): 83 - 99.

(http://www.useit.com/papers/nonc ommand.html)

[Par72] Parnas, David L. 1972. ^On the Criteria for Decomposing Systems into Modules,~

Communications of the ACM 15(12): 1053 - 1058 (December).

[Pfl97] Pfleeger, Charles P. Security in Computing , 2 nd edition, Prentice Hall, 1997.

[Pre00] Pressm an, Roger S. Software Engineering: A Practitioner´s Approach. (Fifth Edition) McGraw -

Hill, 2000.

[Rob95, Lan92] Robertson, Paul L; Langlois, Richard N. ^Innovation, networks, and vertical integration~.

Research Policy , Jul 1995, 24(4): 543 - 562.

[Roy70] Roy ce, W.W. ^Managing the development of large software systems~, IEEE WESCON, August

1970.

[San96] Sanchez, Ron; Mahoney, Joseph T . ^Modularity, flexibility, and knowledge management in product and organization design~. Strategic Management Journal, Winter 1 996, 1763 - 76.

[Sch88] Schattke, Rudolph. ^Accounting for Computer Software: T he Revenue Side of the Coin~. Journal of Accountancy , Jan 1988, 165(1): 58 - 70.

[Sha99] Carl Shapiro and Hal R. Varian, Information Rules: A Strategic Guide to the Network Economy .

Harvard Business School Press, 1999.

[Sil87] Silvestre, Joaquim. ^Economies and Diseconomies of Scale~, in: T he NewPalgrave: A Dictionary of Economics, ed. byJohn Eatwell, MurrayMilgate, and Peter Newman. London: Macmillan, London,

1987, (2): 80 - 83.

[S la98] Slaughter, Sandra A; Harter, Donald E; Krishnan, MayuramS. ^Evaluating the cost of software quality~. Communications of the ACM , Aug 1998, 41(8): 67 - 73.

[SOT 00] Suganuma, T .; Ogasawara, T .; T akeuchi, M.; Yasue, T .; Kawahito, M.; Ishizaki, K.; Komats u, H.;

Nakatani, T . ^Overviewof the IBM Java just - in - time compiler~, IBM Systems Journal , 2000, 39(1): 175 -

193.

[Sul99] Sullivan, Jennifer. ^Napster: Music Is for Sharing~, Wired News, 1 November 1999.

(http://www.wired.com/news/print/0,1294,32151,00.html )

[Sun99] ^T he Java Hotspot TM performance engine architecture ˘ A white paper about Sun’s second generation performance technology~, April 1999.

( http://java.sun.com/products/hotspot/whit epaper.html )

[Szy98] Clemens Szyperski, Component Software ˙ Beyond Object - Oriented Programming. Addison -

Wesley, 1998.

[T he84] T hebaut, S. M.; Shen, V. Y. ^An Analytic Resource Model for Large - Scale Software

Development~. Information Processing &Management , 1984, 20(1/2): 293 - 315.

[T or98] T orrisi, S., Industrial Organization and Innovation : An International Study of the Software

Industry .

Edward Elgar Pub, 1998.

[UPA] UsabilityProfessionals’ Association (http://www.upassoc.org/)

[Upt92] Upton, David M. ^A flexible structure for computer - controlled manufacturing systems~,

Manufacturing Review, 1992, 5 (1): 58 - 74.

(http://www.people.hbs.edu/dupton/papers/organic/WorkingPaper.html)

[Vac93] Vacca, John. ^T apping a gold mine of software assets~. Software Magazi ne , Nov 1993, 13(16):

57 - 67.

[Ver91] The Economics of information systems and software . Richard Veryard, ed. Oxford ; Boston :

Butterworth - Heinemann, 1991.

[W3C95] World Wide Web Consortium. ^A Little Historyof the World Wide Web~

(http://www.w3.org/Hist ory.html)

[W3CP] World Wide Web Privacy. ( http://www.w3.org/Privacy/ )

[War00] Ward, Eric, ^ Viral marketing involves serendipity, not planning ~. B to B , Jul 17, 2000, 85(10): 26.

The authors

David G. Messerschmit t is the Roger A. Strauch Professor of Electrical Engineering and

Computer Sciences at the University of California at Berkeley. From1993 - 96 he served as Chair of EECS, and prior to 1977 he was with AT&T Bell Laboratories in Holmdel, N.J . Current research interests include the future of wireless networks, the economics of networks and software, and the interdependence of business and technology. He is active in developing new courses on information technology in business and information science programs, i ntroducing relevant economics and business concepts into the computer science and engineering curriculum, and is the author of a recent textbook, Understanding Networked Applications: A First Course .

He is a co - founder and former Director of TCSICorporati on. He is on the Advisory Board of the

Fisher Center for Management & Information Technology in the Haas School of Business, the

Directorate for Computer and Information Sciences and Engineering at the National Science

Foundation, and recently co - chaired a National Research Council study on the future of information technology research. He received a B.S. degree fromthe University of Colorado, and an M.S. and Ph.D. fromthe University of Michigan. He is a Fellow of the IEEE, a Member of the

National Academ y of Engineering, and a recipient of the IEEE Alexander GrahamBell Medal.

Clemens A. Szyperski is a Software Architect in the Component Applications Group of

Microsoft Research, where he furthers the principles, technologies, and methods supporting compon ent software. He is the author of the award - winning book Component Software: Beyond

Object - Oriented Programming and numerous other publications. He is the charter editor of the

Addison - Wesley Component Software professional book series. He is a frequent sp eaker, panelist, and committee member at international conferences and events, both academic and industrial. He received his first degree in Electrical Engineering in 1987 fromthe Aachen

Institute of Technology in Germany. He received his Ph.D. in Compute r Science in 1992 fromthe

Swiss Federal Institute of Technology (ETH) in Zurich under the guidance of Niklaus Wirth. In

1992 - 93, he held a postdoctoral scholarship at the International Computer Science Institute at the

University of California, Berkeley. From1994 - 99, he was tenured as associate professor at the

Queensland University of Technology, Brisbane, Australia, where he still holds an adj unct professorship. In 1993, he co - founded Oberon microsystems, Inc., Zurich, Switzerland, with its

1998 spin - of f, esmertec inc., also Zurich.

Endnotes

1 In fact, often the termtechnologyis defined as the application of physical laws to useful purposes. Bythis strict definition, software would not be a technology. However, since there is a certain interchangeabilityof software and hardware, as discussed momentarily, we do include software as a technology.

2 T he theoretical mutability of hardware and software was the original basis of software patents, as discussed in Section 5 . If it is reasonable to allowhardware inventions to be patented, then it should be equallyreasonable to allowthose same inventio ns, but embodied bysoftware, to be patented.

3 T he computer is arguablythe first product that is fullyprogrammable. Manyearlier products had a degree of parameterizability(e.g. a drafting compass) and configurability(e.g. an erector set). Other produ cts have the flexibilityto accommodate different content (e.g. paper). No earlier product has such a wide range of functionalitynon - presupposed at the time of manufacture.

4 T he primarypractical issues are complexityand performance. It is somewhat easi er to achieve high complexityin software, but moving the same functionalityto hardware improves performance. With advances in computer - aided design tools, hardware design has come to increasinglyresemble software programming.

5 Byrepresentation, we mea n the information can be temporarilyreplaced bydata and later recovered to its original form. Often, as in the sound and picture examples, this representation is onlyapproximated. What is recovered fromthe data representation is an approximation of the original.

6 T he usage of these terms is sometimes variable and inconsistent. For example, the termdata is also commonlyapplied to information that has been subject to minimuminterpretation, such as acquired in a scientific experiment.

7 Analog informat ion processing -- for example, in the formof analog audio and video recording and editing ˙ remains widespread. Analog is being aggressivelydisplaced bydigital to open up opportunities for digital information processing.

8 In reality, storage cannot work wi thout a little communication (the bits need to flowto the storage medium) and communication cannot work without a little storage (the bits cannot be communicated in zero time).

9 Note that the ^roles~ of interest to managers (such as programmers and system s administrators) have some commonalitywith the perspectives. T he distinction is that the perspectives are typicallymore general and expansive.

10 T he perspectives chosen reflect the intended readership of this paper. We include themall because we believ e theyall are relevant and have mutual dependencies.

11 As described in Section 4 , this cycle typicallyrepeats with each newsoftware release.

12 T he difference between value and cost is called the consumer surplus . Software of fering a larger consumer surplus is preferred bythe consumer.

13 Often, value can be quantified byfinancial metrics such as increased revenue or reduced costs.

14 Of course, if the greater time spent reflects poor design, greater usage mayreflect lower ef ficiencyand thus represents lower value.

15 ^Observed~ is an important qualifier here. T he actual number of defects maybe either higher or lower than the observed one ˙ it is higher than observed if some defects don´t showunder typical usage profiles;

it i s lower than observed if a perceived defect is actuallynot a defect but a misunderstanding on how something was supposed to work. T he latter case could be re - interpreted as an actual defect in either the intuitiveness of the usage model, the help/training material, or the certification process used to determine whether a user is sufficientlyqualified.

16 For example, a slowactivitycan be masked bya multitude of attention - diverting faster activities.

17 Performance is an important aspect of software compo sition (see Section 2.8 ): two separatelyfast components, when combined, can be veryslow ˙ a bit like two motors working against each other when coupled. T he exact impact of composed components (and the applied composition mecha nism) on overall performance is hard to predict preciselyfor today´s complex software systems.

18 Although this qualitydilemma is faced byall engineering disciplines, manybenefit fromrelativelyslow change and long historical experience, allowing them to deliver close - to - perfect products. IT as well as user requirements are and have always changed rapidly, and anystabilization is accuratelyinterpreted as a leading indicator of obsolescence.

19 In theory, software could be tested under all operational c onditions, so that flaws could be detected and repaired during development. While most flaws can be detected, the number of possible conditions in a complex application is so large as to preclude anypossibilityof exhaustive testing.

20 Such modes might in clude mouse or keyboard, visual or audio, context - free or context - based operations.

21 An example would be an initial ^discovery~ of features supported through several likelypaths, while later repetitive use of certain features can be fine - tuned to minimiz e the required number of manipulative steps. T ypical examples include the reconfiguration of user interface elements or the binding of common commands to command keys.

22 Suitable mechanisms to support securityor privacypolicies can range fromsimple decl arations or warnings at ^entrypoints~ to total physical containment and separation. For all but the most trivial degrees of resiliency, hardware and physical location support is required.

23 Unfortunately, it is not well understood howto construct softwar e that can meet changing needs. T he best attempts add considerable abilityto parameterize and configure, and attempt modular architectures, in which the user can mix and match different modules (see Section 3 for further discu ssion). As a practical matter, information systems are often a substantial obstacle to change.

24 Relevant performance parameters are instruction rate (instructions per second), storage density(bits per unit area or per chip), and communications bitrate (b its per second).

25 T hus far, reductions in feature size (which relates directlyto improved speed at a given cost) bya fixed percentage tend to cost roughlythe same, regardless of the absolute. T hus, like compound interest, the cumulative improvement is geometric with time (roughly60% per year compounded).

26 T he Semiconductor IndustryAssociation has developed a roadmap for semiconductor development over the next 6 years. T his roadmap specifies the needed advances in everyarea, and serves to coordinate the manyvendors who contribute to a given generation of technology.

27 T he inadequacyof computers even a fewyears old with today´s applications illustrates concretelythe importance of advancing technologyto the software industry.

28 Compilation is typic allyseen as yielding pre - checked efficient object code that lacks the flexibilityof dynamic, on - demand modifiabilityand, importantly, the flexibilityto execute on a varietyof target machines with different execution models. Interpretation is typically seen as yielding a more lightweight and flexible model, but at the price of verylate checking and reduced efficiency. Everyone has suffered fromthe late checking applied to interpreted code: a visited Web page ^crashes~ with an error message indicating some avoidable programming error in a script attached to the Web page. While earlychecking during compilation cannot ( ever! ) eliminate all errors, modern languages and compiler/analyzer technology have come quite far in eliminating large classes of errors (thus termed ^avoidable~ errors).

29 T his is illustrated byJava. A common (but not the only) approach is to compile Java source code into

Java bytecode, which is an intermediate object code for an abstract execution target (the so - called Java virtual machi ne). T his bytecode can then be executed on different targets byusing a target - specific interpreter. If all checking happens in the first step and if the intermediate object code is efficiently mapable to native code, then the advantages of compilation and interpretation are combined. T he software unit can be compiled to intermediate form, which can then be distributed to manydifferent target platforms, each of which relies on interpretation to transformto the local physical execution model.

30 Java is mor e than a language. It includes a platform, implemented on different operating systems, that aims at supporting full portabilityof software.

31 Bymonitoring the performance, the online optimizer can dynamicallyoptimize critical parts of the program. Based on usage profiling, an online optimizer can recompile critical parts of the software using optimization techniques that would be prohibitivelyexpensive in terms of time and memoryrequirements when applied to all of the software. Since such a process can drawon actuallyobserved systembehavior at

^use time~, interpreters combined with online optimizing compilation technologycan exceed the performance achieved bytraditional (ahead - of - time) compilation.

32 Java source code is compiled into Java bytecode ˙ the intermediate object code proprietaryto Java.

Bytecode is then interpreted bya Java Virtual Machine (JVM). All current JVM implementations use just - in - time compilation, often combined with some formof online optimization, to achieve reasonable perfor mance.

33 T here is nothing special about intermediate object code: one machine´s native code can be another machine´s intermediate object code. For example, Digital (nowCompaq) developed a ^Pentiumvirtual machine~ called FX!32 [Com96] that ran on Digital Alpha processors. FX!32 used a combination of interpretation, just - in - time compilation, and profile - based online optimization to achieve impressive performance. At the time, several Windows applications, compiled to Pentiumobject code, ran faster on top o f FX!32 on top of Alpha, than on their native Pentiumtargets.

34 T his approach uses a digital signature. Anyformof verification of a vendor requires the assistance of a trusted authority, in this case called a certificate authority(CA). T he CA provides the software vendor with a secret keythat can be used to sign the code in a waythat can be verified bythe executing platform

[Mes99a]. T he signature does not limit what is in the code and thus has no impact on the choice of object code format. Microsoft ´s Authenticode technologyuses this approach.

35 Java bytecode and the .NET Framework intermediate language use this approach. A generalization of the checking approach is presentlyfinding much attention: proof - carrying code . T he idea is to add enough aux iliaryinformation to an object code that a receiving platformcan check that the code meets certain requirements. Such checking is, byconstruction, much cheaper than constructing the original proof: the auxiliaryinformation guides the checker in finding a proof. If the checker finds a proof, then the validityof the proof rests onlyon the correctness of the checker itself, not on the trustworthiness of either the supplied code or the supplied auxiliaryinformation. T he onlything that needs to be truste d is the checker itself.

36 T he operating systemis an example of infrastructure (as opposed to application) software (see Section 6 ).

37 T he stages up to and (in the extreme) including requirements need to consid er the available code base to efficientlybuild on top of it.

38 T raditionally, the two most important tools of a software developer were source code editors and compilers. With the availabilityof integrated development environments, the toolkit has grown s ubstantiallyto include functional and performance debuggers, collectors of statistics, defect trackers, and so on. However, facing the substantial complexityof manycurrent software systems, build systems have become one of the most important sets of too ls. A build systemtakes care of maintaining a graph of configurations (of varying release status), including all information required to build the actual deliverables whenever needed. Industrial strength build systems tend to applyextensive consistencyc hecks, including automated runs of test suites, on every^check in~ of newcode.

39 Where subsystemcomposition is guided byarchitecture, those systemproperties that were successfully considered bythe architect are achieved byconstruction rather than by observing rather randomlyemerging composition properties. For example, a securityarchitecture mayput reliable trust classifications in place that prevent critical subsystems fromrelying on arbitraryother subsystems. Otherwise, following this example, the securityof an overall systemoften is as strong as its weakest link.

40 Other such properties are interface abstraction (hiding all irrelevant detail at interfaces) and encapsulation

(hiding internal implementation detail).

41 T he internal modularizati on of higher - level modules exploits this lack of cohesion. T he coarse grain modularityat the top is a concession to human understanding and to industrial organization, where the fine - grain modularityat the bottomis a concession to ease of implementation . T he possibilityof hierarchical decomposition makes strong cohesion less important than weak coupling.

42 Byatomic, we mean an action cannot be decomposed for other purposes, although it can be customized byparameterization. On the other hand, a protoco l is composed fromactions. An action does not require an operation in the module invoking that action (although such an operation mayfollowfromthe results of the action). A protocol, on the other hand, typicallycoordinates a sequence of back - and - forth operations in two or more modules, in which case it could not be realized as a single action.

43 Interfaces are the dual to an architect´s global viewof systemproperties. An interface determines the range of possible interactions between two modules inter acting through that interface and is thus narrowing the viewpoint to strictlylocal properties. Architecture balances the dual views of local interaction and global properties byestablishing module boundaries and regulating interaction across these bounda ries through specified interfaces.

44 Encapsulation requires support fromprogramming languages and tools.

45 T his terminologyarose because the interface between an application and operating systemwas the first instance of this. T oday, the termAPI is use d in more general contexts, such as between two applications.

46 Sometimes ^emergence~ is used to denote unexpected or unwelcome properties that arise from composition, especiallyin large - scale systems where verylarge numbers of modules are composed. Here we use the termto denote desired as well as unexpected behaviors. An example of emergence in the physical world is the airplane, which is able to flyeven though each of its subsystems (wings, engines, wheels, etc.) is not.

47 Bits cannot be moved on thei r own. What is actuallymoved are photons or electrons that encode the values of bits.

48 Imagine a facsimile machine that calls the answering machine, which answers and stores the representation of the facsimile in its memory. (T his is a simplification wit h respect to a real facsimile machine, which will attempt to negotiate with the far - end facsimile machine, and failing that will give up.)

Someone observing either this (simplified) facsimile machine or the answering machine would conclude that theyhad bo th completed their job successfully ˙ theywere interoperable ˙ but in fact no image had been conveyed.

49 A Web browser and a Web server need to interoperate in order to transfer the contents of Web pages fromthe server to the browser. However, once transferr ed, the browser can go offline and still present the

Web page for viewing, scrolling, printing, etc. T here is not much need for anycomplementaritybeyond the basic assignment of the simple roles of page provisioning to the server and page consumption to t he browser.

50 In more complicated scenarios, Web pages contain user - interface elements. T he actual user interface is implemented bysplitting execution between local processing performed bythe browser and remote processing performed bythe server. T o enab le useful user interfaces, browsers and servers need to complement each other in this domain. Browser and server compose to provide capabilities that neither provides individually.

51 In even more involved scenarios, the Web server can send extension module s to the browser that extends the browser´s local processing capabilities. Java applets, ActiveX controls, and browser plug - ins (such as

Shockwave) are the prominent examples here. For such downloadable extension modules to work, very tight composition sta ndards are required.

52 Of course, one common function of software is manipulating and presenting information content. In this instance, it is valued in part for howit finds and manipulates information.

53 T his assertion is supported bynumerous instances i n which software, supported bythe platformon which it executes, directlyreplaces physical products. Examples include the typewriter, the game board, the abacus, and the telephone.

54 For example, each individual drawing in a document, and indeed each ind ividual element fromwhich that drawing is composed (like lines and circles and labels), is associated with a software module created specificallyto manage that element.

55 T echnically, it is essential to carefullydistinguish those modules that a programm er conceived

(embodied in source code) fromthose created dynamicallyat execution time (embodied as executing native code). T he former are called classes and the latter objects . Each class must capture various configuration options as well as mechanisms t o dynamicallycreate other objects. T his distinction is also relevant to components, which are described in Section 6.5.2 .

56 For manyapplications, it is also considered sociallymandatoryto serve all citizens. For example, it is hard to conceive of two Webs each serving a mutuallyexclusive set of users.

57 T his is particularlyvaluable for upgrades, which can be distributed quickly. T his can be automated, so that the user need not take conscious action to upgrade his or her p rograms. Popular examples here are the

Web - based update services for Windows and Microsoft Office.

58 Mobile code involves three challenges beyond simplyexecuting the same code on different machines.

One is providing a platformthat allows mobile code to a ccess resources such as files and displayin the same wayon different machines. Another is enforcing a set of (usuallyconfigurable) securitypolicies that allowlegitimate access to resources without allowing rogue code to take deleterious actions. A thi rd is to protect the mobile code (and the user it serves) fromrogue hosting environments. T oday, this last point is an open research problem.

59 T his enhances the scalability of an application, which is the abilityto cost - effectivelygrowthe facilities s o as to improve performance parameters in response to growth in user demand.

60 T he data generated bya programthat summarizes its past execution and is necessaryfor its future execution is called its state . A mobile agent thus embodies both code and stat e.

61 T he choice of object code and interpreter is subject to direct network effects. Interpreters (e.g. the JVM) are commonlydistributed as part of the operating system. Fortunately, it is possible to include two or more interpreters, although this would complicate or preclude composition on the target platform.

62 An example is the World - Wide Web Consortium(W3C), which is a forumdefining standards for the evolution of the Web.

63 A reference model is determined as the first step in a standards process. So metimes the location of open interfaces is defined instead bymarket dynamics (e.g. the operating systemto application).

64 An obvious example is the hierarchical decomposition of a reference - model module, which is always an implementation choice not direc tlyimpacting consistencywith the standard.

65 More specifically, specifying interfaces focuses on interoperability, and specifying module functionality emphasizes complementarity, together yielding composability(see Section 3.3.5 ).

66 Examples include the Windows operating systemAPI and the Hayes command set for modems.

67 Unfortunately, this is not all that far fromreality ˙ the number of interfaces used concurrentlyin the present software (and hardware) world is substantial.

68 T he IET F has always recognized that its standards were evolving. Most IET F standards arise directly froma research activity, and there is a requirement that theybe based on working experimental code. One approach used bythe IET F and others is to rely initiallyon a single implementation that offers open - world extension ^hooks~. Once better understood, a standard maybe ^lifted~ off the initial implementation, enabling a wider varietyof interoperable implementations.

69 T echnically, this is called seman tic tiering.

70 T his does not take account of other functions that are common with nearlyall businesses, like marketing

(related to Section 2 ) and distribution (discussed in Section 6.2.2 ).

71 Often infrastructure hardware and software are bundled together as equipment. For example, the individual packet routing is implemented in hardware, but the protocols that configure this routing to achieve end - to - end connectivityare implemented in software. T he boundarybetween hardware and software changes over time. As electronics capabilities outstrip performance requirements, software implementations become more attractive.

72 While supporting the needs of all applications is an idealistic goal of infrastruct ure, this is rarely achieved in practice. T his issue is discussed further in Section 6 .

73 Performance is an issue that must be addressed in both the development and provisioning stages.

Developers focus on insuring that a credi ble range of performance can be achieved through the sizing of facilities (this is called scalability ), whereas provisioning focuses on minimizing the facilities (and costs) needed to meet the actual end - user requirements.

74 Some of these functions maybe outsourced to the software vendor or third parties.

75 An example is Enterprise Resource Planning (ERP) applications, which support manygeneric business functions. ERP vendors provide modules that are both configurable and can be mixed and matched to meet different needs.

76 T his process is more efficient and effective when performed byexperienced personnel, creating a role for consulting firms that provide this service.

77 Mainframes have not disappeared, and continue to be quite viable, particularlyas rep ositories of mission critical information assets.

78 One difference is the greatlyenhanced graphical user interface that can be provided bydesktop computers, even in the centralized model. Another is that todaythe server software focuses to a greater ext ent on COT S applications, providing greater application diversityand user choice, as compared to the prevalence of internallydeveloped and supported software in the earlier mainframe era.

79 Such controls maybe deemed necessaryto prevent undetectable cr iminal activityand to prevent the export of encryption technologyto other nations.

80 Open source software, discussed later, demonstrates that it is possible to develop software without financial incentives. However, this is undoubtedlypossible onlyfor infrastructure software (like operating systems and Web browsers) and applications with broad interest and a verylarge user community.

81 ^Productive use~ sees manydifferent definitions, fromfrequent use to high duration of use.

82 In practice, there is a limited time to pass on unauthorized copies of software to others. In the longer - term, object code will almost certainlyfail to run on later platforms or maintain its interoperabilitywith complementarysoftware. T he continuing maintenance and upgrade is a practical deterrent to illegal copying and piracy. Another is the common practice to offer substantial saving on upgrades, provided a proof of payment for the original release can be presented.

83 Source code is sometimes licensed (at a much higher price than object code) in instances where a customer maywant or need the right to modify. In this case, the supplier´s support and maintenance obligations must be appropriatelylimited. In other cases, source code maybe sold outright.

84 Sometimes, the source comes with contractual constraints that disallowrepublication of modified versions or that disallowcreation of revenue - generating products based on the source. T he most aggressive open source movements remove all such restrictions and merelyinsist that no modified version can be redistributed without retaining the statements of source that came with the original version.

85 Scientific principles and mathematical formulas have not been patentable. Software embodies an algorithm(concrete set of steps to a ccomplish a given purpose), which was deemed equivalent to a mathematical formula. However, the mutabilityof software and hardware ˙ both of which can implement algorithms ˙ eventuallyled the courts to succumb to the patentabilityof software - embodied invent ions.

86 Software and business process patents are controversial. Some argue that the software industrychanges much faster than the patent systemcan accommodate (both the dwell time to issuing and the period of the patent). T he main difficultyis the lack of a systematic capturing of the state of the art through five decades of programming, and the lack of historyof patents going back to the genesis of the industry.

87 Open source is an interesting (although limited) counterexample.

88 T he purpose of compos ition is the emergence of newcapabilities at the systems level that were not resident in the modules. T he value associated with this emergence forms the basis of the systemintegration business.

89 It is rarelyso straightforward that existing modules can be integrated without modification. In the course of interoperabilitytesting, modifications to modules are often identified, and source code is sometimes supplied for this purpose. In addition, there is often the need to create custommodules to integrate with acquired modules, or even to aid in the composition of those modules.

90 An ISP is not to be confused with an Internet service provider, which is both an ISP (providing backbone network access) and an ASP (providing application services like email).

91 For example, an end user mayoutsource just infrastructure to a service provider, for example an application hosting service (such as an electronic data processor) and a network provider. Or it may outsource both bysubscribing to an application provided byan ASP.

92 T he ASP IndustryConsortium( www.aspindustry.org ) defines an ASP as a firmthat ^manages and delivers application capabilities to multiple entities froma data center across a wide area network (WAN) ."

Implicit in this definition is the assumption that the ASP operates a portion of the infrastructure (the data center), and hence is assuming the role of an ISP as well.

93 Increasingly, all electronic and electromechanical equipment uses embedded softwar e. Programmable processors are a cost effective and flexible wayof controlling mechanisms (e.g. automotive engines and brakes).

94 For example, where there are complementaryserver and client partitions as discussed in Section 6.4.3 , the server can be upgraded more freelyknowing that timelyupgrade of clients can followshortly. A reduction of the T CO as discussed in Section 4.2.3 usuallyfollows as well.

95 T he mobile code option will typicallyincu r a noticeable delaywhile the code is downloaded, especially on slowconnections. T hus, it maybe considered marginallyinferior to the appliance or ASP models, at least until high speed connections are ubiquitous. T he remote execution model, on the other hand, suffers fromround - trip network delays, which can inhibit low - latencyuser interface feedback, such as immediate rotation and redisplayof a manipulated complex graphical object.

96 Embedded software operates in a verycontrolled and static environme nt, and hence is largelyabsent operational support.

97 Mobile code mayalso leverage desktop processing power, reducing cost and improving scalabilityfor the ASP. However, there is a one - time price to be paid in the time required to download the mobile co de.

98 In order to sell newreleases, suppliers must offer some incentive like newor enhanced features. Some would assert that this results in ^feature bloat~, with a negative impact on usability. Other strategies include upgrading complementaryproducts i n a waythat encourages upgrade.

99 If a software supplier targets OEMs or service providers as exclusive customers, there is an opportunity to reduce development and support costs because the number of customers is smaller, and because the execution enviro nment is much better controlled.

100 Depending on the approach taken, pay - per - use mayrequire significant infrastructure. For example, to support irregular uses similar to Web browsing at a fine level of granularity, an effective micro - payment systemmaybe c rucial to accommodate verylowprices on individual small - scale activities.

101 T his actuallyis based on software components (see Section 6. 5.2 ). Each component has encapsulated metering logic, and uses a special infrastructure to periodically(say, once a month) contact a billing server.

In the absence of authorization bythat server, a component stops working. T he model is transitive in that a component using another component causes an indirect billing to compensate the owner of the transitively used component. Superdistribution can be viewed as bundling of viral marketing [War00] with distribution and sale.

102 A high percentage (estimates range from40% to 60%) of large software developments are failures in the sense that the s oftware is never deployed. Manyof these failures occur in end - user internal developments.

T here are manysources of failure ˙ even for a single project ˙ but common ones are an attempt to track changing requirements or a lack of adequate experience and expert ise.

103 Software suppliers attempt, of course, to make their applications as customizable as possible. Usually this is in the formof the abilityto mix and match modules, and a high degree of configurability. However, with the current state of the art, the opportunityfor customization is somewhat limited.

104 Here too, there are alternative business models pursued bydifferent software suppliers. Inktomi targets

Internet service providers, providing all customers of the service provider with enhanced informa tion access. Akamai, in contrast, targets information suppliers, offering thema global caching infrastructure that offers all their users enhanced performance.

105 T his places a premiumon full and accurate knowledge of the infrastructure API´s. Customer ch oice is enhanced when these API´s are open interfaces.

106 An example of a similar layering in the physical world is the dependence of manycompanies on a package deliveryservice, which is in turn dependent on shipping services (train, boat, airplane).

107 Ex amples are: the Java bytecode representing a program, a relational table representing structured data for storage, and an XML format representing data for communication.

108 Examples are: the instructions of a Java virtual machine, the SQL operators for a re lational database, and the reliable deliveryof a byte streamfor the Internet T CP.

109 An example is directoryservices, which combines communication and storage.

110 For example, applications should work the same if the networking technologyis Ethernet or w ireless. Of course, there will inevitablybe performance implications.

111 T his is analogous to standardized shipping containers in the industrial economy, which serve to allowa wide diversityof goods to be shipped without impacting the vessels.

112 Bystovep ipe, we mean an infrastructure dedicated to a particular application, with different infrastructure for different applications.

113 Examples are the failed efforts in the telecommunications industryto deployvideo conferencing, videotext, and video - on - deman d applications. In contrast, the computer industryhas partiallyfollowed the layering strategyfor some time. For example, the success of the PC is in large part attributable to its ability to freelysupport newapplications.

114 In manycases, there is a w eb of relationships (for example the set of suppliers and customers in a particular vertical industry), and bilateral cooperation is insufficient. An additional complication is the constraint imposed bymanylegacysystems and applications.

115 T his is simil ar to the layering philosophyin Figure 6 . Suppose N different representations must interoperate. A straightforward approach would require N*(N - 1) conversions, but a common intermediate representation reduces this to 2N conversion s.

116 Software is reused by using it in multiple contexts, even simultaneously. T his is verydifferent fromthe material world, where reuse carries connotations of recycling and simultaneous uses are generally impossible. T he difference between customsoftw are and reusable software is mostlyone of likelihood or adequateness. If a particular module has been developed with a single special purpose in mind, and either that purpose is a highlyspecialized niche or the module is of substantial but target - specifi c complexity, then that module is highlyunlikelyto be usable in anyother context and is thus not reusable.

117 However, the total development cost and time for reusable software is considerablygreater than for customsoftware. T his is a major practical i mpediment. A rule of thumb is that a reusable piece of software needs to be used at least three times to break even.

118 For example, enterprise resource planning (ERP) is a class of application that targets standard business processes in large corporations. Vendors of ERP, such as SAP, Baan, Peoplesoft, and Oracle, use a framework and component methodologyto tryto provide flexibility.

119 T he closest analogyto a framework in the physical world is called a platform(leading to possible confusion). For exampl e, an automobile platformis a standardized architecture, and associated components and manufacturing processes that can be used as the basis of multiple products.

120 Infrastructure software is almost always shared among multiple modules building on top of it. Multiple applications share the underlying operating system. Multiple operating systems share the Internet infrastructure. T raditionally, applications are also normallyshared ˙ but among users, not other software.

121 Even an ideal component will depend o n some platformfor a minimumof the execution model it builds on.

122 Market forces often intervene to influence the granularityof components, and in particular sometimes encourage course - grain components with considerable functionalitybundled in to reduc e the burden on component users and to encapsulate implementation details.

123 A component may^plug into~ multiple component frameworks, if that component is relevant to multiple aspects of the system.

124 T his is similar to the argument for layering ( Figure 6 ), common standards (Section 6.4.2 ), and commercial intermediaries, all of which are in part measures to prevent a similar combinatorial explosion.

125 T hus far there has been limited success in layerin g additional infrastructure on the Internet. For example, the Object Management Group was formed to define communications middleware but its standards have enjoyed limited commercial success outside coordinated environments. Simplydefining standards is ev identlynot sufficient.

126 T here are some examples of this. T he Web started as an information access application, but is now evolving into an infrastructure supporting numerous other applications. T he Java virtual machine and XML were first promulgated as a part of the Web, but are nowassuming an independent identity. T he database management system(DBMS) is a successful middleware product categorythat began byduplicating functions in data management applications (although it also encounters less powerful network externalities than communications middleware).

127 If a server - based application depends on information content suppliers, its users maybenefit significantlyas the penetration increases and more content is attracted.

128 Examples in the peer - to - peer categoryare Napster [Sul99] and Groove T ransceiver [Bul00]. As downloadable software, Napster was relativelysuccessful; if an application is sufficientlycompelling to users, theywill take steps to download over the network.

129 Under simple assumptions, the asset present value due to increased profits of a locked - in customer in a perfectlycompetitive market is equal to the switching cost.

130 T heyalso force the customer to integrate these different products, or hire a systems integrator to assist.

131 See Section 7.2.5 for further clarification. In a rapidlyexpanding market, acquiring newcustomers is as important or more important than retaining existing ones.

132 Pure competition is an amorphous state of the market in which no seller can alter the price byvarying his output and no buyer can alter it byvarying his purchases.

133 An exception is a software component, which mayhave a significant asset value beyond its immediate context.

134 Some examples are CBDIForum, ComponentSour ce, FlashLine, IntellectMarket, ObjectT ools, and

ComponentPlanet.

135 For example, office suites offer more convenient or newways to share information among the word processor, presentation, and spreadsheet components.

136 In manyorganizational applications, maintenance is a significant source of revenue to suppliers.

137 T he .NET Framework is an example of a platformthat supports side - by - side installation of multiple versions of a component.

138 For example, bundling an inexpensive and encapsulated computer wit h Web browsing and email software results in an appliance that is easier to administer and use than the PC. IOpener is a successful example [Net]. T he personal digital assistant (PDA) such as the Palmor PocketPC is another that targets personal informatio n management.

139 T his last point is controversial, because information appliances tend to proliferate different user interfaces, compounding the learning and training issues. Furthermore, theyintroduce a barrier to application composition.

140 T his is onlyp artiallytrue. Especiallywhen appliances are networked their embedded software can be maintained and even upgraded. However, it remains true that the environment tends to be more stable than in networked computing, reducing the tendencies to deteriorate a nd lessening the impetus to upgrade.

141 Examples include audio or video equipment, game machines, and sporting equipment. Embedding email and Web browsing capabilities within the mobile phone is another example.

142 Jini, which is based on Java, and Universal Plug - and - Play, which is based on Internet protocols, are examples of technical approaches to interoperabilityin this context.

143 A practical limitation of wireless connections is reduced communication speeds, especiallyrelative to fixed fiber optics.

144 I t maybe necessaryor appropriate to allowapplication code to reside within the network infrastructure.

Mobile code is a wayto achieve this flexiblyand dynamically.

145 An important exception is a product line architecture that aims at reusing components across products of the same line. Here, product diversityis the driver, not outsourcing of capabilities to an external component vendor.

146 An example would be to use a universal remote control to open and close the curtains, or a toaster that disables th e smoke detector while operating.