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Abstract
Object-detection applications rely on streams of data
gathered from sensors, RFID readers, and image recogni-
tion systems, among others. These raw data streams tend
to be noisy, including both false positives (erroneous read-
ings) and false negatives (missed readings). Techniques
exist for general-purpose cleaning of these types of data
streams, based on temporal and/or spatial correlations, as
well as properties of the physical world. Cleaning is ef-
fective at improving the quality of the data, however no
cleaning procedures can eliminate all errors. In this paper
we identify and address the problem of quality estimation
as object-detection data streams are cleaned. We provide
techniques for estimating both confidence and coverage as
streams are processed by cleaning modules. Detailed ex-
perimental results based on an RFID application demon-
strate the accuracy and effectiveness of our approach.

1 Introduction
Continuous detection of real-world objects forms an im-
portant component of a wide variety of systems today.
Applications range from military tracking and digital
homes to monitoring inventory and tracking wildlife [10,
17, 18, 22, 28]. Such Object-Detection Applications
(ODAs) typically collect and process streams of data from
sensors, RFID (Radio Frequency Identification) readers,
image recognition systems, and other real-world monitor-
ing devices.

∗This work was supported by the National Science Foundation under
ITR grants IIS-0324431, IIS-0086057, and SI-0122599, and by research
funds from Intel, Microsoft, and the UC MICRO program

The quality of the raw data streams produced by these
devices is notoriously poor [6, 9, 26, 20]. Intuitively, the
quality of an ODA stream measures how well the stream
of data values (hereafter readings) matches the objects ac-
tually present in reality. The errors in raw data streams
generally consist of (1) false positives (erroneous read-
ings): reporting objects that are not actually present; and
(2) false negatives (missed readings): not reporting ob-
jects that actually are present.

Typically, these raw data streams are preprocessed, or
cleaned, to improve their quality before decisions are
taken based on the data. Cleaning techniques tend to be
based on temporal and/or spatial correlations, as well as
other known properties of the objects and their interaction
with the physical world [7, 9, 16, 29, 20, 21]. For exam-
ple, since animals move continuously in space and time,
we don’t expect to see an abrupt jump with respect to ei-
ther of these coordinates in the reported animal-tracking
data stream. As another example, two readings of the
same object at two different locations at the same time
cannot both be correct. In cleaning tools, multiple dif-
ferent cleaning modules may be arranged in a pipeline to
successively improve the data streams.

While cleaning of object-detection data streams can
substantially improve the quality of reported readings, no
technique can reliably eliminate all errors. We argue that
in many cases, it is essential for an application to be made
aware of the level of reliability of its input streams, so that
it can make appropriate decisions. For instance, a digital
home application acting on unreliable data produced by a
mediocre cleaning tool may sporadically turn on and off
the house’s lights. With an accurate estimate of the quality
of the data stream, such an application could threshold its
decision-making on the quality of the data, thus “calm-
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ing” the application. Our goal is to develop techniques
that can be used to provide applications with useful infor-
mation about the quality of the cleaned data streams.

In this paper, we identify and address the problem of
quality estimation as ODA data streams are cleaned. We
introduce a quality tracking pipeline that consists of a set
of quality estimation modules that shadow the main data
cleaning pipeline. Each module in this shadow pipeline
is associated with a particular cleaning module and tracks
the quality of the data as the ODA streams are cleaned.
We derive online algorithms for the quality tracking mod-
ules that provide accurate measures of quality as the ODA
streams flow through the cleaning process. Our mod-
ules track two measures of quality: confidence and cov-
erage [31]. Confidence, a value associated with individ-
ual readings, tracks the estimated probability of a reading
in the data stream being correct, i.e., of the reported ob-
ject actually being present at the given location and time.
Coverage, a value associated with a window of readings,
tracks the estimated fraction of present objects that are
accounted for within a window of the data stream.

Applications can make direct use of confidence or cov-
erage. For example, in the above digital home scenario,
the application may want to turn on the lights only when
the estimated confidence that someone is in the room ex-
ceeds a threshold. In an animal tracking application re-
porting numbers of animals present in specific regions,
counts derived from the data stream may be scaled up
based on estimated coverage.

It is important to note the clear distinction between how
good an ODA stream is (its quality), and how good its
quality estimates are. For example, there could be an
excellent-quality data stream (very few false positives or
negatives) yet poor estimates of confidence and coverage;
conversely, there could be a poor-quality data stream yet
accurate confidence and coverage estimates. Our goal
in this paper is not to further improve the quality of the
data streams, but rather to augment existing cleaning tech-
niques with accurate estimates of confidence and cover-
age. In some cases, improving and assessing quality can
be interrelated: in Section 8.2, we show how our quality
estimation techniques can be used to help improve quality.

There is an existing body of ongoing work on im-
proving the quality of ODA streams [9, 13, 25, 20, 21],
but we are not aware of any prior work that attempts
to assess or quantify the resulting quality. In our work,

we look at existing cleaning techniques and demonstrate
that quality estimates can be propagated along with the
data stream using simple and intuitive mathematical al-
gorithms. We validate our approach experimentally on a
synthetic RFID-based application. Results show that in
this domain our techniques for several types of cleaning
modules produce accurate quality estimates and remain
accurate as the stream progresses through a pipeline of
multiple cleaning modules.

To summarize, the main contributions of this paper
are:
• Formulation of the quality estimation problem for

cleaned data streams in Object-Detection Applica-
tions, and the development of a quality tracking
pipeline consisting of modules that estimate data
quality as ODA streams are cleaned (Section 3).

• Specific algorithmic and mathematical techniques
for quality estimation as data is processed by sev-
eral types of cleaning modules. We consider clean-
ing based on temporal and spatial smoothing in Sec-
tion 4, cleaning based on object location in Section 5,
and filter-based cleaning in Section 6.

• A case study of our techniques on a synthetic RFID
application (Section 7), with detailed experimental
results validating our approach (Section 8).

Section 2 provides preliminary material on ODA and
cleaning modules. Related work is covered in Section 9,
and we conclude with future work in Section 10.

2 Data Model and Cleaning Tech-
niques

We consider ODAs in which the data stream can be ab-
stracted for cleaning and quality estimation purposes to
the schema <oid,time,loc>. oid’s identify the ob-
jects in the application (such as an animal or ship), whose
presence are reported by sensors (such as RFID readers,
environmental sensors, or image analysis). Each sensor is
associated with a logical area, such as a room in a dig-
ital home or a shelf in a retail home scenario, in which
it detects objects; loc identifies this logical area (and
not the actual spatial coordinates) of the object. We as-
sume time refers to some discrete logical time-unit for
the reading, which could be application-specific and need
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Figure 1: Example cleaning pipeline including the quality
tracking pipeline.

not correspond to wall-clock or system time. Since there
could be multiple sensors associated with a logical area,
there could be duplicate <oid,time,loc> values in
the stream.

Cleaning occurs in one or more modules that can be
categorized based on the following principles [20].
• Multiple readings complementing each other:

• Smoothing in time: objects reported at one in-
stant of time t are likely to also be reported in
an interval of time near t.

• Smoothing in space: objects reported in one lo-
cation by a sensor should also be reported by
other sensors associated with the same loca-
tion.

• Multiple readings contradicting each other:

• Arbitration: objects cannot be present at two
or more different locations at the same time in-
stant, so such readings would be contradictory.

Typically, one or more of these cleaning modules are as-
sembled in a pipeline to successively clean the ODA data
streams, as shown in Figure 1. The figure also shows the
shadow pipeline of quality estimation modules.

Given the simple schema of the data stream consist-
ing of object, location, and time, we argue that most
cleaning techniques must be based on the primary prop-
erties above. One could, of course, use specialized ap-
plication knowledge—for example lions and deer are
unlikely to be seen in the same logical area—and de-
vise more sophisticated cleaning techniques. In this pa-
per, however, we restrict ourselves to general-purpose,
application-knowledge oblivious techniques.

Next we give details of the various cleaning modules
considered in this paper. A graphical depiction of these
modules is shown in Figure 2.

2.1 Temporal Smoothing
Temporal smoothing, as the name suggests, “smooths” the
data stream in the time dimension. The idea is to decide
whether an object o was present at location l and time t
not only based on the reading at time t, but also based
on readings of this object in a window of size W adja-
cent to t. There are many variants of temporal smooth-
ing that vary how the window is positioned (e.g., start-
ing, ending, or centered at t) and how readings within the
window are processed (e.g., emitting an output reading if
there is at least one reading in the window, or if the num-
ber of readings exceeds a threshold). We focus in this
work on a basic temporal smoothing algorithm used in
many ODA deployments [9, 16, 24, 20] that emits an out-
put reading at time t if there is at least one input reading
in a window of size W ending at t. Formally, a reading
<o,t,l> is output after temporal smoothing if there ex-
ists a reading <o,t’,l> in the input data stream with
(t − W ) ≤ t′ ≤ t. Notice that temporal smoothing
does not eliminate any readings in the input stream, but
only adds additional readings. In our experimental sec-
tion (Section 8) we show that our quality estimation tech-
niques work for other variations of temporal smoothing
algorithms.

2.2 Spatial Smoothing
Spatial smoothing aggregates data in the space dimension,
combining readings from multiple sensors monitoring the
same logical area. Here, we focus on a variant of spa-
tial smoothing that merges multiple streams: the output
of spatial smoothing contains a reading for an object if
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Figure 2: Typical general-purpose cleaning modules for object-detection data streams.

any one of the sensors reports it. Formally, a reading
<o,t,l> is output after spatial smoothing if there ex-
ists a reading <o,t,l> in the input of at least one of the
sensors in the logical area. (We assume the presence of
sensor-id’s if needed.)

Note that temporal and spatial smoothing when used
together can go in either order, however since temporal
smoothing can operate on data from an individual sensor,
it may be advantageous to do it first.

2.3 Arbitration

Arbitration reconciles conflicting readings from sensors
monitoring different logical areas. The objective is to
identify readings of the form <o,t,l1>, <o,t,l2>
that report the same object at multiple different locations
(i.e., logical areas) at the same time. Since these conflicts
could possibly be resolved better by using application-
level logic, this cleaning module simply identifies such
conflicting readings and marks them for the application
to resolve. Another option for this cleaning module is to
eliminate all but one (or a few) readings for every object-
time pair based on each reading’s confidence; we show
how our techniques extend to this case as well.

3 Quality of ODA Data Streams

In this section, we define the quality of an ODA data
stream as the difference between the reported data and re-
ality.

Conceptually, the reality stream is a virtual stream con-
sisting of readings at each time interval for all objects

present in each of the application’s logical areas. This
stream represents physical reality: it is the stream that
the ODA sensors would produce if the technology were
perfect (i.e., if sensors reported all and only the objects
present in their logical area at each time instant). At a
high level, the quality of an ODA stream measures the de-
viation (in terms of false positives and negatives) of the
data stream from the reality stream.

We use two components for our intuitive notion of qual-
ity —confidence and coverage—to capture how closely
the data stream resembles the reality stream. Confidence
accounts for objects that are not present in reality but
are reported, and coverage accounts for objects that are
present in reality but are not reported. We first define
confidence and coverage formally, then discuss estimat-
ing these values in an online ODA cleaning pipeline.

3.1 Definitions of Confidence and Coverage

Consider the reality stream R, and an ODA data stream
D whose quality we want to measure after the application
of zero or more cleaning modules. Given R and D, we
define: (1) True Positives, TP, as the set of all readings
that are present in R as well as D; (2) False Positives,
FP, as the set of all readings that are present in D but not
in R; (3) False Negatives, FN, as the set of all readings
present in R but not in D. Now we define confidence and
coverage as follows:
• Confidence: Confidence, a per-reading value, gives

the probability that the reading exists in the reality
stream (i.e., that the object exists in reality at the
given time and location). Ideally, confidence is 1 for
all readings in TP and 0 for all readings in FP. This
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metric is naturally extended to the entire data stream
D, or any subset of readings: The confidence for a
set of readings is the average of the confidences of
the individual readings.

• Coverage: Coverage is a window-level value as-
signed to a set of readings for a given time period T .
It gives the fraction of readings from R in the time
period T that are present in D. Hence, for the entire
stream, or for any time-window having associated
values of TP, FP and FN, Coverage = |TP|

|TP∪FN|
.

Note that the coverage time window may be differ-
ent than the temporal smoothing time window.

3.2 Quality Estimation

Since the exact values for TP, FP and FN are not known,
we cannot determine the exact confidence and coverage of
a cleaned data stream. Our goal is to provide estimates of
confidence and coverage that are close to their actual val-
ues. We denote the estimates of confidence and coverage
by Econf and Ecov, respectively. Though the ideal confi-
dence of each reading is either 0 or 1, Econf estimates the
probability of a reading being correct and ranges between
0 and 1.

We augment the schema of a reading in an
ODA stream with confidence and coverage. Qual-
ity estimation for each cleaning module is based
on the incoming data stream of readings of schema
<oid,time,loc,Econf,Ecov>, the output data
stream with the same schema, and knowledge of the
cleaning technique.

Due to our modular approach, before any cleaning has
been performed we need some initial estimates for Econf
and Ecov. Confidence and coverage for a raw data stream
of readings usually depends on several properties. These
properties are heavily dependent on the sensors, objects,
and the particular ODA deployment, so there are no gen-
eral techniques for initial quality estimation of an ODA
stream. There are, however, a wide variety of techniques
that are applicable. For instance, work on building models
of sensor error characteristics and detection fields [12, 14]
can be used to infer initial estimates. In Section 7, we
show how initial quality estimation is done for a specific
RFID-based application.

3.3 Quality Tracking Pipeline

Given the pipelined, modular design of most ODA clean-
ing mechanisms, we develop a parallel quality tracking
pipeline for ODA data streams. Each module in this
pipeline is associated with a particular cleaning module
(e.g., temporal smoothing, spatial smoothing, arbitration)
and propagates the confidence and coverage of the stream
alongside the data each cleaning module produces.

In the next sections, we introduce specific algorithmic
techniques for implementing these modules. While these
techniques are intuitive and are shown to produce accurate
estimates of quality, there are many possible implemen-
tations for each module. A key contribution, beyond the
specific algorithms we present, is in the conceptual frame-
work of a quality tracking pipeline. This pipeline delivers
information that provides applications with accurate esti-
mates of the quality of the ODA data on which they are
operating.

4 Smoothing

Recall that temporal smoothing aggregates expected read-
ings across time, taking advantage of the redundancy of
readings in time. Spatial smoothing, on the other hand,
spatially aggregates streams from multiple sensors that
are monitoring the same logical area; it combines read-
ings from individual unreliable sensors to produce a sin-
gle data stream with higher quality.

Both types of smoothing operate over a window of
readings of width W . We assume windows slide by 1
time-unit, although our approach applies directly to other
slide granularities. Temporal smoothing uses a time win-
dow of Wt time-units; spatial smoothing uses a spatial
window consisting of the readings from Ws sensors in a
logical area for the same time-unit. The output of either
type of smoothing is a reading for each window (i.e., a
reading at each time-unit) if there exists at least one read-
ing within the window.

Both temporal and spatial smoothing are designed to
increase the coverage of the data stream by filling in for
possible missed readings. Confidences may however in-
crease or decrease. We now show how these estimates are
recalculated during both types of smoothing.
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4.1 Confidence Calculation
Consider a particular object O in a temporal (for temporal
smoothing) or spatial (for spatial smoothing) window of
size W (we use W to represent either Wt or Ws). Let the
number of readings of object O in the window be r, and
let their confidences be c1, c2, . . . , cr.

Since our aim is to have accurate confidence estimates,
we want to assign a high confidence to an output reading
if the corresponding object was actually present in reality,
and a low confidence if it was not. We estimate confidence
based on this intuition: the greater the evidence we have
of an object being present in a logical area, the greater
is the output confidence for that reading. Intuitively, two
factors contribute to the evidence of the presence of the
object within a window:
• The greater the individual confidences of the input,

and hence greater their sum, the greater is the evi-
dence of a present object.

• The greater the number of input readings, the greater
the evidence of a present object.

While there are potentially many ways to account for the
above factors in the output confidence, we use a linear
combination of these factors. In Section 8, we show
empirically that this approach produces accurate confi-
dence estimates. After smoothing readings with confi-
dences c1, c2, . . . , cr, both types of smoothing emit an
output reading for object O with confidence Econf given
by Equation 1:

Econf =
1

W
[αS + (1 − α)r] (1)

where S =
∑r

i=1
ci and W is either Wt or Ws

Note that we use the same equation for both temporal
smoothing and spatial smoothing. The weighting factor,
α, could be different in the two cases. In Section 8, we
experimentally determine choices for α.

4.2 Coverage Calculation
We revise the coverage estimates after smoothing based
on the number and confidences of the readings introduced
in the coverage time window. (Recall that coverage is de-
fined over a time window that may be different than the
time window used in temporal smoothing.) Consider a

particular such window over which the coverage is de-
fined, and let the incoming coverage of this window be
Eold

cov. Let the incoming data stream have r readings in
this window, with confidences (c1, c2, . . . , cr). Note cov-
erage applies to the entire window of readings, not to in-
dividual objects.

For coverage calculation, we distinguish between out-
put readings for which there was an input reading with
the same oid, time, and location, and output readings
that have no such input reading (i.e., readings that were
“smoothed in”). These newly added readings boost cov-
erage. Let there be s such newly introduced readings,
with confidences ci1 , ci2 , . . . , cis

. We find the new cov-
erage by calculating the increase in the expected number
of readings. Since the confidence gives an estimate of the
probability of a reading being present in reality, the sum
of confidences gives the expected number of readings in
reality. The coverage calculation is given in Equation 2.

Enew
cov = Eold

cov +
(
∑s

k=1
cik

)

Nreal

(2)

Here, Nreal is the expected number of readings in reality,
given by (

∑r

k=1
ck)/Eold

cov. The first term is the incoming
coverage estimate and the second term gives the estimated
increase in the coverage.

5 Arbitration

Arbitration is designed to detect objects that were re-
ported by sensors monitoring a different (but possibly ad-
jacent) logical area to the one the object was actually in.
Arbitration attempts to determine which of the conflict-
ing readings are correct, and which are false positives.
(Note that false positives due to spurious readings would
be caught by smoothing, not by arbitration.)

We assume that arbitration does not remove any read-
ings, but only adjusts the confidences. For example, if
sensors for two logical areas both report an object with
an equal confidence, it would be desirable to retain both
of the readings with lower confidence since they are in
conflict with each other. We assume that conflicts are
better resolved at a higher-level such as by a human or
application-level logic. Alternately, the arbitration mod-
ule could eliminate all but one (or few) readings per object
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by applying a filter to remove low confidence readings af-
ter arbitration. We discuss such a filtering approach in
Section 6.

5.1 Confidence Calculation

We now show how to revise the confidences of readings
in arbitration. The input to arbitration is a set of n data
streams, one from each of the application’s logical areas,
L1, L2, . . . , Ln. Let the input streams contain r (r ≤ n)
conflicting readings for an object and time-unit in differ-
ent logical areas. We denote the confidences of these r
readings by c1, c2, . . . , cr respectively.

Since each conflicting reading reduces the likelihood
of any other conflicting reading being correct, we reduce
the confidences of each conflicting reading. We estimate
the revised confidence cnew

i for each reading based on the
following considerations:
• Each additional logical area reporting an object re-

duces the new confidences of each of the outgoing
readings of the same object in that time-unit.

• The higher the confidence of conflicting readings,
the greater should be the decrease in their updated
confidence values. This is because the higher the
confidence of a particular reading, the lower the
chance that the object is present in some other logical
area.

We update the confidence of outgoing readings by scal-
ing down each confidence by using the probability that the
object is not present in the other logical areas. Equation 3
shows the formula for the new confidence.

cnew
i = ci ∗ Πj=r

j=1,j 6=i(1 − cj) (3)

Since ci estimates the probability of the object being
present in logical area Li, (1 − ci) estimates the proba-
bility of it not being in Li.

5.2 Coverage Calculation

Arbitration does not change coverage since it does not re-
move any readings. If readings are removed in arbitration,
it is equivalent to applying a filter on the low confidences
after arbitration, which we discuss next.

6 Filtering Based on Confidence

With confidences associated with each reading in the
ODA data stream, one technique for cleaning the stream
could be to eliminate all readings with a confidence be-
low some threshold. Removing readings that have a low
probability of existing in the sensor’s logical area should
eliminate errant readings and lower false positives.

When readings with confidence below a threshold are
dropped, the confidence of the remaining readings are un-
changed. We next show how the coverage of the resulting
data stream is updated.

6.1 Coverage Calculation

The coverage of the data stream after filtering is computed
in a manner similar to that of coverage after smoothing.
Consider a window with N readings in the reality stream
over which the coverage needs to be re-estimated. Let its
original coverage estimate be Eold

cov. Let the ODA data
stream have r readings in this window, with confidences
c1, c2, . . . , cr. If s readings with confidences ci1 , ci2 , . . . ,
cis

are eliminated after applying the threshold, we revise
the coverage based on the expected drop in the number of
readings from these s readings, as show in Equation 4.

Enew
cov = Eold

cov − (

s∑

k=1

cik
)/Nreal (4)

Here Nreal is the expected number of readings in reality,
given by (

∑r

k=1
ck)/Eold

cov.
In our experiments in Section 8, we consider other vari-

ations of filtering, such as applying thresholds for high as
well as low confidences, and rounding confidences to 1
and 0 respectively.

7 Example: RFID Data

For the remainder of the paper, we ground our discus-
sion in a concrete object-detection application: detecting
tagged objects using RFID technology. Here we give a
brief background on RFID technology followed by the
presentation of a simple RFID deployment to illustrate the
data processing and cleaning described in this paper. We
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Figure 3: RFID Setup.

use this deployment in the next section for our experimen-
tal evaluation.

7.1 Background: RFID Technology

A typical RFID deployment consists of the following
components:
• Readers: Readers use antenna to communicate with

tags in the vicinity. In many RFID installations, mul-
tiple readers are grouped into units that are responsi-
ble for monitoring the same logical area [3].

• Tags: RFID tags have unique identifiers, and are
placed on objects to be tracked. These tags respond
to the readers, informing them of the object’s ID.

• Middleware: RFID middleware serves as a bridge
between RFID hardware and applications using
RFID data by cleaning and processing the data
streams before passing them on to the application.

Figure 3 shows an example deployment with two adja-
cent logical areas, each containing 10 tags. A total of
four readers are present, two each for monitoring a log-
ical area.

Reader Operation

Readers interrogate nearby tags which respond with a
unique identifier code. Interrogations are grouped into
epochs, which correspond to our logical time-units. Read-
ers keep track of the tags seen as well as metadata such as
the number of interrogations to which each tag responded
in the last epoch in a tag list. RFID middleware retrieves

the tag list each epoch either by polling the reader, or the
reader itself pushes the information after each epoch.

For more information on RFID technology, a detailed
primer is available in [30].

7.2 Middleware Data Processing and
Cleaning

RFID middleware systems typically process the data
streams using a pipeline of cleaning modules similar to
those discussed in this paper [7, 16, 29, 20].

The raw data stream in our setup has a schema
as follows: <tag id,epoch,reader id>. The
reader id determines the location. In our deploy-
ment, temporal smoothing is applied for each tag id and
reader id separately. Spatial smoothing aggregates across
the readers monitoring the same location. Arbitration oc-
curs across readings for the same tag detected in multiple
logical areas in the same epoch. In our experiments, we
do not filter based on confidence during the pipeline, but
explore various types of thresholding at different points in
the pipeline. These options are discussed in Section 8.2.

7.3 Initial Quality Estimation
Here we show how to initially estimate the quality of the
raw RFID data stream.

7.3.1 Confidence Calculation

Initially, an RFID middleware system receives a tag list
from an RFID reader. As previously mentioned, each
tag id in the tag list contains the number of times it has
been read in the epoch, which can be used to calculate
the read rate. The read rate for each tag is the ratio of
responses to total interrogations, R

I
.

We use the read rate to derive the initial confidence for
each reading. For each tag t the reader reports the num-
ber of times it was detected Rt out of a total of I inter-
rogations. The initial confidence for this reading of t is
assigned to be Rt

I
.

7.3.2 Coverage Calculation

We estimate the initial coverage using a simplified model
of an RFID reader’s detection field based on empirical
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Figure 4: Simplified RFID detection model. The proba-
bility of detection within the major detection region is p;
outside it is s.

studies (as shown in Figure 4) [26]. In this model, the
reader has a major detection range where there is a prob-
ability p of detecting a tag within a distance of d at an
angle of within θ of the reader. Any tag outside of the ma-
jor detection range has a low probability s of detection.

Ideally, the major detection range would constitute the
logical area for the reader. Thus, the probability of de-
tection for any tag in the logical area is p, and hence the
expected fraction of correct readings present in the RFID
stream is p. We therefore use p as the initial coverage for
the data stream.

8 Experimental Evaluation

In this section, we experimentally evaluate our algorithms
for tracking quality using the RFID scenario discussed in
the previous section. We validate our approach by mea-
suring the accuracy of our confidence and coverage esti-
mates, Econf and Ecov. We denote the accuracy of these
estimates by Aconf and Acov respectively. Intuitively,
Aconf and Acov give the closeness of the estimates Econf
and Ecov to the actual confidence and coverage. This no-
tion is formalized below.

We look at each reading in the data stream. For an in-
correct reading, a lower Econf implies higher accuracy
and for a correct reading, a higher Econf implies a higher
accuracy. Therefore, we define Aconf to be (1 − Econf)
for incorrect readings and Econf for correct readings.

Coverage is by definition at the window level, and the
accuracy of its estimate is also defined at a window level.

If the coverage estimate of the data stream for a particu-
lar time window is Ecov, its accuracy Acov is given by
(1 − |Ecov − c|), where c is the actual coverage of the
data stream for that window in reality. We now define the
estimation accuracy for an entire data stream D.

Definition 8.1 (Estimation Accuracy of D)

• The accuracy of confidence estimates of D is the
average of Aconf for all readings in D.
• The accuracy of coverage estimates of D is the av-
erage of Acov for all readings in D. �

Before moving to the details of the experimental setup and
results, we summarize our findings:
• Our online algorithms accurately estimate the qual-

ity of the stream; in most cases, the accuracy of the
quality estimates is above 80%.

• The estimates of quality remain accurate after prop-
agating the data through multiple pipelined cleaning
modules.

• The estimates are far better than having no quality
information, i.e., assuming confidence and coverage
of 1.

• Our techniques are robust with respect to the clean-
ing techniques and “dirtiness” of the data.

• Accurate assessment of quality can also help in im-
proving the quality by filtering appropriately.

8.1 Experimental Setup

We use a simulated RFID deployment depicted in Fig-
ure 3 for our experiments. This deployment consists of
two logical areas, each containing 10 tags arranged in two
rows separated by 3 feet. Each logical area is monitored
by 2 RFID readers, placed 3 feet from the first row of tags
on either side.

Based on the RFID detection model illustrated in Fig-
ure 4 and this RFID deployment, we generate synthetic
RFID data streams for use in our experiments. Here, we
set p to 0.9, d to 8, θ to 45, and s to 0.1. During each
epoch, the simulated readers attempt to detect each tag
using a biased coin-flip based on either p or s (depending
on where each tag is located relative to the reader).
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It is important to note that our techniques are robust to
the actual parameters of the RFID detection model. For
instance, we show later that as we vary either p or s, our
estimates remain accurate. Furthermore, we emphasize
that RFID data is merely an example of our quality esti-
mation schemes. Our techniques can track the quality of
any type of ODA data.

This deployment demands all three types of cleaning
modules: temporal smoothing, spatial smoothing, and ar-
bitration. Temporal smoothing is needed to account for
false negatives produced by the unreliable readers. Spa-
tial smoothing is used to further alleviate the effects of
false negatives using multiple readers associated with the
same logical area. Finally, due to the proximity of the two
logical areas, arbitration is necessary to remove duplicate
readings.

We give experimental results for confidence in Sec-
tion 8.2 and then for coverage in Section 8.3.

8.2 Experimental Results: Confidence
For our experimental evaluation of confidence estimation,
we first test all cleaning modules individually, then test
different pipelined configurations of two or more mod-
ules. We then test optimizations based on thresholding
and rounding. We show our results are far better than ab-
sence of quality estimation, and finally show robustness
to the quality of data.

8.2.1 Temporal Smoothing

We first test the accuracy of our quality estimation for a
single temporal smoothing module. Here, we run tempo-
ral smoothing over each stream from the four readers and
measure the accuracy of our confidence estimates. We
use the basic temporal smoothing strategy as described in
Section 2.1 and set α to 0.6. (In this experiment we tried
varying α with little effect. Tuning α in pipelined clean-
ing is discussed later.)

The overall accuracy of our confidence estimation,
given by Definition 8.1, is 0.85. This shows that our con-
fidence estimates are very close to the actual confidence.
Hence, low confidences are assigned most often for wrong
readings, and high confidences for correct readings.

To further explore how our confidence estimation per-
forms, we plot the distributions for our confidence estima-

tions for both correct readings in the cleaned stream (true
positives) and incorrect readings (false positives). Fig-
ure 5 shows these distributions.

The graphs show that, as desired, our algorithm for
temporal smoothing confidence estimation does indeed
assign a high confidence for correct readings and very
low confidence to false positives. For most readings in
the temporally smoothed data stream that are correct (i.e.,
the corresponding object exists in the reported location at
the reported time), our estimates assign a high confidence
between 0.8 and 1 (Figure 5(a)). For incorrect readings
in the data stream, our estimates assign a low confidence;
most false positives are given a confidence less than 0.4
(Figure 5(b)).

To show that our estimation algorithm can handle dif-
ferent types of smoothing, we ran the same experiment
with other variants of temporal smoothing. We tested
schemes with the sliding window starting, ending, and
centered at t, the time of the reading being emitted. We
obtained similar results for all these cases: the confidence
accuracy was 0.90, 0.89, and 0.89 for the three cases
respectively. Therefore, our approach appears robust to
these variants of temporal smoothing.

8.2.2 Spatial Smoothing and Arbitration

We also test the accuracy of our quality estimates after
only spatial smoothing. We run spatial smoothing over the
streams from the four readers, where the readings from
each of the two logical areas are smoothed together. The
accuracy of our confidence estimation in this case is 0.84.

We test our estimation algorithm when only running an
arbitration module over the data streams of the four read-
ers. Using only arbitration, we obtain a confidence accu-
racy of 0.90.

Detailed results for these two experiments are omitted
as they are similar to only applying temporal smoothing.

8.2.3 Pipelined Cleaning

In many ODA cleaning tools, two or more cleaning mod-
ules are assembled together in a pipeline to produce
higher quality data. Next we show experimentally that
our quality estimation algorithms can track confidence as
the streams pass through multiple modules.
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Figure 5: Confidence distributions for true/false positives after temporal smoothing.
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Figure 6: Confidence distributions for true/false positives after temporal + spatial smoothing.

Temporal + Spatial Smoothing: The first test involves
a two-module pipeline containing temporal smoothing
followed by spatial smoothing. The streams from each
reader are temporally smoothed, then the streams from
each logical area are spatially smoothed. The accuracy of
our confidence estimation algorithms for the final output
stream is 0.86.

Again, we further analyze our algorithms by plotting
the distribution of confidences for both true positives and
false positives, shown in Figure 6. Once again, our al-
gorithm does indeed assign a high confidence for cor-

rect readings and very low confidence to false positives.
These distributions very closely resemble the distribution
for only temporal smoothing, demonstrating that our al-
gorithms are capable of tracking the data stream’s quality
as it passes through multiple modules, without a degrada-
tion in estimation accuracy.

Tuning the Spatial Smoothing Parameter α: Recall the
algorithm for confidence estimation involves the weight-
ing factor α: lower values of α weight towards the num-
ber of readings in a window, while high values favor the
sum of the input confidences. Temporal smoothing is not
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sensitive to α. Now we study the variation of accuracy
with spatial smoothing’s α for the two-module pipeline as
above (temporal + spatial smooth).

Interestingly, with spatial smoothing following tempo-
ral smoothing, we see a steady increase in the accuracy
of our estimates as we increase α. That is, giving more
weight to the actual confidences and not to the count of
tags improves accuracy. The reason for this improvement
is that during temporal smoothing, if a tag from an adja-
cent region is read even once in a particular time window,
it gets added to the result with a low confidence (i.e., one
false positive reading in the underlying raw stream pro-
duces multiple false positives, but with low confidence, in
temporal smoothing). Hence, the confidence of readings
are likely to be more reliable than just their presence or
absence. We see that α = 1 yields the best estimation
accuracy, and thus we set α = 1 for the remainder of the
experiments involving this pipeline. Note that for other
module assemblies, α should be similarly tuned and will
not always be 1.

Pipeline of Temporal Smoothing, Spatial Smoothing,
and Arbitration: We now give end-to-end accuracy re-
sults for a pipeline with all three types of cleaning mod-
ules. We clean the streams produced by the four readers
first using temporal smoothing in each reader’s stream,
then spatially smoothing to produce a stream from each
logical area, and finally using arbitration to account for
object readings that appear in both areas at the same time.

Our quality estimates on the output after these three
successive cleaning modules have an accuracy of 0.86.
As we shall see later, this accuracy is further improved to
0.95 by the rounding and thresholding algorithms.

Once again we analyze the confidence distributions for
true and false positive readings, shown in Figure 7. Simi-
lar to the other cleaning module configurations, in general
correct readings are assigned high confidences and incor-
rect readings low confidences.

There is, however, an interesting difference between the
distributions here versus those in Figures 5 and 6. Before
arbitration, some false positives were assigned too high
a confidence: some false positives received confidences
higher than 0.8 and many received a confidence of 0.1-
0.2. These high confidence estimates are all reduced after
arbitration, where all false positives receive a confidence
of 0-0.1. This effect is observed in the small peaks for

the high confidence range in Figures 5(b) and 6(b) that
have vanished in Figure 7(b). Conversely, arbitration in-
correctly lowers the confidence of some correct readings,
resulting in a small peak for the low confidence range in
Figure 7(a) that is absent in Figures 5(b) and 6(b). This ef-
fect is due to the fact that arbitration lowers the confidence
of readings, overall thus shifting the entire distribution of
confidences to the left.

Other Cleaning Module Pipelines: Next we experi-
ment with different pipelines and orderings of the clean-
ing modules. All variations we tested produced similar
estimation accuracies as those shown above.

For instance, using spatial smoothing followed by tem-
poral smoothing gives equally accurate estimates as the
reverse ordering. The overall confidence accuracy was
0.90, and the confidence distributions for correct and
wrong readings are shown in Figures 8(a) and 8(b). As
another example pipeline, spatial smoothing followed by
arbitration yields an accuracy of 0.85.

We omit results for all possible pipelines and order-
ings because of space constraints, but in summary, our
techniques appear indifferent to the manner in which the
cleaning modules are composed.

8.2.4 Rounding and Threshold Modules

Next we evaluate two different post-processing modules
that further improve the accuracy of our estimates: round-
ing and thresholding.

The rounding module modifies confidences of readings
based on a rounding distance rd, 0 ≤ rd ≤ 0.5: read-
ings with confidence below rd are reduced to confidence
0, and readings with confidence between (1 − rd) and 1
are pushed up to confidence 1. Confidence of readings
between rd and (1 − rd) remain unchanged. This form
of rounding is motivated by the fact that if our estimates
of confidence are reasonably high, we are almost sure that
the tag is indeed present, and conversely, if the confidence
is very low, we are very sure the tag is not present.

The threshold module is more extreme: it assigns a con-
fidence of either 1 or 0 to every reading in the cleaned data
stream. The value at or above which every confidence is
set to 1 is the threshold t, and every confidence below t
is set to 0. This algorithm is important because for some
applications, the application must either believe or dis-
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Figure 7: Confidence distributions for true/false positives after temporal + spatial smoothing + arbitration.
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Figure 8: Confidence distributions for true/false positives after spatial + temporal smoothing.

believe every reading; for instance, RFID tags are either
present or are not present.

Both of these post-processing modules improve accu-
racy of our estimates, so are useful in that regard. Fur-
thermore, if we want to improve the overall data stream
quality, we can use the threshold module and then drop
all readings with confidence 0.

Rounding Module: We evaluate the rounding mod-
ule for different cleaning module configurations. For
rounding used after three different configurations (tem-
poral smoothing; temporal + spatial smoothing; tempo-

ral smoothing + spatial smoothing + arbitration), we vary
the round distance rd and measure the accuracy of the
confidence estimate. Figure 9 shows the results. Since
the differences are small, we have truncated the y-axis to
highlight the results.

As can be seen, the accuracy improves with an increase
in the round distance. The increase of accuracy with rd
indicates good performance of the confidence estimates as
the algorithm separates the correct readings from the in-
correct ones. This effect is expected, given the confidence
distributions of the correct/incorrect readings produced by
our algorithms as shown in Figures 7(a) and 7(b). Most
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Figure 9: Rounding algorithm accuracy.

correct readings receive a high confidence, so rounding
them up to 1 increases the estimation accuracy, and sim-
ilarly rounding down low confidences to 0 also increases
the estimation accuracy. These results suggest that for this
scenario we use a round distance of 0.5, and thus effec-
tively make all confidences 0 or 1 based on whether they
are lower or higher than 0.5 respectively.

Threshold Module: Here we analyze the performance of
the threshold module applied after each pipeline configu-
ration, similar to above. We vary the confidence thresh-
old t and measure the resulting accuracy of our estimates.
Figure 10 shows the variation of accuracy with t when ap-
plying the threshold module after various configurations
of the pipeline.

For each cleaning module configuration, threshold-
ing substantially increases accuracy. For the first two
pipelines, a threshold of t = 0.5 gives the highest accu-
racy, and for the full pipeline the optimal threshold shifts
down to 0.1. These results indicate that false positives
do end up getting a very low confidence. An equally im-
portant observation is that for all of the pipeline config-
urations, the accuracy of the threshold algorithm is very
high for a wide range of threshold values. This result
shows that the confidence estimates successfully separate
the correct and incorrect readings.

 0.95

 0.9

 0.85

 0.8

 0.75

 0.7

 0  0.002  0.004  0.006  0.008  0.01

Q
ua

lit
y 

an
d 

E
st

im
at

io
n 

A
cc

ur
ac

y

Probability of False Positives s

~~

Accuracy of Confidence Estimates
Output Quality

Figure 11: Confidence estimation accuracy versus quality.

8.2.5 Comparison with Random and Unit Confi-
dences

We now compare the accuracy of our estimation algorithm
against the accuracy of naive algorithms that (1) assign
random confidences to every reading, or (2) assign unit
confidences (confidence 1) to every reading. Assigning
unit confidences is equivalent to not having any quality
estimation information, and hence “believing” every read-
ing. We choose the optimal values of rd and t for the
cases where we apply a rounding or threshold module af-
ter the indicated pipeline. Table 1 shows the estimation
accuracy for various algorithms and for different stages
of the pipeline. Clearly, our estimates perform far bet-
ter than the naive random or unit confidence approaches,
justifying the usefulness of our estimates over naive as-
sumptions.

Finally, as noted earlier the rounding and threshold
modules further improve the accuracy of our estimates.
Therefore, to improve overall quality of data delivered to
an application, we could choose to drop readings below a
certain threshold confidence, and set the confidence of the
remaining readings to 1.

8.2.6 Robustness to the Quality of Data

Next we show that our algorithms are robust to the “dirt-
iness” or actual quality of the underlying data. That is,
our quality estimates are accurate irrespective of the ac-
tual quality of the data streams being cleaned. Figure 11
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(a) Temporal smoothing
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(b) Temporal + spatial smoothing
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Figure 10: Accuracy of the thresholding algorithm applied after different cleaning pipeline configurations.

Confidence Estimation Accuracy Random Unit Standard Rounding Threshold
Temporal Smoothing 0.50 0.53 0.86 0.95 0.95
Temporal + Spatial Smoothing 0.50 0.50 0.86 0.95 0.95
Whole Pipeline 0.50 0.50 0.86 0.95 0.98

Table 1: Comparison of Confidence Estimation Algorithms

shows the variation of estimation accuracy with the ac-
tual quality for the whole pipeline of temporal and spatial
smoothing followed by arbitration. We vary the quality
of the output by increasing the number of false positives
in the input, shown on the x-axis. The actual confidence
of the stream is given by the fraction of correct readings
in the stream. As can be seen from the graph, though
the actual quality of the stream drops on increasing the
false positives, the accuracy of our confidence estimates
remains stable.

8.3 Experimental Results: Coverage

Coverage Estimate Accuracy: We first give results for
the accuracy of our coverage estimates. As mentioned
earlier, we set the initial coverage of every reading from a
reader to p, the probability of detection in the reader’s log-
ical area. Since arbitration does not change coverage, we
study estimation accuracy for temporal smoothing and/or
spatial smoothing. Figure 12 gives the estimation accu-
racy for: (1) initial quality estimates; (2) estimates after
only temporal smoothing; (3) estimates after only spatial
smoothing; and (4) estimates after temporal smoothing
followed by spatial smoothing. We show the accuracy as
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Figure 12: Coverage accuracy using pipelines consisting
of temporal and spatial smoothing.

we vary the probability of detection p.
First, notice that the accuracy of our estimates across

all values of p are above 0.7, and in most cases above 0.9.
This shows that our estimates of the coverage are very
close to the actual coverage for most windows. More-
over, the accuracy remains high as the stream is cleaned
through the pipeline. In fact, after both temporal and spa-
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tial smoothing, our coverage estimates are well over 0.9
for most values of p.
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Figure 13: Estimate accuracy with varying data stream
coverage quality after temporal smoothing.

Robustness to Actual Coverage: We demonstrate how
our algorithms estimating coverage respond to different
levels of coverage in the data stream.

We first vary the coverage of the cleaned stream by run-
ning only temporal smoothing with a window size of 5
epochs over streams produced with different values of p.
By varying p from 0.01 to 0.5 with a fixed window, the
coverage varies almost from 0 to 1. Figure 13 shows both
the coverage of the data stream and the accuracy of our
quality estimates as we vary the value for p.

When the probability p of detection is very low,
the temporal smoothing module is unable to adequately
smooth false negatives and thus it produces a data stream
with a very low coverage. Our techniques are able to rec-
ognize this poor coverage and accurately estimate it as
such. As p increases, the coverage of the stream increases,
and our algorithms detect this change. Despite the large
range in coverage, the accuracy of our coverage estima-
tions remain relatively high.

Finally, we test the accuracy of our coverage estimates
as we change the size of the temporal smoothing win-
dow w. We fix p = 0.3 to produce somewhat unreli-
able data, so the cleaning modules can increase cover-
age by a measurable degree. (The accuracy of our esti-
mates are similar for other values of p.) Figure 14 shows
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Figure 14: Varying temporal smoothing window size.

both the actual coverage and the accuracy of our cover-
age estimates as we vary the temporal smoothing window
size. We show results for temporal smoothing alone and
a pipeline consisting of temporal smoothing followed by
spatial smoothing.

As expected, increasing w produces data streams with
better coverage. Again, despite the large change in stream
quality, the accuracy of our estimates stays high.

These experiments illustrate that our techniques are ro-
bust to poor data cleaning mechanisms: we are able to
produce accurate estimates of quality regardless of how
well the data stream is cleaned.

8.4 Experimental Results Summary
We have demonstrated empirically that our techniques for
tracking quality are accurate and provide significant ben-
efit over no quality information at all. Furthermore, our
estimates remain accurate as the data is processed through
multiple cleaning modules, and they are robust to a wide
range in the actual “dirtiness” of the data.

9 Related Work
There is a large body of work relating to various aspects
of ODA applications, and ODA data processing, but less
existing work on data quality assessment.

Many platforms produce ODA streams, e.g., [10, 17,
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18, 22, 27, 28]. While some of these systems perform lim-
ited low-level data correction, none provide an indication
of the quality of the streams produced.

Data quality of RFID streams has received particular
attention both commercially and in research. RFID
middleware systems typically use a pipeline of filters de-
signed to convert raw RFID data to application data [7,
16, 29]. Many of these systems incorporate stages closely
related to the modules addressed in this paper. Other
projects have addressed, to various extents, cleaning of
sensor data [9, 13, 25, 20, 21]. Again, no quality estimates
are included, so our techniques are designed to augment
these systems.

Although not concerned with data cleaning, the BBQ
system addresses data reliability issues for physical sen-
sors [12]. BBQ models sensor data as a set of time-
varying Gaussians. Over these models, it answers user
queries based on a user-specified confidence. User-driven
quality requirements present an interesting application for
our techniques: a system can use the quality estimates our
mechanisms provide to more effectively answer queries.

Confidence and coverage were introduced in [31] in
the context of a general-purpose system for uncertain
data. There has been substantial prior work on uncer-
tain, probabilistic, approximate, inconsistent and impre-
cise databases, and on approximate query answering; ex-
amples include [1, 5, 19, 11, 15, 2]. While a large fraction
of this work is theoretical, there are several systems that
manage uncertainty, e.g., [4, 8, 23, 31]. In this paper we
estimate quality rather than manage it, and we do so in
a data stream environment targeted specifically for data
cleaning and ODA applications.

10 Conclusions and Future Work
As sensor device deployments are becoming more ubiq-
uitous, object detection applications (ODAs) are gaining
importance in diverse areas such as supply chain manage-
ment and wildlife tracking. The data streams on which
these applications are built, however, tend to contain nu-
merous errors. Without accurate knowledge of data qual-
ity, these applications may not function correctly.

To address this issue, we developed a quality tracking
pipeline that shadows the main data cleaning pipeline and
propagates quality estimates with the data as the streams

flow through the cleaning modules. We developed on-
line algorithms for modules in this shadow pipeline that
estimate the quality of the data as the ODA streams are
processed through typical ODA cleaning modules. These
modules track the quality of the data stream using two
metrics, confidence and coverage, and we show how es-
timates of these measures can be accurately propagated
through multiple cleaning modules in a streaming fash-
ion.

We report an extensive case study of our techniques on
an RFID application. We show how the quality of the
raw RFID data stream is estimated, then provide a suite
of experimental results for various cleaning modules and
assemblies of them in a pipeline. Our experiments show
that for this scenario our intuitive quality estimation algo-
rithms work well, and are far better than assuming accu-
rate data. Our experiments also show that the estimates
of confidence can be used to improve the quality of the
stream. We are not aware of any past work that estimates
the quality of data streams in an object-detection applica-
tion.

Our work poses some new and interesting directions for
future work. ODA applications may be inherently toler-
ant to some quality loss in the data stream, and they could
specify this tolerance to the middleware cleaning and es-
timation modules. This quality tolerance might then be
used as input to the middleware to optimize data process-
ing. The overall idea is to increase efficiency by minimiz-
ing the data processing to achieve the required quality.

We showed that confidence estimates could be used to
help improve the quality of the stream to some extent. An
important direction of future work is to more closely tie
the quality improvement and quality estimation modules,
since we have evidence that each of these can benefit from
the other.
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